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MpuHsATbIE 0603HaYEHMs

NMpuHarbie 0603HaUEHUS

YT00OBI 00JIErYUTH BOCIIPUSATUE TEKCTA, B PYKOBOJICTBE MCIIOIb3YIOT-
¢S CIIeMyIOIINe CIiellMaIbHble 0003HAYEHMS:
KitaBuim v ux KOMOMHALIMK BBIACJICHBI TIOTY>KUPHBIM IIPUGTOM.
KomaHabeI MEHIO HaImMCaHbl TAKMM 00pa3oM, YTOOBI YPOBHU MEPapXUH
Ppa3nesuIich CUMBOJIOM « | », HampuMep, PegaktupoBath | [Jo6aBuThb.
DNIeMEHTHI YIPaBICHHS BBIICICHBI TIOTYKUPHBIM IIPUGTOM, KHOITKA
BBIIICJICHBI TTOJTY>KUPHBIM IIPUMTOM M CKOOKaMU: [COXpaHUTb].
TeKcTbl M COOOILEHMS TTPOrPAMM BbIIEISIIOTCS
cneuvanbHbIM WpndToM.
st o603HaueHMs ob1ero Buna pynkumii Guardant API rcrmonb3yroTest
mwaomonbl Buga GrdXXXX, rme mpedukc osHayaer «Guardant», a
XXXX 3ameraet Ha3BaHue orepatuu. K mpumepy, GrdTransform 060-
3HayaeT orepanuio Transform, KoTopasi mpeodpasyeT 010K JaHHBIX TPU
TOMOIILIY aIMapaTHOro aJiropyuTMa.
HexkoTtopble BaXXHbIe MOMEHTHI BbIIEJIEHBI B CIIEIIMaIbHbIE Bpe3Ku. [1o-
XaTyicTa, MPOYTUTE MX BHUMATEIbHO — 3TO MO3BOJIUT M306eXaTh MHO-
TUX TPYOHOCTEN:

Baxnas undopmauus

3pecb coaepXmTcst MHAGOpMaLWsl, COBETbI, PEKOMEHAALMM, HA KOTOpble creayeT obpaTuTb
ocoboe BHUMaHUe.
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FAlononHuTenbHbIEe UCTOUMHMKM MHPOpMaL UM

IIpy BOBHMKHOBEHUU BOIPOCOB, Ha KOTOpPbIe BaM HE YIAIOCh HAWUTH
OTBETa B 3TOM PYKOBOJICTBE, PEKOMEHYeM OOPATUTHCS K CIIEAYIOIITNM
VCTOYHUKAM WH(DOpMAITI:

®aiin README

®daitr ReadMe.htm HaxoaUTCs Ha AMCTPUOYTUBHOM HOCUTEJIE, a TIOCIIe
ycraHoBkM 10 Guardant — 1 Ha KomrbloTepe. ConepKUT camble Mo-
CIICIIHUAE CBEICHMSI O HOBBIX BO3MOXHOCTSIX, YJIYUILICHUSX U JOTONHE-
HUSIX B IIPOrPaMMHOM U anrapaTHoM obecrieueHun Guardant.

WWW: hitp://www.guardant.ru

CaiiT pa3zpaboTurKa COAEPKUT OOJIBIION 00BEeM CIIpaBOYHOI MHMOp-
Mammu o 3ammre Guardant: 4acTo 3amaBaeMble BOIIPOCHI, METOOMKA
yCTpaHEHHsT HEUCIIPABHOCTEM, PEKOMEHIALIMM 1 T. I1.

Cny>x6a TeXxHM4YeCcKOo NoAAEPIKKU:
e-mail: hotline@guardant.ru
Ten. +7(495)105-77-90
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nasa 1. BeegeHve

Fnaesa 1
Beepenme

Yro rakoe Guardant?

Guardant (rmo-pyccku unraercst «I apmaHT») epeBOIUTCS C JIATUHCKOTO
KAaK «OXPaHSIOIIUA» , «3aIUIIAIOII».

[MporpammMHo-anmapaTHbii KoMimiekc Guardant TipegHa3HAueH IS
3aIIMThI MporpaMMHOro obecriedyeHus (ITO) oT KoMIbIOTEPHOTO MTUPAT-
CTBa: HE3aKOHHOI'O KOIMPOBaHUs, TUPAKUPOBAHUS 1 MCIIOJIb30BAHUS
TPUJIOXKEHUS.

OcHOBa KOMITJIEKCA 3allUThl — 3JIEKTPOHHBIN KIIIOY. DTO HEOOJIbIIOEe
9JIEKTPOHHOE YCTPOMCTBO, KOTOPOE IMOACOEHUHSIETCSI K KOMIIbIOTEDY.
3amuinaeMple IPUIOKEHUST «ITPUBSI3bIBAIOTCS» K MHMOpMALIVK, 3aIK-
CaHHOM B 9JICKTPOHHOM KJTIOYE.

Mpuxuyun pabéorul Guardant
B cambix 001MX YyepTax MPUHIIUIT PAOOTHI 3aIIMTHI BBITJISIANT TakK:

e 3aluileHHOe MPUIOKEeHNe 00paIliaeTcs K 3JIEKTPOHHOMY KITIOUY,
KOTOPBIii TOJKEH OBITh IIOACOEINHEH K KOMITBIOTEPY

e  KJT104 BO3BpalllaeT MPUWIOXKEHUIO HEKOTOPYIO MH(MOPMALIVIO

o [IpuioxeHue MPY OMOIIM 3T MHGOPMALIMY MACHTU(DUIIIPYET
3JIEKTPOHHBIN K04, Ecii K104 nMeeT BepHbIe TapaMeTphl, TIPH-
JIOXKeHUe TIPOoIrKaeT paboTtath. Eciu e mapamMeTphl B KITio4e He-
BEPHBIE (HE TOT 3JIEKTPOHHBIA KJII0Y), JTK00 KIII0Y BOOOIIE HeE IO/~
COeMHEH, 3alIMILEHHOE IIPIIOXEHHUE IIPEKPALIIAET CBOIO paboTy

Mpeunmyuwecrea ucnonnsosanuna Guardant

COBPeMEHHbIe TEXHOJIOrMM 3aLmThbl

B3saB Ha BoopyxkeHue J1I000i1 U3 3JIEKTPOHHBIX KJIIOUeil ceMeicTBa
Guardant, Bbl TMOJYyYUTE 3aILUTY, MCIOJB3YIOIIYIO MaKCUMYyM CO-
BPEMEHHBIX TEXHOJIOTUI CpeIu CUCTEM JaHHOM LIEHOBOI KaTerOpUM.

LLinpokuii AMANAasoH UCMONb30BAHUSA

3amura Guardant MOXeT ObITh ITOCTPOEHA Ha 0a3e 3JIEKTPOHHBIX KITIO-
Yeil pa3HBIX TUIIOB, Pa3IMYAIOIIMXCS CBOMMM XapaKTePUCTUKAMHM W
BO3MOXHOCTSIMU. Bei6upas 3amuty Guardant, Bbl 00s13aTeIbHO Halae-
TE ONTUMAIBHOE PELEHME BAIlIMX 3a/1a4.
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Jlerkoctb 06yueHus u aKcnyarauum

Jnst Toro ytoObl 3hdeKTUBHO MCMONb30BaTh 3amuty Guardant, He
HYXHBI CHellMaJbHbIe 3HaHMS. Pa3yMHO CIpoeKTHpOoBaHHAs JIOTWKA
paboThl YTUIINT 3alUThI, MACTEP aBTO3AIIUTHI, TPYKECTBEHHbIE UHTEP-
(eiicpl mporpaMMm, MHOXKECTBO TIPUMEPOB M PEKOMEHIALIMI — BCE 3TO
IMOMOXET OBICTPO OOYYUTBLCSI TOHKOCTSM paboThI ¢ 3ammroii Guardant
Y JOCTUYb XOPOLIMX Pe3y/IbTaTOB B KpaTyailliie CPOKHU.

YA06CTBO ANS KOHEYHbIX NOJNb30OBATENEH

KoHeuHble MOb30BaTeM OLEHAT Te ymoOCTBa, KOTOPHIMU OYIET CO-
TPOBOXKIAThCS MX paboTa ¢ 3allMIeHHBIM MpUIokeHueM. Bee, 4to um
HY>XHO OyJIeT CIe/aTh JOTIOJTHUTETHHO TTOCIe eT0 YCTAHOBKU — 3TO TIOJI-
COEIVHUTH K CBOEMY KOMITBIOTEPY DJIEKTPOHHBII K104, BO3MOXHOCTD
CO3IaHMsI PE3EPBHBIX KOIMMIA ITPUIOXKEHNS M MHCTA/UISLIAU €70 Ha APY-
r'ie KOMIIbIOTEPHI, OTCYTCTBHE CIELIMAIbHBIX HACTPOEK U1l paOOThI 3a-
LIUTHI ¥ TIPOGJIEM TIPY MCITIOJIb30BaHUM IepUGbEePUIHBIX YCTPOICTB, BbI-
COKMI1 YPOBEHb COBMECTMMOCTH, BO3MOXHOCTh YIaJI€HHOIO IpOrpam-
MUPOBAHMS KITIOYell — Bce 3TO JiejlaeT paboTy 3alUThl HeOOpeMeHM-
TeJTbHOM JIJTsI KOHEYHOTO TI0JTb30BaTe]IsI.

TexHuueckas noaaepxka

3anas 11000ii TEXHUYECKUIA BOMPOC MO TeiedOHy, UM HallPpaBUB MHUCh-
MO TI0 CITEIMAIbBHOMY anpecy e-mail, Bbl TIOJy9YnuTe ONEepaTUBHYIO U
MOAIPOOHYI0 TEXHUUYECKYIO KOHCYJbTallMio. Bce BUABI TEeXHUUECKOM
TO/IIEPXKU OECTLIATHBI.

OnepatueHoe o6HoBneHue Bepcuii MO

Bce rmonp3oBaTenu 3amMThl UMEIOT BO3MOXHOCTH OeCIUIaTHO OOHOBIISITh
I10, B ToM uucne yepe3 MHTepHET, 3arpyxasi ero ¢ caiiTa KOMITAaHUU.
Bocnonb3yiitech cuctemoii oecriiaTHbix 00HoBaeHU [1O — 1 BBl MO-
JKeTe OBbITh YBEPEHBI B TOM, YTO ITOCTOSTHHO MCITOJIb3yeTe Hallld HOBEli-
e TEXHOJIOTVY 3allUTHI.

SawurHbie cesoicrea Guardant

MMKPOHPOI.IeCCOPHCSl TexHonorus

Ncnone3oBaHre MHUKPOKOHTpOJJIEpa B KauyecTBe 6a30BOTO 3JIeMEHTa
KOHCTPYKITUH PE3KO0 YCIIOXKHSIET JIOTUKY paboTHI KITIoUa, JieJTaeT ee bomee
TMOKOI M WHTEJUIeKTyaTbHOU. B pesysbrate a/meKTpoHHBIN KITIod 000-
TraiaeTcsi HOBBIMU BO3MOXHOCTSIMU, TIOBBILIAETCSI €r0 HaIeXHOCTb U
COBMECTUMOCTb, a TAKXKE CTOMKOCTb 3aLUTHI K B3JIOMY.
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AnnaparHbie anropuTMbl

[paBuiIbHOE UCITONIL30BaHKE AMITAPaTHBIX AJITOPUTMOB Kintoueit Guard-
ant obecrieunBaeT HAIeXKHYIO 3allIUTy OT IMYJISIIIMKA — Hanbosee MOIII-
HOTO Ha CEeroAHSIIIHUN IeHb METOA B3JIOMa 3aLIUThL. ATITIapaTHBIE aj-
TOPUTMBI TaKXKe TO3BOJISIIOT 3HAYUTETbHO YCUIIUTD CTOMKOCTh 3aIUThI
TIPUJIOXKEHUSI, T. K. BBOAST B HEE AJIEMEHT KOIUPOBAHUSI JAHHBIX.

3aLMLLLIEHHDIA NPOTOKOJ 06MEHd € 3MIEKTPOHHDbIM KJTIOHOM

[IpuMeHeHUe TaKMX METOIOB 3allUThI IIPOTOKOJA, KAK KOOMPOBAHUE,
«3alIyMIeHHe», 0OMEH XaOTMYeCKMMU JTaHHBIMU, CIydaiiHOe M3MeHe-
HMe TTapaMeTpOoB, JellaeT IMPOTOKOJI 06MeHa ¢ Kimroyamu Guardant oco-
OEHHOE CTOMKMM K B3JIOMY.

Kopupogeanue 3awymuiaemoro npusodXxeHus

Bbl MoKeTe 3aKOOMPOBATh TEJIO 3ALIUILIAEMOrO MPUIOXKEHUsI. DTO XO-
poIImii MeTon GOPEOBI CO CPEACTBAMM CTATUYECKOTO aHAIN3a (IEKOM-
MWK W IU3aCCEMOTMPOBAHMST).

Ucnonb3osaHmne ncesgokoaa ang sawurbl apaiisepos u Guardant APl
OT aHaNM3a

Hcnonnsemsliii kox apaiisepoB U Guardant API BbinosiHsieTcsl B BUIe
TICEBOKO/IA HA BUPTYAITBHOI MaIlTHe. DTa TEXHOIOTHS 3aTPYIHSIET KaK
CTaTWMYECKWIiA, TaK ¥ TUHAMWIECKU aHaTHN3, a TakKXke TT03BOJISIET KOH-
TPOJIMPOBATH LIEJIOCTHOCTH KOZIA.

Cemencreo a3nexTpoHHbIX Kmouek Guardant

Ha momeHT HanucaHnust PykoBojctsa uHelika Guardant coctout
W3 DJIEKTPOHHBIX KITIOUEH CIICAYIOIIVX TUTIOB:

Guardant Stealth 11l

JlokabHBII 3JIEKTPOHHBII KJTI0Y HOBOTO TTOKOJIEHUST, pa3pabOTaHHBIiA ¢
TIPUMEHEHNEM TIepeIOBLIX TexHooruii. [TocTpoeH Ha 6a3e MUKPOKOH-
TpoJuiepa, umeer 2048 6aiitoB EEPROM-namsitu. Beirmyckaercst Tob-
ko B BapranTte USB.

B Guardant Stealth I1I peanmmzoBanbr cumMMeTpudHbIi aroput™ GSI164
IUTST KOIVPOBAHUST U JIEKOMMPOBAHUS JAHHBIX BHYTPY KITIOYa M ajiro-
put™ xammpoBanuss HASH64. TexHosorus 3allMIIeHHBIX STIeeK pac-
LIMPSIET BO3MOXHOCTU IO XPAHEHUIO U YIIPABJIEHUIO JaHHBIMU U amma-
patHbiMU anroputMaMu. TexHosorust Trusted Remote Update (TRU)
obecreyrBaeT 3alUIIEHHBIN MTPOTOKOJ YAAIEHHOTO MepernporpaMmu-
POBaHUS KJIIOYA HA annmapaTHOM YPOBHE.
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PykoBoacTeo nonb3oBatens, Yacts 1

Guardant Net lll

CeTeBoii 27IeKTPOHHBIN K04 HOBOI'O MOKOJIEHMS, pa3pabOTaHHbIN ¢
TIpUMEeHeHNeM TiepeoBbIX TexHomoruii. [TocTpoeH Ha 6a3e MUKPOKOH-
Tposiepa, umeer 2048 GaiitoB EEPROM-namsiti. BeimtyckaeTcst ToJb-
ko B BapuaHTte USB.

OGecrieurBaeT 3alldTy M JULEH3UPOBaHME CeTeBbIx  Win32-
MPWIOXKEHUI B JIIOOBIX JIOKAIBHBIX ceTsx ¢ uHTepdeiicamu TCP/IP u
NetBIOS. JInst paGoThl 3alUILEHHOIO CETEBOro MPOAYKTa JOCTATOYHO
onHoro Guardant Net I11 Ha JToKaIbHYIO CETb.

IMonnepxxuBaet Bce Bo3moxkHocTy Guardant Stealth I11.

Guardant Stealth 1l

JlokanbHBII 371€KTPOHHBIN K104, pa3pabOTaHHBIA ¢ MPUMEHEHUEM Tie-
penoBbIX TexHosoruii. IlocTpoeH Ha Gaze MUKpPOKOHTpOJUIEpA, UMEET
256 oGaiitoB  EEPROM-mamsatu. Beimyckaercst B USB- m LPT-
BapraHTax.

B Guardant Stealth II peanmu3oBan cummerpudHbiii anroputm GSI1164
IUTSI KOMMPOBAHUS U IEKOJMPOBAHYSI JAHHBIX BHYTPU KJTI04a, TIPYA 3TOM
coxpaHeHa (DyHKIIMOHaIbHAas1 coBMecTUMOCTh ¢ Guardant Stealth.

Guardant Net Il

CeTeBoii 2JIEKTPOHHBIN KJIIOU Ha 0a3e MUKpOKOHTposuiepa mist LPT-
nm USB-nopra IBM-coBmectumoro KoMmrnbiotepa. [loanepxkuBaer Bce
BosMoxxHocTu Guardant Stealth I1. O6ecnieunBaeT 3alIUTy U JIMLIEH3U-
poBaHue cereBoro [1O B JIOOBIX JIOKAIBHBIX CETSX C UHTepdeiicamu
TCP/IP u NetBIOS. He tpebyer cielimaabHOM HACTPOMKY B ceTH. J1s
paboThI 3aIMIIEHHOTO CETEeBOro MPOLYKTa A0CTaToyHO ogHoro Guard-
ant Net I Ha TOKaIbHYIO CETb.

Guardant Fidus

JlokabHBIN 2IEKTPOHHBIN KITIOW Ha 0aze MUKPOKOHTpOJUIepa [Uis
USB- u LPT-noproB IBM-coBMecTMOro komriblotrepa. SBisiercs
KOMITPOMMCCHBIM PEILIEHEM, OOBETUHSIIONIMM B ce0e TOCTYITHYIO LIEHY
U XapaKTepuCTUKU, MpUcyllre KioyaMm cemeiictBa Guardant. Mmeer
256 GaiiT S3HEProHe3aBUCUMOIA MAMSITH [JIsl XpaHEHUsT JaHHBIX [T0JIb30-
BaTeJIs ¥ 8 TIpeoTIpeIeIeHHBIX alapaTHbIX aroputMoB Y=F(X).

Komnnekr paspa6orunka Guardant

Kommnekr pazpaborunka Guardant mo3BosisieT pazpadoTuuky [10 npo-
rPaMMUPOBATh 3JIEKTPOHHbIE KIIIOYM WM BCTpAMBaTh MOMYJIM 3allUThI
B MPUJIOKEHUSI.
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nasa 1. BeegeHve

B Kommurekr pa3zpaboturika Guardant BXOIuT:

dnekTpoHHbIN kntoy Guardant

OnuH 2JIeKTPOHHBIN KITIOY BEIOpAaHHOTO TUTIA 1 UHTepdeiica.

MporpammHoe o6ecneuenue Guardant

ITporpamMmmMHoe oOecriedeHue sl pabOThI CO BCEMM 3JIEKTPOHHBIMU
xmoyamu Guardant v AjIsT 3aIMTHI TIPHJIOKEHUH Jroooro twma. Ilo-
craBisgercs Ha aucke CD-R.

JlucroBka ¢ kogamm gocryna

B mporiecce MHCTALILMAK IIpOrpaMMHOTo obecredeHust Guardant He-
00XOIMMO BBECTH KOIBI IOCTYIIA K KiIfouaM. be3 BBoma KomoB IOCTyIIa
KoMrutekT pa3paboTyrKa YCTAaHOBUTb HEBO3MOXHO. PaGoure Kombl B
3areyaTaHHOM KOHBepTe BXOIAT B cocTaB Komruiekra pa3paboTyuka.
PabGouue Kombl YHUKATBHBI IUTST KaXKIIOTO TTOJIb30BaTe ISl 3alUThL.

ITO Guardant npu ycTaHOBKE Ha KOMITBIOTEP HACTpauBaeTCsl Ha KOJIbI
MOCTYIa K KJII0YaM KOHKPETHOTO ITOJIb30BaTellsi M MOXeT paboTaTh
TOJIKO C 3TMMM KitodaM#. TakuM oOpa3oM, HM OOWH IIOJb30BaTe/ b
3aIIUTHI HE MOXKET UMETh JOCTYII K KITI0YaM JAPYTHX ITOJIb30BaTeNIei.

HokymeHTauus u UHGOPMALIMOHHbBIE MATEPUATbI

[leyatHoe PyKOBOI[CTBO T10JIb30BaTEJIAd, CITMCOK IMOAACPXKUBACMBbIX A3bI-
KOB IporpaMMmpoBaHuAa, MHCTPYKLIUA 10 SKCILTyaTalln SJICKTPOHHBIX
KJTI0ueid M Mogo0HbIe I/IH(I)OpMaHI/IOHHLIS 1 pEKIIAMHBIC MaT€pHralibl.

AemoncrpaunoHnbiii Komnnekr paspaboruuxa

JleMmoHcTpaoHHbIii KOMILIEKT pa3paboTunka MO3BOJISIET B ITOJTHOM
00BbeMe U3YUUTh U OLIEHUTh BO3MOXKHOCTH cUcTeMbl 3aiuThl Guardant.
EnvHCTBEHHBIM €ro oTmuMeM oT padouero Komrmekra papaboTynka
SIBIISTIOTCSI IEMOHCTPALIMOHHBIE KOABI AocTyrna. OHU OIMyOJIMKOBaHbI U
OOILIEU3BECTHBI, TMTO3TOMY IEMO-KOMILUICKT HeNb3sl MCIIOIb30BaTh IS
3aIIUTHI IPOTPAMMHOTO 00eCTIeUeHNSI B KOMMEPUECKUX TIETISIX.

,HeMOHCTpaL[I/IOHHIJIC KOJIbI IOCTYIIA:

Koa \ Bupg CUMBOJIbHbBIN [ecAaTUYHbIN LLlecTHaauaTEPUUHDINA
Public: DEMONVK 1368487351 519175B7h
Private Read: DEMORDO 1368487493 51917645h
Private Write: DEMOPRF 1368487427 51917603h
Private Master: DEMOMST 1368487308 5191758Ch

B nanbHeiieM MOXXHO GecTiIaTHO OOMEHSITh IEMO-KOMIUIEKT Ha pabo-
YMii ¥ TIOJTYYUTh COOCTBEHHBIE YHUKATbHBIE KOIbI NocTyma. Bee anek-
TPOHHBIE KITFOUM, IPUOOPETEHHBIE BITOCIENCTBIY, OYIyT COmepKaTh 3TH
pabouue Koabl.
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'nasa 2. MNpwucTynas K pabote

Frmasa 2
NMpucrynaa Kk pa6bore

Cucremnbie Tpe6oBanuna

Kowmrekr paspaborunka Guardant rpenbsiBiasieT CAenylolmue MUHU-
MaJIbHbIE TPEOOBAHKS K IIPOrPAMMHOMY U aIllIapaTHOMY O0ECIIEYEHUIO:

IBM-coBMECTUMBII KOMITBIOTED

Cranmaptheiit USB- wim LPT-mopr
(B 3aBUCHMMOCTHU OT MHTepderica NCITONb3yeMbIX KITIOUEii)

32-6uTHas onepaimoHHas cuctema Windows Vista/2003/XP/2000
CB00OOIHOE MECTO [IJIs1 yCTAHOBKH Ha XKeCTKOM aucke ~40 MO.

YcranoBKka v o6HOBNEHME
Komnnekra paspaboruuka

YcranoBka nporpammHOro obGecneuenuna
Bcrasbre kommakT-avck Guardant B CD-ROM koMitbiotepa. YcTaHOBKA
ITO Guardant Haunetcs1 aBromaTdecku. (Eciu aBrosarmyck 3ampeliieH,
TO 3aMyCTUTE MporpaMmMy AutoRun.exe 13 KOPHEBOTO KaTaiora KOMIaKT-
nucka Guardant). B mosiBuBILIEMCSI OKHE BBIOEpUTE 2JIEMEHT YCTAaHOBUTb
KomnnexkT pa3pa6otumka.

3aTeM, PYKOBOJACTBYSCh yKa3aHUSIMU TPOrPaMMbI-yCTaHOBIIMKA, BbI-
MOJIHUTE CJIEAYIOLIUE NEHCTBUS:

Onpexnenure karaioru aist pasMenienus [10 Guardant

W TUTI YCTAaHOBKU

BBemurte Komp! 1OCTYTIa M KOHTPOJILHOE YHCIIO

(ecriu KoMIiekT pa3paboTyrKa JeMOHCTPALIMOHHBIN, TO IS ABTO-
MaTUIEeCKOTO BBOJA KOJIOB JIOCTATOYHO HAXATh KHOTIKY [JleMo])

Baxunas undpopmanuus

Mpu ycTaHoBKe KOMMMeKTa paspabotunka Public Code BBOAWUTCS B CMMBOSIBHOM BUAE, a
oCTasnbHble KoAbl — B BUAE AECATUYHBIX WM LUeCTHaaUaTepPUUHbIX 4ncen (BblAeneHbl
YKUPHBbIM WPKUhTOM).

BriGepuTe TUITBI KITIOYEH 1 3alLIUIIIAeMbIX TTPUIOKEHUI
BribepuTe 0011111e KOMIIOHEHTBI KOMIUIEKTa Pa3paboTInKa

Brioepute komnoneHTel Guardant API
¥ yrwnthl KoMriekra pa3paboTurika

IMoce ycranosku 1O mepesarpysuTe orepaliioOHHYIO CUCTEMY
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Baxxnas unpopmauus
Bce KOMMOHEHTBI, KOTOPblE MOTYT MOHAZ06UTLCS ANst paboTbl C ANEKTPOHHBIMU K/lo4aMMU,
y>Ke OTMeueHbI Mo YMon4aHuio. He pekoMeHayeTcst U3MeHsITb koHdurypaumio MO 6e3 oco-
6011 HapobHOCTU
B npouiecce ycranosku I1O Ha mricke B paboueM Kartaiore Guardant 6y-
netT co3maH ¢aiin NvCodes.dat ¢ mH(oOpMalMeil o Komax J0CTyrna K
K04y, DTOT (haiisl HyXXeH 151 pabOThl YTUJIUT aBTOMATUUECKOM 3aIliy-
TBI ¥ IPOrPaMMMPOBAHUS KJTI0YA, 32 UCKITIOUEHUEM YTUIIUT TUCTAaHIU-
OHHOTO MPOrpaMMUPOBAHMSI, TIPEIHA3HAYEHHBIX TSI KOHEYHBIX MOJTb-
30BarTesei.
Baxxnas undopmauus
®daiin NvCodes.dat HeobxoauM Tombko TeM yTunuTaMm MO Guardant, KOTOPbIMU MOMb3Y-
€eTcs paspaboTunk. Hu 3alumieHHble MPUNoXKeHUs, HU Kakue-nbo yTunuTbl, npeaHasHa-
YeHHbIe [151 KOHEYHDBIX MONb30BaTeNe, He HYXXAAKTCs B 3ToM daline. Hu B koeM ciydae
Henb3s nepepasath daiin NvCodes.dat HenoBEpeHHbIM NIULAM UK opraHu3aLmsm!
Taxcke B mpotiecce paboTHI MPOrpaMMBbI Setup.exe B CUCTeMY OyIyT yc-
TaHOBJIEHBI ApaiiBepbl Guardant. PaGoTa ¢ kirouom 6e3 mpaiiBepa He-
BO3MOXHa.
Baxxnas unpopmauus
1. Bo BpeMsi YCTaHOBKW [paiiBepOB BCE MPUMIOXEHUS [OMKHbI ObiTb  3aKpbIThl
BO M36eXaHue OLLMbKY pasaeneHus haiinos.
2. Monb3oBaTenb, paboTatowwmii ¢ Windows Vista/2003/XP/2000, aomkeH obnagate npa-
BaMM1 agMUHUCTpaTOpa CUCTEMbI, MHaYe yCTaHoBKa ApaiBepoB GyaeT HEBO3MOXHA.
ITo okoHuyaHum npouecca yctaHoBku 10 B pasaesie MporpaMMbl MEHIO
Myck OyneT co3naHa mporpaMMHas rpyrnrna Komnnekr paspa6ortumka
Guardant 5 — “%Public Code%6”.
5151 BbIMOTHEHMST OOJIBIUMHCTBA AEUCTBUIA C SJIEKTPOHHBIMU KITIOYaMU
YIOOHO BBI3bIBATh YTWJIMTHI U3 MPOTPAMMHOM TPYTIIbI WU U3 000JI0YKHU
Guardant UHTerparop.
O6onouka Guardant UHTerpaTop IperHa3HaueHa LISl 00eCIeYyeHMst
OBICTPOTO JOCTYMA KO BCeM HarboJiee YaCTo UCIIONb3yeMbIM 3JIEMEHTaM
rporpaMmMHoro obecniedenust Guardant.

O6HOoBNEHME NPOrPAMMHOro obecneueHus

JIns1 TIOBBIIIICHUST YPOBHSI 3allIMIIEHHOCTH TPUJIOXKEHUH, TTONYyIeHUS

HOBBIX BO3MOXXHOCTEl 3aIllUThl M MPEIOTBPAILLEHUS BOZMOXHBIX KOH-

(hJIMKTOB ¢ TIPOrpaMMHBIM U aIllapaTHBIM 00ecrieueHreM HEOOXOIMMO

PperyJsipHo OOHOBJISITH MporpaMmMHoe odecriedeHre Guardant.
Baxxnas unpopmauus

O6HOBNSATL KOMMMEKT pa3paboTumKa MOXKHO TOSBKO Ha TeX KOMMbIoTepaXx, Ha KOTOPbIX OH
yxe 6bln MHCTaNIMPOBaH.
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Hoserit penus 1O MOXHO MOMTYyYUTh B OUCE KOMIIAHAM AKTHB WU €€
JTUJIEPOB.

Yro661 00HOBUTH [10 Guardant, BBIITOJIHUTE CIEAYIOLIUE NEHCTBUS:

o [lonkmounte HocuTesb ¢ HOBol Bepcueii [1O Guardant
K KOMITBIOTEPY

e BrIOepurte a11eMeHT IporpaMMHoii rpyrinbsl Guardant O6HoBneHue
Komnnekra pa3paborumka

e YKaxuTe KaTajor, B KOTOPOM HaxomsaTcs (paiiibl OOHOBIEHMS
e Bribepute onuH U3 ¢aitioB 1 HAKMUTE KHONKY [OK]

IMpousoiineT aBTOMaTUUYecKasi pasapxuBalusl Bcex (aiioB, HaXomsl-
LLIUXCS B YKa3aHHOM JUpeKTOpUuM, U ooHoBieHue T10.

O6GHoeneHue B pexxkume On-line

Yto0b! BeinoaHUTL 0OHOBIeHMe 1O Guardant yepe3 MHTepHeT, BoC-

MHoJIb3yHTECh YTIIMTOU GSoftUpd.exe:

e  YCTaHOBUTE UHTEPHET-COSIMHEHUE

e BriGepuTte anemeHT nporpaMMHoii rpynmbl Guardant O6HoBneHue
Komnnekra paspaborumka On-Line

e [losiButcst okHO GSoftUpd.exe, B KOTOPOM MOXHO OIPEAeIUTh A1~
PEKTOPUIO pa3MellieHMs! (haiijIoB OOHOBJIEHSI Y HACTPOUTh Tapa-
METPhI MHTePHET-COeTMHEHNS. [1JTT TIPOIO/DKEHUST HAXKMUTE Ha

KHOIIKY [[anee]:

OO6HOoB/IEHWE NPpOrpaMMHOro
obecneueHusn online

MIPQrEMIME YETHOBHT HeoliXDAMMEIE il B AHDEKTORHI
[HiGuardant-5-DEMOIDEMONIK] MponHeTaTs. ..

URL: http:/fupdate. guardant.ru

[ Fiat 1RGNS CORANHENT, ¢ 1

English <Hazaa | Aanee: | OTmeHa |

e  YTwiInTa aBTOMaTUUYECKU 3aTPy3UT C CaiiTa KOMIAHMN AKTHB) WH-
dopmartmio o mocaeaHeM peiause [1O Guardant
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Bri6epuTe 13 crivicka B JIEBOI YaCTH IMAJIOTOBOrO OKHA KOMITOHEH-
Tbl, KOTOpbIE HEOOXOAMMO 3arpy3UTh (OTCYTCTBYIOLLIME WU YCTa-
PpEeBIIIe KOMITOHEHTHI 3apaHee OTMEUEHBI (hTaKKaMu), U HAXKMUTE
Ha KHOIIKY [3arpy3unTb]

3amycTute mporpaMMy YCTaHOBKHY (KHOTIKA [[JA] v [FoToBO])

Baxnas undopmauus

3arpyxeHHble aiinibl 06HOBIEHNS COXPAHSIIOTCA. VX MOXHO MCMO/b30BaTh MOBTOPHO,
Hanpumep, Np1 aBapuHOM 3aBEPLLIEHNM CEaHCa CBSA3M.

YcTaHOBKA 3/1IEKTPOHHOrO Kioua

Ycranoexka USB-xnioua

YcraHoBuTe apaiiBep Kimoda (cM. paszzien [ipaisepbl Guardant)
IMoncoenunure kimou K USB-miopty

Baxxnasa undopmauus

Mog OC Windows XP/2003 nocsie YCTaHOBKW ApaliBEPOB M MEPBOrO NpyUcoeanHeHnst USB-
KNtoYa 3anyckaetcs Mactep HOBOro obopyaoBaHus. sl KOPPEKTHOM paboThbl Kitoya He-
06X0AMMO BbINOMHUTL MHCTPYKUMKM MacTepa (npuyeM He cneayet obpallaTtb BHUMaHWeE Ha
npeaynpeXxaeHe O TOM, YTO ApaiiBepbl He TECTMPOBANNCL Ha COBMECTVUMOCTb C XP, U
npeasiokeHne NpekpaTUTb YCTaHOBKY).

Ycranoska LPT-xmoua

BoIkiTiounTe MUTaHKEe KOMIIbIOTEPA U Mepr(epUiTHBIX YCTPOICTB,
MTOOK/TIOYEHHBIX K MapaJlIeIbHOMY ITOPTY (ITPUHTepa, CKaHepa)

Baxxnas unpopmauus

LPT-kntoum Guardant MOXHO NOACOEAMHSITL K paboTatoLeMy KoMMbloTepy
TOMbKO NpU OTCYTCTBUM NEepUEpUitHbIX YCTPOUCTB Ha aHHOM MopTy
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OrtkitourTe repudepuitHoe yCTpoiCcTBO OT MapaijieJIbHOTO IopTa.
Ecim Ha KOMITBIOTEpEe MMEETCS HECKOJIBKO MapalyieIbHBIX TOPTOB,
MOXHO TTOIKITIOYATh JIEKTPOHHBIIN KITIOU K JTIOO0MY M3 HUX
Pa3zbeM 2JIeKTpOHHOTO KITI0Ya THTIA «BUJIKA» TIOIKITFOUNTE K Iapai-
JIETBHOMY IIOPTY KOMIIBIOTEPA (Pa3bheM THUIIA «PO3ETKa» Ha 3aIHE
MaHeJIM CUCTEMHOTO 0JI0KA) U 3aBEPHUTE KPEIeKHbIE BUHTHI IIPU
oMol oTBepTKu. [loakiroueHre JOKHO ObITh IUIOTHBIM U 6e3
MePEKOCOB. DIIEKTPOHHBIE KITIOYHM MOXHO TOAKITIOUATh KAaCKaIHO,
T.€. ITOCJIENIOBATENILHO OJMH K ApyroMy (1o 10 mryk), npu 3ToM Bee
OHU OYIYT JOCTYIHBI TSI UCTIOIb30BAHMUS

K pazbeMy 371eKTpOHHOTO KJTI0Ya THTIA «PO3ETKa» TTOIKITIOUNTE TIe-
pudepriiHOe YCTPOIRCTBO ¥ 3aBEPHUTE KPEITEXKHbIE BUHTHI ITPU 110~
MOILIY OTBEPTKU



'nasa 2. MNpucTtynas K pabote

e  BxuounTe KOMITBIOTED U 3arpy3UTe OMIEPALIMOHHYIO CUCTEMY

YcTaHOBKO HECKONBKUX KJTIOYEM HO OAVH NAapannesibHbIA NopT

K omHoMy mapasiebHOMy TTOPTY KOMITBIOTEPA MOXHO TIOACOEINHSTh
HECKOJIbKO 3JIEKTPOHHBIX KJTIOYei, B TOM 4Hcie pa3Hbix Tumnos. Her
HUKaKUX CIEUUATbHBIX YCIOBUi, KAcCalOLIMXCsl MOCIeN0BATENbHOCTI
KackagHoro noakmoueHust kmoueit Guardant. Eciiu HeoGxonmmo BeTa-
BUTH B «lenouky» LPT-kiouu apyrux nmpousBoaureseil, o0paTUuTech K
PykoBozCTBY MO WX 3KCILUTyaTallMy ISl BbISIBJICHUSI BOBMOXKHBIX HIOAH-
COB TIOIIKJTIOUEHUSI.

YcTpOMCTBO 351IEKTPOHHOIO KJIIOUa

B anexTpoHHBIX Kitouax cemeiictBa Guardant peai3oBaHbI ITOCSTHUE
JOCTVXKEHUSI B 00JIACTH CUCTEM MTPOTrPaMMHO-ANTapaTHOMN 3allUTHI.
OCHOBHBIM 3JIEMEHTOM 3JICKTPOHHBIX Kitodeil Guardant siBisteTcs
MUKpPOKOHTposuiep. [Tporpamma, 3anmicaHHasi B HeM, OCYLLIECTBIISIET 00-
paboTKy MHGMOOPMALIMM U PEATU3YET TPOTOKOJI OOMEHA C APaiiBEPOM.
Bcee ximtoun Guardant UMeIOT SHEProHE3aBUCUMYIO MaMSITh PA3IMYHOTO
00beMa B 3aBUCUMOCTH OT MOJIENTH KITIOYa.

TUnbI SNEKTPOHHDbIX KJIIOUEeH

JlokabHBII KITIOY TIpeIHa3HaYeH [T PabOTHI Ha JIOKATbHOM KOMITBIO-
Tepe, C HUM MOXHO 3alMIIATh TOJIbKO HECETEeBOE MPOrpaMMHOe 00ec-
meyenne. K nokambHbIM KimodaM oTHocsitcst Guardant Stealth 11 /
Stealth II / Stealth u Guardant Fidus.
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CeteBomn K04

CeTeBoii KIIIOY UMeET 00JIee IIMPOKKUE BO3MOXHOCTH. OH MOXeET pabo-
TaTh KaK Ha OTHEIbHBIX KOMITBIOTEPAX, TAK M HAa PaOOYMX CTAHLIMAX U
cepBepax B JIOKaJIbHOM ceTh. [103TOMy ¢ IOMOIIIBIO TAKOTO KJTI0Ya MOXK-
HO 3allIMIIATh KaK HeceTeBoe, Tak U ceTeBoe [10. CeTeBbIM U SIBISTIOTCS
kmoun Guardant Net ¢ I o 111 mokonenme.

Koab! gocryna
Kon noctyna ciy>kut «IrmapojieM», 1o KOTOpOMY 3alllUILIEHHOE TTPUJIO-
KEHUE MOXET HaWTh Hy)KHI)HL/'I €My K/IIOY U BBIIIOJHUTL KOHKPETHYIO
OII€panuIo. Taxkoit KO Ha3bIBACTCsd JIMIHBIM.

B xrouax cemeiictBa Guardant ecTb Tpu pa3HbIX JIMUHBIX KOJA TOCTYyTIA:
Jluunoui k00 daa wmenus (Private Read Code) — JuIsl UTEHUS NaMSTA
KJTIOYA Y BHITIOJTHEHUS aIllapaTHBIX aJITOPUTMOB;

Jluunoui ko0 0aa 3anucu (Private Write Code) — 151 3alMCU B TTaMsITh
KJTIOYa;

Jluunsiii macmep-ko0 (Private Master Code) — [1s1 BBITIOJHEHMSI € KJTIO-
YOM CIeIIMATEHBIX OTIePaIIni.

J11st TOro YTOOBI KITFOY BBITTOJTHWI Ty WM UHYIO ONEpPalnIo, 3alUIICH-
HOE MPWJIOKEHIE TOJDKHO TIPUCIIaTh eMy HyKHBIT JIMIHEIN Ko,

Kpome Toro, B kaxxmom kimode Guardant ectb Obmuii kod. Ero Ha3Haue-
HMe — TIoKa3aTh MPUHAIIEKHOCTh KJTI0Ua TOMY WIM UHOMY BJIAJICNblLy.
OO6IIMIA KOII KJTIoYa MOKHO TTPOCMOTPETh YTWJIMTOM TUAaTHOCTUKMH.
Kompl gocTyna 3anmchBaioTCs B MaMATh KJII04Ya Ha 3Tarle ero mpearpo-
JTAXKHOM ITOATOTOBKY 1 HE MOTYT OBITh M3MCHEHBI.

Upentuduxkaumonnsbiii Homep (ID) kmoua

B xaxmom kmoue cemerictea Guardant xpaHuTcsi ocoboe 4-0aiiToBoe
yucio — uaeHtudukauuoHHeii HoMep (ID) kmoua. ID umeer yHu-
KasibHOe 3HaueHne. OH TPOIIMBACTCS Ha 3Tarle TIPOM3BOICTBA KITI0Ua U
He MOXET OBbITh ITPOAYOJMPOBAH WIM N3MEHEH HUKEM, BKITIOUas pa3pa-
6oTturkoB 3ammThl Guardant. 3HaueHre 1D MOXeT MCTIOIB30BAThCS IS
«KECTKOI» MPUBS3KM 3alIUIIEHHOTO MPWIOXEHUSI K JaHHOMY KOH-
KkpetHoMy Kmiody. ITocMoTpets ID Kimoua MOXKHO YTWJIMTOM AUArHo-
CTUKHU, JINOO yTUIUTOM MPOrpaMMUpOBaHus Kitoueit GrdUtil.exe.
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Mamars M nons namaTv

Bce Tunsr kimroueit Guardant MelOT SHEProOHe3aBUCUMYIO TIaMSITh TSI
XpaHeHus1 gaHHbIX. Mcnonb3yetcst amsth Tviia EEPROM, kotopast
obecrneynBaeT COXpaHHOCTh JaHHBIX B TedyeHue nopsiaka 100 et u He
TpeOyeT TSI 3TOr0 HUKaKWX MCTOUYHMKOB 3Hepruu. [lommaepskuBaeTcs
HeorpaHUYeHHOe YMciio ceaHcoB uTeHust u ao 1.000.000 ceaHcoB 3amnu-
CH B ITaMSITh KJTIOYA.

Jns ynobcrea paboThl MaMsTh pa3duTa Ha Jjornyeckue nons. O6006-
LIEHHO 3TH TI0JIS MOXHO Pa3Ne/uTh Ha TPY TUTIA: CTIEIUATLHOTO Ha3HAa-
YeHUs1, O0LIETO Ha3HAUYeHUsT U CBOOOJHOTO Ha3HAYEHUSI.

Bonee nmompobHO KapTa mamsaTu Kimodeit Guardant paccMaTpuBaeTcst
BO 2-ii yactu PykoBozcTBa.

AuarHocTuka JIEKTPOHHOIO Knua

YTunura iuarHoctuku GrdDiag.exe npenHa3HayeHa Uisi OOHapyXKeHUs
9JIEKTPOHHBIX Kimtoueit Guardant, MOAKIIOYEHHbBIX K KOMIBIOTEPY, TIPO-
BEpKU UX pabOTOCIIOCOOHOCTU, COOpa TMarHOCTUIECKON MH(pOpMaLuu
0 cucTeMme, B KOTOpoil oHM paboTatoT. Ha ocHOBe MosTydeHHbBIX JaHHBIX
YTWJINTA TEHEPUPYET OTYET IJIS CITy>KOBI TeXITonnepkku Komnanuu Ax-
mue. Taxke c¢ momoliblo GrdDiag.exe MOXHO OOHOBUTH ApaiiBepbl
KJII0Ya ¥ MPOrpaMMbl, HEOOXOIMMBIE T paboThl 3aiuieHHoro 10.

YTunura IUarHOCTUKY MHTerpyMpoBaHa c apaiiBepamu Guardant. Tlo
YMOJYaHUIO B KOMIUIEKTE IpaiiBepOB MOCTABJISETCS YTWIMTA AUArHO-
¢tk GrdDem32.exe, paboTarollasi ¢ IeMOHCTPALIMOHHBIMU KJIHoYa-
Mu. YTOOBI NPOU3BOIUTL AUATHOCTUKY KJIIOUEl C paboyuMMu KOmaaMu
TTOCTYTIA U3 YTWJIUTHI YCTAHOBKYU NPAiiBEepOB, HEOOXOIMMO BBITIOTHUTH
peructpammio GrdDiag.exe. [T 3TOro  IOCTaTOYHO 3aIyCTUTh
GrdDiag.exe 13 TeKyIero Karajora (apaiiBepbl Guardant yxxe TOJDKHBI
OBITh YCTAHOBJICHBI).

3armycK yTWINTBI ¢ TIapaMeTpoM /reg TIO3BOJISIET €¢ 3apeTruCTPUPOBATh,
He 3aITycKasi iHTepgeiicHyo yacTb. [1lapaMerp /unreg yaajsieT perucT-
pauuio yTWIUThL. 11 yCTAaHOBKY M yIaI€HMS yTHIIMTHI IUAaTHOCTUKY 13
WHCTAJUISITOpA 3alMIIEHHOTO MPWIOXEHUS MOXHO JO0OaBUTb COOTBET-
CTBYIOILIME BHI30BBI B CLICHApWIA YCTAHOBKMU.

YTunuty quarHoctuku GrdDiag.exe clieayeT BKIIYaTh B KOMILIEKT M0-
CTaBKM 3allIMIIIEHHOTO MpuioxeHus. OHa MOMOraeT ClyK0e TeXHUYe-
CKOU TTOIIEePKKA 6ojiee OIepaTUBHO TIPOBOMUTD IUATHOCTHKY, aHaJIH-
3UpYysI CTeHePUPOBAHHBIE YTJIUTON OTYETHI.
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Cocras nporpammHoro o6ecneueHus

Yrunurbi

MO Guardant ¢pyHKIIMOHATEHO ETUTCST HA HECKOJIBKO YacTeid:

Guardant Integrator, gaiin Guardant.exe. Obosouka st GbICTPOTO J0C-
TyIa KO BCEM YacTO MUCTOJb3yeMbIM yTHIUTaM KoMIuiekTa pa3paboTuu-
ka. Bce kommoHeHTbI WMHTerpatopa CHaOXeHbI BCILIBIBAIOIIUMU
MOJCKa3KaMHu.

Ymuauma ouaenocmuku, gaiin GrdDiag.exe. YTuimra, Kotopasi o3Bo-
JISIET TIPOBOAUTH KOMIUIEKCHYIO AMArHOCTUKY 3JIEKTPOHHBIX KITIOYEH,
cobupath UH(POPMALIUIO O CUCTEME, B KOTOPOI OHU paboTaroT, MOAro-
TaBJIMBATH OTYETHI IS CITyKOBI TEXTIOMIEPKKI, OOGHOBIISITH paiiBephl
KJTIOYa U TTPOTpaMMBI, HEOOXOIMMBIE TSt paboThI 3armieHHoro [10.

Ymuauma asmomamuueckoii 3awumot, paiin NwKey32.exe. YTuiura
TSI aBTO3AIIUTHI TOTOBBIX Win32-mputoxkenuii (kpome .NET-c60pok).

Macmep asmomamuueckoi 3auumol, ¢haiin AutoProtectWizard.exe.
Ynpaensoliast 00071049Ka, MO3BOJISTIONIAs MAKCUMAaTbHO OBICTPO U MPO-
CTO 3a/1aTh HYXXHBIC OMIMU W TPOU3BECTA ABTOMATUYECKYIO 3aIUTY
MIPUJIOXKEHUMN.

Ymuauma npoepammuposanus karoueii, gaiin GrdUtil.exe. YTunura uis
MpOorpaMMUPOBaHUS MaMsITH Kiroueit Guardant.

Ymuaumor  ducmanyuonnoeo npoepammuposanus, @aiitet GrdTRU.exe
u GsRemote.exe. YTWIUTHI U181 YIAJIEHHOTO NepenporpaMMUAPOBaHUS
KJII04a Ha CTOPOHE KOHEYHOTIO I0J1b30oBareiisl. GrdTRU.exe npeaHa3Ha-
yeHa a1 paboThl ¢ kKmodyamu Guardant Stealth III/Net 111,
GsRemote.exe — ¢ kinoyamu Guardant BTOporo u nepBoro rnokoJeHuiA.

Cepesep Guardant Net, ¢paiin GrdSrv.exe. [IporpaMMHbIii cepBep, 0bec-
MeYMBAIOLLMI paboTy CETeBbIX AIEKTPOHHBIX Kitouelt Guardant B j10-
KaJIbHBIX ceTsaX. CepBep CIIy>KUT U1 00eCTIeYeHMS CBS3U MEXTY 3alllk-
LIEHHBIM TPUJIOKEHUEM U KJIIOYOM U JUISI KOHTPOJISI COCTOSTHUS DJIeK-
TPOHHBIX KJTIOUel C J1I000# paboyeit CTaHLIUM.

Ymuauma oobnoenenus I10 Guardant uepez Hnmepnem, ¢haiin Gsoft-
Upd.exe. YTwiuTa aBTOMartu3alupyeT mporuecc obHosieHus I[10
Guardant yepe3 MurepHer. OHa BBIIOJIHSIET PYTMHHYIO pabOTy, CBSI-
3aHHYIO C OIIpeeIeHeM HeOOXOMMMOCTY OOHOBIICHHSI OTIEIbHBIX Yac-
teit [10, a Takke MX 3arpy3Ky ¢ cepBepa s MOoCIenyIoIIei yCTaHOBKH.

Unrepdeiic npuknaguoro nporpammupoeanus (API) Guardant

Hab6op o6bekTHBIX Momyeit (.obj, .bin, .lib, .dll) co Bcemu HeobXxomm-
MBIMH (DYHKIUSIMU JUTSI OPTaHM3ALMK PAOOTHI € 3JIEKTPOHHBIM KITIOUOM
TIPSIMO M3 KOJIa 3alUIIEHHOTO MpuiioxkeHnsT. OObeKTHBIE MOTYJIA KOM-
TUIEKTYIOTCSI TTPUMEPaMU WX MCTIONTb30BAHUS TSI TIOITYJISIPHBIX SI3BIKOB
MPOrPaMMUPOBAHUS U CPEICTB Pa3pabOTKH.
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AparBepbl 3IEKTPOHHbIX KJIIOYEH
Ha6op npaiiBepoB Guardant st Windows 98/ME u Windows Vista
(x86)/2003(x86)/XP(x86)/2000. I[Tporpamma [ist UX yCTAHOBKH
Y KOHGUTYPUPOBAHUSI.

Cny)xe6Hnbie dainbi
CiykeOHbIe (haiiiibl, Hy>KHbIE JJ1s1 PA0OOTHI MePEUMUCACHHBIX YTUIUT.

Apaiisepbl Guardant

Hpaiieppl Guardant HeoOXOAMMBI JIJIs1 paOdOThl 3alIUIIIEHHBIX TTPUJIO-
>KeHWIA ¥ BCEeX YTUJIUT, 00PAIIAIONIAXCS K AJIEKTPOHHOMY KITIOUY.
[Moatomy nocne yctaHoBkM [10 HE0OXOMMMO YOEIUTHCS, UTO ApaiiBEphl
Guardant ycTaHOBJIEHBI M pabOTAIOT KOPPEKTHO.

Baxnas undpopmauus

1. Bo BpeMsi YyCTaHOBKM [paliBEpOB BCE TMPUIOXKEHUS LOMKHbI ObiTb  3aKpbIThb
BO U3bexaHue oLuMbKY pasaeneHus dhaios.

2. MNonb3oBaTenb, paboTtatowwmin ¢ Windows Vista/2003/XP/2000, gomkeH obnaaaTb npa-
BaMM aMUHUCTPaTopa CUCTEMbI, MHaYe YCTaHOBKa ApaliBepoB 6yaeT HEBO3MOXHA.

3. USB-kntoun Guardant Henb3s NOAKOYaTh K KOMMLIOTEPY A0 YCTaHOBKW ApaiiBEPOB.

4. B OC Windows XP/2003 npv MEPBOM nocnie yCTaHOBKM ApaiiBepoB MOACOEAVHEHWUN
ktoda K USB-nopty B JIOBOM CNYYAE 3anyctutcs Mactep HoBOro o6opyaosaHusl. 310
WITaTHas CUTyaums AN1st AaHHbIX OMnepaumoHHbIX cucteM. lMocne 3anycka Mactepa cneayet
MPOWTK C HUM BCe 3Tanbl MHULMaNM3auun ApaniBepoB, 3TO HEOGX0AMMO A1si KOPPEKTHOM
paboTbl ktoya. MoapobHas, nowarosas U UAMKOCTPUPOBAHHASA UHCTPYKLMS MO YCTaHOBKe
[paliBepoB AOCTYMHa Ha caite www.guardant.ru

YeranoBka ApaiBepoB

Kak nipaBuiio, yctaHOBKa IpaiiBEpOB MTPOMCXOIUT aBTOMATUYECKHU
B nponiecce nHctauisiimu [10 Guardant.

YT00B! yCTaHOBUTH (TIEpeyCTaHOBUTh, OOHOBUTH) IpaiiBepsl Guardant,
BBITTOJTHUTE CJICAYIOIINE TEACTBUS:

e 3amyctute yTwinuty GrdDriversRu.msi U3 Karajora
“%%Program Files%o\Guardant\Guardant 5\26Public Code%o\
Drivers\x86\Windows”

e Crenyiite yKazaHUSIM MacTepa yCTAHOBKU
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Baxxnas unpopmauus
Moa OC Windows Vista B Xoae YCTaHOBKM ApaliBepoB 6yAeT BblaHO NpeayrnpexaeHve:

=% He yCTEHAaENWEATL 3TOT apaisep
MNpoeepbTe Be6-y3en USroTOBMTENA OGOPYADEEHMA HE HENWYME
06HOBNEHHBIX APSAEEPOE ANA 9TOM0 YCTPORCTES.

+» Bce pasHo ycTaHoBMTEL STOT Apadfisep
VYeranaenueaidte ToNbKo Te ApafiEeps:, KOTOPLE NonyuYeHs ¢ Beb-ysna
WM KOMN3KT-AMCKS MSMoTOEMTENA o0Gopyacsanks. Henoanucanhme
ApafiSepl M5 APYTVIX MCTOMHMKOS MOTYT OK3S3ThCA EPEACHOCHDIMM
NpOrpaMmanu

- ; MNoxkasate noapobHoc

HeobxoavMo BbIGpaTh NYHKT «Bce paBHO YCTaHOBUTL 3TOT ApaiiBep»

o [locne YCTaHOBKH JIpaiiBepa o HEoO0XOIUMOCTHU nepesarpysure
OIICPALIMOHHYIO CUCTEMY

Kondurypuporanue apaisepos
[Ipy HEOOXOOAUMOCTU MOXHO U3MEHSATb HACTPOUKY YCTaHOBJIEHHOTO
IpaiiBepa, UCTONB3Yys anruieT [paiBepbl Giardant B MaHenu ynpas-
nenuns Windows. [Tonpo6HO KOHGUTYpHpPOBaHUE ApaiiBEpPOB paccMar-
puBaeTcs B I1aBe [ipaiiBepbl Guardant.

Yaanenme ppaiBepoB
Jlnst ynaneHust apaiiBepa BOCIOJIb3yUTECh OCHACTKOM YCTaHOBKa
" yaaneHue nporpamm B MNaHenu ynpasnenmnsa Windows. YtoObl
YIATUTb JpaiiBepPhl, 3aITyCTUTE OCHACTKY, BBIOEPUTE U3 CITMCKA YCTa-
HOBJIEHHBIX MporpamMm [ipanBepbl Guardant 1 HAXKMUTE Ha KHOTIKY
[YaanuTs].

Baxnas undopmauus

B Windows 98/ME fpaliBep OCTaeTCsl aKTUBHbBIM [0 Nepe3arpy3ky onepaLvoHHON CUCTEMbI

YnpasneHue apaiBepamy U3 NPUOCIKEHUs

YT00BI cO3MaTh KOHEYHBIM TOJIb30BaTENIsIM 00jice KOM(OPTHBIE YCIIO-
BUSI PabOThI C 3alMIIEHHBIMU MTPOrPaMMHBIMU MPOLYKTAMU, MOXHO
yCTaHaBJIMBaTh, HacCTpauBaTh W yaajsiTh ApaiiBepbl Guardant u3 Win-
dows-TIpuIOKEeHUIA.

Jlnst obecrieyeHUsT TAKOM BO3MOXKHOCTH HEOOXOIMMO TpU pa3paboTKe
MPWIOXEHUI ucnosb3oBaTh GyHkumMu API 115 paboTel ¢ ApaiiBepamu
(cM. onucaHue 3TUX (PyHKILMI B rJ1aBe Guardant API).
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MporpammupoBaHMe NEKTPOHHOrO KJouda

Yrunura nporpammupoeanus GrdUtil.exe

YToObI KJII0OY MOT BBINOJHATH ASHCTBUSI, TpeOytolmecs A1 (QyHKIIMO-
HHMPOBAHUS CUCTEMBI 3aIlUThI, €0 HEOOXOIUMO 3aIPOrPAMMUPOBATD.

[TporpaMmmMuripoBaHue 3JIEKTPOHHBIX Kiltodyeit Guardant ocyIiecTBisieTcs
TP IIOMOILU YTUIUTHI ITporpaMmMupoBaHus GrdUtil.exe.

Yrumura GrdUtil.exe (pemakrop maMsTy KJHOueil) MO3BOJISIET CUMTHI-
BaTh M3 IIAMSITHU 1 3aITMCBIBATh B MaMSITh KJTI0Ya HYXKHYI0 MH(MOPMAIIHIO,
CO3IIaBaTh, PEIAKTUPOBATh W YIAISTH JIOTHUECKHUE TTOJIST M aIlllapaTHbIC
ITOPUTMBI, YCTAaHABJIMBATh Y CHMIMATh alapaTHBIC 3aIIPEeThl Ha TOCTYIT
K 00JIaCTsIM IIaMSITH, ITOATOTABIMBATH JAHHBIE IS OTUCTAHIIMOHHOIO
MPOrPaMMUPOBAHUSL.

Penakrop GrdUtil.exe Takxke MCITOIB3YeTCS IIPU ITOATOTOBKE JAHHBIX
IUTSL 3AIUATHL IIPMIOKEHUIA: C €r0 IIOMOILBIO MOXHO CO3/1aBaTh Ta0JI-
L6l (MACCHBBI) OTBETOB allllapaTHBIX aJIrOPUTMOB, KOAUPOBAThH JaH-
HBIE METOJIOM B3aMMOOOPATHOIO IpPeoOpa3OBaHMsI, TECTUPOBATh BbI-
nojHeHue ¢pyHkuuii API ¢ 3agaHHBIMM ITapaMeTpaMu.

s 3amycka yruintbl GrdUtil.exe BeiOGepuTe 37eMeHT MporpaMMupo-
BaHMe KKoueii rporpaMmHoii rpymnmbl Guardant.

Pa6ota ¢ yruiuroit mporpammupoBanus kmoueit GrdUtil.exe omuca-
Ha B I71aBe MporpaMMypoBaHM1e 3/IEKTPOHHBIX KJTHOUEHA.
Baxunas undpopmanuus

Mpy NpeanpoAaXXHON MOAFOTOBKE MEKTPOHHBIX KIodel Guardant B MaMsiTh KoY 3ani-
CbiBaeTCsl MH(OPMaLMs, KOTOPYIO MOXHO WCMONb30BaTh B YYEGHBIX M AMArHOCTUYECKUX
uensix. [ns pa3paboTkn CUCTEM 3alUmUTbl HAaCTOSTENBHO pekoMeHayeTcs paspabaTbiBaTb U
3an1cbIBaTh B MaMsAThb KITtoUel COBCTBEHHbIE JaHHbIE, BKITOYast AECKPUMTOPbI anmnapaTHbIX
a/roOpuTMOB W 3aLLMLLIEHHbIX SUYEeekK.

Vicnonb3oBaHWe annapaTHbIX anropuTMOB — 3TO HEOBXOAMMOE YCIIOBUE CO3AaHUsI CTOVKOM
3aLUMTBI.

ANCcTaHUMOHHOE NPOrPaMMHUPOBAHME

JucraHimonHoe (Wi yIaleHHOe) TTPOrpaMMHUPOBAHUE TIPUMEHSIETCS
IUIST  OTIEPAaTUBHOTO OOHOBJIEHMSI TAMSITU 3JIEKTPOHHBIX — KJTIOUEi
Guardant. D1oi1 (pyHKIMEN TOIB3YIOTCS B COydasix, Korma TpeOyeTrcs
WU3MEHUTD YCJIOBUS KCIUTyaTallMM 3alWILEHHON MpOrpaMMbl Al KO-
HEYHOTO MOTPedUTENsI (HarpuMep, MPOLIUTh apeHy, pa3pellnTh pabo-
Ty C HOBOI1 Bepcueli TporpaMMsl U T. I1.). JIJ1st 3T0ro He0OXOAMMO COOT-
BETCTBYIOIIMM 00pa30M MOAU(DUIIMPOBATH OTPeNeIeHHBIN yIacTOK Ta-
MSITH KJTIOYA.

YnaneHHoe TIporpaMMUPOBaHKE CYIIIECTBEHHO 9KOHOMMT BpeMsT pa3pa-
00TYMKAM Y KOHEYHBIM TI0JIh30BaTe ISIM IIPOTPaMM.
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B anexrponnbix kmouax Guardant Stealth 111 peannzoBana HoBast Tex-
HOJIOTUS yaajieHHoro mporpammupoBaHust — Trusted Remote Update
(TRU), ucnomnb3ytolas anmnapatHoe IUdpoBaHUE U MPOBEPKY IOMI-
JIMHHOCTY TAaHHBIX.

3awMra nporpammbi

Guardant Mo3BOJISIET CO3/laBaTh CUCTEMbl 3allUTHI JIIOOOTO YPOBHSI
CJIOXKHOCTHU, B TOM YMCJIE Y TaKUe, B3JIOM KOTOPBIX OYJIET HEBO3ZMOXEH
WJIM 3KOHOMUYeCKU HeBbIroieH. [TporpammHoe obecnieueHue Guardant
npenoctasisieT 3 HeKTMBHbIE UHCTPYMEHTHI U151 00eCTIeYeHUSI 3aLUThI
JIT060TO MPOrpaMMHOTO MPOJYKTA.

CTOMKOCTh M HANEXKHOCTb 3allUThl HAIpPSIMYIO 3aBUCUT OT CTETEHU
MPOIYMAHHOCTU U TPABUJIBHOCTH YCTAHOBKM CUCTEMBI 3alUThI. 31eCh
OTIMCHIBAIOTCSI OCHOBHBIE IEUCTBUSI, KOTOPBIE HEOOXOMMMO BBHITIOJTHUTH
JUIS1 YCTAHOBKM 3aIIUThI.

CucteMbl 3alllUTBI, OCHOBAaHHBIE Ha WCITOJB30BAHUM 3JIEKTPOHHBIX
KITIOUel, MOTYT BBITIOHATH PSI TIPOBEPOK PA3MUYHOM CTETIEHU CIIOXK-
Hoctu. CaMble TIPOCTbIe — TPOBEPKU HATMUUST KITIOYA C 3aJaHHBIMU
cBotictBaMu. OHU BBITIOTTHSIIOTCST OBICTPO U MOTYT UCTIONB30BATHCSI 10C-
TaTOYHO YacTo.

Bornee cnoxHbie MpoBepKY UCTIONB3YIOT ITpeodpazoBaHue MHbOpMaLIU
MPpY TIOMOILIY 3JIEKTPOHHBIX KJTtouyeid. [TocKonbKy K04 sIBJsieTcs] UH-
TEJUIEKTyaJIbHBIM YCTPOICTBOM, OH MOXKET BBITIOJHSATH ITPeodpa3oBaHue
MHGbOPMALMU T10 CIIEMATbHBIM aJITOPUTMAM.

Pa3paboTynku cUCTEMbI 3alMThl MOTYT CAMU CO3/1aBaTh JECKPUITOPbI
QITOPUTMOB UM 3aIUCBIBaTh MX B MaMsTh KJItOYA MPU MOMOIIM YTUJIUT
nporpammupoBaHusl (kpome kimodeid Guardant Fidus). Takast Bo3mox-
HOCTb JeJIa€T YHUKAJTbHOU KaXKIYI0 CUCTEMY 3aILUThI, UCIIOIb3YIOLIYIO
QJITOPUTMBL.

I1O Guardant moanep>xuBaeT 1Ba METONIA 3aIIINTHI:

e ABTOMAaTUYECKAsl 3aLIUTA TOTOBBIX MPUIIOKEHUN

e 3ammra nipu momornu Guardant API

ABTOMATHUYECKAS 3ALMUTA

Merton ocHOBaH Ha 0OPabOTKE TOTOBBIX TPWJIOKEHUIA YTUIIUTOM aBTO-
MaTuaeckoit 3anmtel U3 coctaBa [10 Guardant. B pesymbrate mpuio-
JKeHUE MPUBSI3bIBACTCS K IEKTPOHHOMY KITIOUY U TIOJTyJaeT 3alluTy OT
OTJIATUMKOB U TU3acceMOIepoB. ABTO3aILUTa UMEET LIeJTbIA PSI OMLIMIA
(PEXMMOB), KOTOPBIE TTO3BOJISTIOT HACTPOUTH MPUIOKEHKE Ha TTapaMeT-
PBI JIEKTPOHHOTO KJTtoua (MpuBs3ath ero K 1D, cepuitHoMy HOMepy U T.
I1.), 3alIUTUTb €r0 OT KOMITbIOTEPHBIX BUPYCOB, OTPAHUYUTH YMCIIO 3a-
IyCKOB WA BpeMsT pabOThI TIPWIIOKEHUSI, 3aKOAMPOBATh ero. Takke
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MONAEPXKMBAETCS BO3MOXHOCTb MEPUOAMUYECKOI TTPOBEPKU KIIOYa, pe-
>KMMbI OTpPaHUYEHNsI KOJIMYECTBA 3aIyCKOB MM BpeMEHU PabOThI MPH-
JIOXKEHUS Y IPYTUE OTLIVIH.

I'maBHOE MPENMYILIECTBO METOA — B MAJIOM BPEMEHH YCTAHOBKH 3allli-
ThI. Ha cam mporecc TpedGyeTcst Bcero HeCKOIbKO ceKyHa. Kpome Toro,
DI YCTAHOBKM 3alllUThI HEe HYXKHBI HUKaKWe CrelMabHble 3HAHMS.
DTOT METOJ IPUMEHUM JaXKe B T€X CIydasiX, KOLJIa OTCYTCTBYET MCXO/-
HBIi1 KO IMPWIOKEHMSI, 1 HET BO3MOXHOCTH pa3paboTaTh CUCTEMY 3a-
1IUTHI Ha 6a3e Guardant API.

I'maBHBII HEMOCTATOK METOMA B TOM, UYTO OH HE MOXKET 00eCTIeUUTD MpH-
JIOXKEHHUIO JOCTaTOYHOM 3aiuieHHOCTH. CaMa CyTh MeTola yKasbIBaeT
Ha TO, 4TO 3alLMUTa HE MOXET COCTABJISITh C TPUJIOXKEHUEM €IMHOTO Lie-
Jioro. OHa CTaBUTCS Ha yKe TOTOBOE MPUJIOKEHUE, KaK Obl «[TPUKIIEHBA-
eTCsl» K HEMY, TIO3TOMY €CTb BEpOSITHOCTh TOTO, YTO OHA MOXET ObITh
cHsTa xakepoM. Kpome Toro, MeTos1 He MOXET 00eCTeYUTh HeCTaHIapT-
HOM JIOTUKMA paboOThl 3allUTHI, YTO OYE€Hb BaXKHO JUISI TTOBBILIEHUS
CTOMKOCTH K B3JIOMY.

Cxema paboThl aBTOMAaTUUYECKOI 3aIIIUTHI:

e  YTuauTa aBTOMaTUYECKOM 3alIMThI BITMCHIBAET B TEJIO 3AILUIIIAEMO-
TO MPWJIOXEHUST UCTIOJIHSIEMBII MOYJIb — BHYTPEHHIOIO BAaKLIMHY.

e B MoMmeHT 3ammycka npyaoXeHMsI BHyTPEHHsISI BAaKLIMHA BbI3bIBAET U3
OTJIEIBHOTO (haiijia BHEIHIOW BakiMHy GrdVke32.dll.

e BHenrHss BakiMHa MPOU3BOIUT HEOOXOIMMBIE TIPOBEPKU U MPE0d-
pa3’oBaHMA M 3aITyCKAET 3allUIIEHHOE MPUIOKEHNE

I'Iepcouunusaqun CGBTOMUTUYECKOM 3aLUTbI

HpI/I ABTOMATUYECKOM 3a1[MTE TOTOBBIX H])I/UIO)KCHI/Iﬁ MOXHO II€pCOHAa-
JIMBNPOBATL CUCTEMY 3allIMThI 1JI1 KOHKPETHOI'O KiIroda WM KOHKPET-
HOTO ITPUJIOXKCHUS. Taxxe BO3MOXHO pa3pfiiatb WiIn 3arpeuiarb 3a-
ITIYCK OTACIbHBIX MO,Z[yIIefI B [MIPOrpaMMHBIX KOMILIEKCAaX, COCTOAIINX U3
HECKOJIbKMX UCITOJIHACMBIX (1)aI7UIOB.

YHUKaNbHbIA Kaxapbiit kntou Guardant UMeeT COBCTBEHHbIN YHUKANbHbIA MAEHTUDK-
naeHTudUKaTop KaTop. MpoBepsis ero, MOXHO 0BECTEHYNTb NMPUBA3KY MPUIOKEHUS K
3/1IEKTPOHHOr0 €AVMHCTBEHHOMY YHUKANIbHOMY K/ItOUY.

K/oua

CepmiiHblii HOMep CepuiiHblii HOMEP 3anMCLIBAETCs B KIIOY MPY MOMOLLUM YTUIUT Mpo-
3/1IEKTPOHHOr0 rpaMMUPOBaHUs. MOXET CIYXWTb AN MAEHTUDMKALMM KOHKPETHOM
KJoua KOMWM NPOrPaMMHOIO MPOAYKTa.

Bepcus MaKc1MasibHbI HOMEP BEPCMM MPOrPaMMHOIO MPOAYKTa, KOTOPbIN By-
NporpaMMHoOro AeT paboTaTb C AQHHLIM 3NEKTPOHHbLIM K/OHYOM. 3amnmMCcbiBAaeTCs B KoY
npoaykra npy NOMOLUM YTUAWT NMPOrpaMMUPOBAHMS.

29




PykoBoacTeo nonb3oBatens, Yacts 1

BuToBas Ecnum nporpaMMHbIi NPOAYKT COCTOUT U3 HECKOMbKMX CaMOCTOSITES b~

Macka HbIX MPOrpaMMHbIX MOAynel, 6UToBasi Macka Mo3BOUT BbIGOPOUHO
paspeLuaTtb UM 3anpeLyaTtb Nosib30BaTeso 3amyCcK onpeaeneHHbIX Mo-
nyneii U3 coctaBa NPOrpaMMHOro KOMMEKca. 3anucbiBaeTcst B KoY
Npy NOMOLLM YTUIUT NPOrpaMMUPOBaHUSI.

Homep Ecnm ecTb HECKOMbKO MPOrpaMMHbIX MPOAYKTOB, 3aLLMLIAEMbIX SIEK-

nporpamMmbi TPOHHBIMU KJTKOUYAMM, 3TOT HOMEp MOXET BbITb UCMOb30BaH ANs UAEH-

TI/ICDVIKaLWIVI KOHKPETHOro nNporpaMMHOro npoaykra. 3anucbiBaeTtcs B
K04 npy noMowmM yTunuT nporpaMmMmUpoBaHms.

YcraHOBKA OrPpaHMYEHUA Ha Pa6oTy 3aWULLEHHONW NPOrPaMMbI

Jlnst co3maHusl MPWIOXKEHUI, KOTOpbIe MOTIYT MMETh OrpaHMYCHHBIM
CPOK pabOThI MM KOJTMYECTBO 3aITyCKOB, MOKHO BOCIIONB30BaThHCSI CIIe-
LTBHBIMU CYETYMKAMU. DT BO3MOXKHOCTU OOBIYHO MCITOJIb3YIOTCS
TSI pa3pabOTKK MPOrpaMMHBIX TPOAYKTOB, KOTOPBIE CAAIOTCS B apEH/LY,
JIEMOHCTPALIMOHHBIX BEPCUIA POTPaMM U B IPYTUX CIYYasIX.

OrpaHuuyeHue BpeMeHu | OnpegensieT MakcuManbHoe hakTuyeckoe BpeMsi paboTsl Mpumo-

paboTbl NPUNOKEHUs »eHWsI. MOXET KOPPEKTUPOBATLCS YANEHHO, BMOTb 10 CHATUSI
orpaHuyeHus

OrpaHuuyeHue OnpepensieT MakcManbHOE KOMMYECTBO 3anyCKOB MPUMIOXEHMSI.

KOJIMYeCTBa 3anyckoB MakcuManbHoe KONMYecTBO — 65534. 3anucbiBaeTcs B K04 Npy

NPpUIoXKEHUs MOMOLLYM YTUAMT NPOrpaMMMUPOBaHUs. MOXET KOPPEKTUPOBATLCS
yZaneHHo, BrOTb A0 CHATUS OrpaHUYeHus

MNepuoanueckas MO>XHO NPOBEPSAITb HANIUYME SNIEKTPOHHOIO KJlloUa He TOMbKO Npu

npoBepKa Hannuus 3anycke, HO U B TEYEHWE BCEro ceaHca paboTbl 3aLUMLLEHHOTO NpU-

3N1eKTPOHHOr 0 KJito4a NOXEHWs Yepe3 3afjaHHbIe NPOMEXYTKV BpeMeHu

YTUAUTAa GBTOMATUUECKOMN 3ALMUTDI

J11s1 aBTOMaTHYECKOI 3alUThI IpuiioxkeHnii Win32 ucrnosb3yercst yTu-
aata NwKey32.exe.

JInst ycTaHOBKM aBTOMATHMYECKOM 3alllUThl HEOOXOAMMO, YTOObI Clie-
nyrolue haiiabl HAXOIWINCh B OMHOM KaTajore:

o 3amminaeMoe MpUIoKeHNe

e  VYTuiMra aBTOMaTH4ecKou 3aimThl NwKey32.exe

e Buemnnsa BakumHa GrdVke32.dll

e Daiin ¢ coobiIeHUsIMU 00 oLMOKax NwKey32.msg

e  aiin NvCodes.dat ¢ MH(pOpMaLIei 0 Kogax JocTyna

YcraHOBKO GBTOMATUYECKOMW 3ALMUTDI

3anyck yTUnuTbl aBTO3ALUTLI U3 KOMAHAHOW cTpoku unu BAT-daiina

dopmar BbI30Ba:
nwkey32.exe [onuuu] [nyTb]cnucok caiinos
wim: nwkey32.exe [onuun]@[nyTb]filename.fil
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UcnonbzosaHue Macrepa aBTOMATUHECKOM 3ALLMUTBI

151 ynpollieHus npoliecca yCTaHOBKM aBTOMAaTUYeCKOW 3allUThbl BOC-
MOJIb3YUTECh YTUIUTOIN AutoProtectWizard.exe (3meMeHT Macrep aB-
TOMaTUUYECKOM 3almTbl IiporpaMMHoOIi rpyrbsl Guardant).

IMocne 3amycka Macrepa aBTOMaTUYECKOW 3alUMTbI, PYKOBOICTBYSIChH
YKA3aHUSIMHU YTHJIUTBI, BBITIOJHUTE CJIEMYIOIINE ACHCTBYS:

e Bribepute ucnonHsieMblii (haiisl, KOTOPbIil HyXKHO 3aIlUTUTh

e  BpIOepuTE TUIIBI 3JIEKTPOHHBIX KJTIOUEH, C KOTOpBIMU OyAeT pabo-
TaTh MIPUIOXKEHHUE

e  YCTaHOBUTE OITLIMU aBTO3AIIUThI TSI Bbl6paHHOl"0 TIPUJIOKCHUA

e [Ipu HEOOXOAUMOCTU MOXHO COXPAHUTDh YCTAHOBJIEHHBIE HACTPOIA-
KU B (aiiie crienuanbHoro opmata *.apw. it 3T0ro HAXKMuUTE Ha
KHOTIKY [CoxpaHuTb koHburypaumio]. Konduryparms coxpanur-
¢l B (aitiie 1o ymosuanuto awizard.apw. [1pu HeobxonumocTu co-
XPaHUTb KOHGUTYpaLUIo B daiisie ¢ IpyruM UMEHEM UCTIONb3YITe
MeHIo ®aiin | CoxpaHUTb KOH(PUIypaLMIO KaK...

o JIng 3aBepilieHMs TpOLIECcca 3alUThI BBIOpaHHOTO (aiina HAXXMUTE
Ha KHOTIKY [3awmuTnTb]

[TomHOCTBIO BO3MOXXHOCTH aBTO3aLUUThI M paboTa ¢ MactepoM aBToma-
TUYECKOI 3aLLUTHI OIMMCaHbI B [71aBe ABTOMaTU4YecKas 3almra.
Baxnas undopmauus

[ns paboThbl 3aLUMLLEHHOrO MPOrpaMMHOro NpoaykTa HeobxoauMo, YTobbl UCMOMHAEMbI
alin 1 BHEWHSIS BaKUMHA HaxoAMIMCb B OAHOM KaTasore

3awura npu nomowu Guardant API

Merton 0OCHOBaH Ha UCIOJIb30BaHUM crielMaibHbIX PyHKMit Guardant
API, cobpaHHBIX B 00BeKTHBIX MomyJisix. PyHKIMu API obecrieunBaior
BBITIOJTHEHUE C KITIOYOM JTIOOBIX OTIepalnii: TIONCKa, YTEHUST U 3aIiCh
TIAMSITH, YCTAHOBKMY alllapaTHBIX 3alIPEeTOB, KOAMPOBAHUS MTAHHBIX TIPU
TOMOIIIY aNMapaTHbIX AJITOPUTMOB U T. 1. JIJIsl yCTAaHOBKM 3allIUTHI 110
3TOMY METOMY HY>KHO BCTaBUTb BbI30BBI (hyHKIIMI API B MCXOmHBIE TeK-
CTBI IPUJIOXEHUS Y CKOMITWIIMPOBATH UX C OOBEKTHBIMU MOIYJISIMHU.

[maBHOE mpenMylllecTBO METOAA B TOM, UTO OH OOECIIeUMBAeT HEU3Me-
puMoO Oosiee BBICOKUI YPOBEHb 3alMILEHHOCTU. 3aigurta (Mpu mpa-
BUJIBHOI €€ YCTaHOBKe) 00pa3yeT ¢ MPWIOKEeHNEM Hepa3phIBHOE 11eJI0e,
CJIemoBaTeNIbHO, YIATUTh €€ Xakepy BecbMa ciioxkHo. PyHkimu Guard-
ant API 1o3BoJISIIOT BBITIOJTHUTD C KJTIOUOM JII00YI0 orepaluio, 0opado-
TaTh JIIOOOH TOCTYITHBIN YJaCTOK €r0 MaMSATH — WHBIMU CIIOBAMU, BO3-
MOHOCTU TIO KOHCTPYMPOBAHUIO 3aLUUTHI OTPAHUYEHBI TOIBKO (haHTa-
3ueit 1 TpynoooreM pa3padoTyrka. MOXHO BBICTPOUTH JIIOOYIO, 1axke
caMmylo HeCTaHIAPTHYIO JIOTMKY PaOOThI 3alUThI, YTO 3HAYUTEILHO OC-
JIOXXKHUT Xakepy 3afady ee B3ioma. Hakonell, Tonbko dyHkumu Guard-
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ant API mator nmonHyto cBoOOmy NEHCTBMIA MO paboTe ¢ anmapaTHBIMU
AJITOPUTMAMM KITIOUYEN.

CosnaHue cucTeMbl 3alluThl, TocTpoeHHol Ha Guardant API — 3anaua,
JIOITyCcKaroIasi MHOXECTBO pa3/IMUHbIX pellieHuit. B cuimy aToro HeBo3-
MOXHO JaTh YHUBEPCAJIBHOE U ETAJILHOE, MOLIAr0BOE OMUCAHUE TIPO-
lecca yCTAaHOBKM Takoi 3amuTthl. Hioke mpemiaraercs Juilb oO1as
cxema JICMCTBUI, KOTOPOH CliemyeT MpUAEePXKUBAThCS B TIOOOM CITydJae:

o O3HakoMbTeCh ¢ onrcaHreM ¢pyHkimii Guardant API
B PykoBozncTBe monb3oBatesns (11aBa Guardant API)

e HM3yuure TecTOBbIE MPUMEPHI TPOrPAaMM Ha COOTBETCTBYIOLLIEM
SI3bIKE MPOrpaMMUPOBAHUS (CM. KaTajlor “%Program
Files%\Guardant\Guardant 5\%Public Code%o\Samples
\x86\Win32"). B Tectax cogepkaTcsi MpUMepbl UCITOIb30BaAHMUS
OCHOBHBIX (pyHKLIMI API

e PazpaGoraiiTe CBOIO CUCTEMY 3alLIMThI, UCTIONB3YsI TPHOOPETEHHbIE
3HAHWS M PeKOMEHIAIINY, COfIep3KaIrecs B IpuiokeHnr Kak no-
BbICUTb CTOMKOCTb 3aLUUTbI PU NOMOLUM AP

Kakoii meropa BoIGparTh?

KoHeuHo, MOXHO MCTOIB30BaTh 3TU METOIBI IO OTAETBHOCTH — TOJIBKO
aBTOMaTMYECKYIO 3aIIUTY JIMOO TOJIBKO 3a1IuTy ¢ Tomolibio API. OgHa-
KO BCE CKa3aHHOE BBIIIIE 3aCTaBJISIET C/IeIaTh BBIBOI O HEOOXOIMMOCTHU
COBMECTHOTO MCIIOJIb30BaHUSI O0OMX METOAOB. TOJBKO TaK MOXKHO
«CJIOXUTh» TOCTOMHCTBA METOIOB M «BbIYECTh», KOMIIEHCHPOBaTh WX
HenocTaTKU. Kcronb3yiiTe aBTOMAaTUYECKYIO 3allMTy AJIS TOTro, YTOObI
3aIUTUTh TPUIOKEHUE OT OTIAAYMKOB U 1U3acceMOIepoB, 3aKOIUPO-
BaTh €ro TeJIO, YKPbITh OT MOCTOPOHHMX IJ1a3 BbI30BbI (hyHKLIMI API.
Kpome Toro — 3to npekpacHbIii METO 3alUThl OT JIOOOIBITCTBA JIF0-
Jieit, He MMEIOIIMX JOCTaTOYHBIX HABBIKOB B3JIOMA 3aIIUTHI.

OnHako aBTOMaTUYeCKast 3aI1Ta JOKHA OBITh JIUILb «BHELTHUM YPOB-
HEM 00OpOHBI». SIpo Ke ee JOKHA COCTABISTh 3aIlTA TIPY TTOMOLIN
dynkumiit API. UMeHHO eit Hy)KHO TTIOpYYHTh BCIO OCHOBHYIO paboTy:
MPOBEPKY KIII0YA U PEaKINI0 Ha €ro OTCYTCTBUE, PA0OTY C TAMSTHIO 1
anmapaTHbIMU AITOPUTMAMHU U T. I. OCOOEHHO BaXKHO TIOCTPOUTB 3alllv-
Ty TakuM 00pa3oM, 4TOOBI OHA CTajla HEOThEMJIEMOU YaCThIO CAMOTO
MPUJIOXKEHUS, 6€3 KOTOPOI OHO MPOCTO MePeCTAI0 ObI BEPHO paboTaTh.
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Pexomenp,uquu MO NOBLILWEH!IO CTOMKOCTH CUCTEMBI 3AWMTbI

[Ipu opraHu3anuy CUCTEMBI 3AIIUTHI MPUIEPKUBANTECH CIIEAYIOLINX
OCHOBHBIX MpaBWJI, KOTOPbIE TIOMOTYT CO3/1aTh Oosiee 3(PGHEKTUBHYIO U
CTOMKYIO 3aIIIUTY.

o  KoMOUHUpYIiTEe aBTOMAaTUYECKYIO 3aLUTY U 3aLMUTY IIPY MOMOLLA
¢bysxumit API
e Hcnonb3yiite anmapaTHbie aITOPUTMBI TTPe0OPa30BaHKS JTaHHBIX

L4 an/I aBTOMATUYECKOM 3aIlunTe l'IpI/IJTO)KCHI/H‘;I I10 BOBMOXKHOCTHU

WCITIOJIb3YUTE OMINU:
0 KonmupoBanust 3arpykaeMoii YacT! TPUITOXKEHUS
0 Ileproauyeckoit MpoBepKU HATMYMS KITtoYa

e [lpu 3amure c nomonisio API:
0 He xpaHuTe Kombl 1OCTyNa B TeJie MTPUJIOKEHUS B IBHOM BUIE
0 Hcnomb3yiiTe CJI0XHBIE AITOPUTMBI PAOOTHI ¢ (hyHKIMSIMU AP
0 Pacmpenensiite mpoBepKH IO KOMY MPMIIOXKEHHUS
0 Hcnomb3yiiTe pa3myHbie IPOBEPKY C PA3HOM BEPOSITHOCTHIO
0 3azmepXuBaiiTe peakiMio MPUIOKEHUS Ha KOBI BO3BpaTa

GyHkumit API

0 YcloxHsiiTe TOrMKy 00pad0oTKM KOJIOB BO3BpaTa

IMonpoGHasi mHpoOpMaLIUsI O TMEePEeYUCIIEHHBIX MpaBWIax U JOIMOJIHU-
TeJIbHBIC TIPUEMBbI TOBBILLICHUSI CTOMKOCTH COAEPXKATCS B MPUIOKEHUN
MoBbilWEHNe CTOWKOCTH 3aLMTbl. PeKOMeHAaUUKN NporpaMMuUCTy.
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frmaea 3
Apavisepsl Guardant

JInst paboThI 3alUILEHHbBIX MPUIOXEHMH, a TaKXKe BCeX YTUIIUT, pabo-
TAIOIMX C AIEKTPOHHBIMU KJTI0YaMU, TpeOyroTcs apatisepbl Guardant.
Baxuas undopmanus

[paiieepbl Guardant 06s13aTeflbHO AOMKHbI BbiTb B KOMM/IEKTE MOCTaBKM 3aLLMLLEHHOMO
npoaykra!

YcranoBka, koHpurypuposanme, yaasneHme
ApauBeposB

YcranoBka

[Mpu unctasguun Komruiekra paspadoruynka Guardant apaiiBepbl aB-
TOMAaTUYECKN YCTAHABIMBAIOTCS B OTIEPALIMOHHYIO CUCTEMY.

YToOBI TIEpeyCTaHOBUTDH ApaiiBepbl (YCTAHOBUTH IpaiiBepbl HA JIPYToM
KOMIIBIOTEpE), 3aImycTuTe haitn GrdDriversRU.msi U3 Karajiora “%6Pro-
gram Files%o\Guardant\Guardant 5\%Public Code%o\Drivers\x86\
Windows” U clieyiiTe yKa3aHUsIM ITPOrpaMMBbl yCTaHOBKM*.

[Tocne 3amycka MHCTALIATOP 3alIPOCUT KaTaJloT Ha3HAYEHUS, TIOCIIe ye-
ro OyIeT NMPOM3BEIEHO KOMMPOBAaHKE U YCTAHOBKA APABEPOB ISl BCEX
TUTIOB 3JIEKTPOHHBIX Kimroueil Guardant He3aBUCHMO OT MHTepdeiica
TMOIKITFOYCHUS.

Baxnas undpopmauus

Bo BpeMs ycTaHoBKM ApaiiBepoB BCE npuioxeHus 1 ocobeHHo DOS-ceccumn A0mKHb 6biTb
3aKpbITbl! B NPOTMBHOM Clly4ae BO3MOXHbI OLUMOKM pasaeneHust ainnos.

[na Windows Vista/2003/XP/2000 Takoke Heobxoaumo, YTobbl Mob30BaTeNb, KOTOPbI
paboTaeT ¢ nporpamMMoli yCTaHoBKM, 06/1afasn npaBaM1 aMUHUCTPATOpPa CUCTEMBI.

" Ecrn B cucteme otcytetByet Windows Installer (sampumep, 8 Windows 98), 3aryc-
TUTe (hait1 Setup.exe, HAXOASIIMIACS B TOM Xe TUPEKTOPUU. Setup.exe YCTaHOBUT
Windows Installer u 3armyctut GrdDriversRU.msi
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Moa OC Windows Vista B Xoae YCTaHOBKM ApaliBepoB 6yAET BblAaHO NpeaynpexaeHue:

@ He ymanoch nposepMT: MSEATENN 3TMX APaRBEDOS

+» He ycranasnmeams sTeT apadsep
MposepsTe se6-ysen nsrotTosuTenn ofOPYAOEaHUA HE HAMWUYME
06HOBNEHHELD. APaiBEpOE ANA STOMC YCTPOWCTES.

«» Bce pasHO YCTEHOBMTE STOT Apadsep
YCTaHABMMEAHATE TONLKO TE APaAEEps:, KOTOPLE NONYUYeH C Be6-ysna
WINH KOMNEKT-IMCKa MSrOTOEMTENS 0G0PYACEaHUA. HenoanucanHpe
APafBEPl NS APYIVX MCTOMHMKOS MOTYT OKaSaThCs BPEAOHOCHHIMA
nporpamman

w | MNoxasams nogpoGhoc

HeobxoanMo BbIGPaTL MYHKT «Bce paBHO YCTaHOBUTbL 3TOT ApaiBep»

Kondurypuposanmne

Jlnst HacTpoliky KoHpurypauuu apaiisepoB Guardant BocIonb3yiTech
arrieToM fipaBepbl Guardant 13 MaHenu ynpasnenuns Windows.

Huxe nmokasaH Bun quanora KoHGUTYpUpOBaHUS apaiisepa. Jluanoru B
Windows Vista/2003/XP/2000 u 98/ME umerot oTinuust B uHTEpdetice
(cnoco6 3axsata LPT noptoB).

Hacrpoika apafsepa Guardant [v 5.0] ﬂ Hactpofika gpafisepa Guardant [v¥ 5.0] m

Briiepure nopthl, koTopeis Bel xo0THTE MononesosaTe Ana Brifiepire noprel, koTopsie Bol sotkre vononesosats ana
ktaved Guardant W onpeeniTe CNoCof SaxBaTa KAKAOrD W kniouedt Guardant W oNpenenTe CNOCOS 3a8BaTa Ka#A0rD LS
NOPTOE NPHHTERa NOPTOE NPMHTEPa

CNocot 354EaTa NOPTa NPMATERE LPT1 (378h)

use UsE [T NPMHTEPE
[T ABTOMATHYECKME [V Zauear LPT nopra

Wenonesosats

3TaT nopT? ¥ Zaxgat LFT nopra [ —— :: 3axgar |0 guanazona
37T NopT? V! KpuTUueckan cerumua
® Na O Her @ I

B Mameram. (RQL e 5 ® Na OHer [0 MackupoBaHie npepeEaHIil

[T 3anper npepeiEaH

IMpi Heyoa4e NOETOPATE NOMBTKK 10 ey
OTKPETE NOPT NPHHTERE B TEYSHWE

DuarHocTuka |
ok I OTteHa |

IMpH Heyna4e NOETOPATE NOMBTKK I—1 i -
OTKPETE NOPT NPWHTERS B TEYEHME

AuarHocTuka |
0K I OTreHa |

Buo duanoea 6 Windows Vista/2000/ Buo ouanoea ¢ Windows 9§/ME
XP/2003
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IIpoliecc KoH(pUTYpUpOBaHUs IpaiiBepa COCTOUT U3:
e 3amaHusi MOPTOB LIS ITOMCKA KITtoYa

e 3ananHus criocoboB 3axBata LPT-nopra

e YcraHoBku Taiimayta (ajist LPT-nopra)

3aaaHue NOPTOB A NOUCKA KITIoUd

B nieBoii BepxHeil yacTu OKHa 0ToOpaxkaeTcsl Criucok HaiiieHHbIx LPT-
u USB-mioproB. MOXHO yKa3aTh, Ha KaKUX TOpPTaxX ApaiiBep MOJLKEH
TPOU3BOINTE MOUCK KITI0Yel. DTO ObIBAET MOJIE3HO TSI YMEHBILICHUS
BpeMeHM OTBeTa KiToua. Hampumep, eciim K104 MoicoequHeH K MopTy
LPT2, a x LPT1 noacoenrHeH MPUHTEP, TO MOXKHO 3alPETUTh MOUCK
kmoua minst opra LPT1. Ecim ucnonwsytorest Toabko USB-kmoun
Guardant, MOXHO 3anpeTuTh MoucK Kitoueit Ha Bcex LPT-noprax. o
YMOJTYaHUIO TTOMCK paspeleH Ha Bcex USB- u LPT-mopTax.

3apaHue cnoco6os 3axeara LPT-nopra

3axBar napauieJIbHOro MopTa HeoOXOIUM BO M30eXaHue KOH(IUKTOB
PpasieneHrs PecypcoB MapauieIbHOro nopra. T. €., eclii 3alnIeHHOe
MPWIOXEHNE TBITAETCS OOPATUTHLCS K KITIOYY B TOT MOMEHT, KOT/Ia JApy-
roe IPWIOXKEHKE UCIIOIBb3YET TOT XeE IOPT, K KOTOPOMY ITPUCOEINHEH
KoY (HarpuMep, IPOMCXOAMT IeYaTh Ha IPUHTEP). 3axBaT Iopra
[IPaiiBEpOM ITPOM3BOIMTCS TOJLKO Ha BPEMsI OOLLEHNSI C KITIOUYOM, ITOCTIE
Yero MopT OCBOOOXKIAETCS.

[Mo ymomuanuio yrunuta KOHGUTYpally yCTaHABIMBAET aBTOMAaTIIe-
cKmii crrocob 3axBara. OCTabHBIE CTIOCOOBI MMEET CMBICT WCTIONB30-
BaTb TOJIKO OMBITHBIM TOJIb30BATENSIM, XOPOIIO 3HAKOMBIM C TOHKO-
CTSIMU pabOThI OMEPALIMOHHON CUCTEMBI U MepudepUHbIX yCTPOUCTB.

KaxaoMy 13 BbIOpaHHBIX MapajlleJIbHbIX TTOPTOB MOXHO 3a/1aTh CBOE
coyeTaHue CIIOCO00B 3axBaTa.

YcraHoBka TanmayTa

B cnyyae ecnu mapanienbHbI MOPT, K KoTopoMy aApaiiBep Guardant
MbITAETCs TOJIYYMTh JOCTYII, OKa3bIBAETCs 3aHSITBHIM, ApaiiBep Oyder
OXUIATh OCBOOOXKICHMS TTopTa. Bpemst oxxumaHus apaiiBepa Ha3bIBaeT-
cs TaiitMayToM. B TeueHMe 3TOro BpeMeHM OH OYIeT IMMOCTOSTHHO TIPOBE-
PATH COCTOSIHWE TIOPTa M, €CJIA TOPT TaK M OCTaJICS 3aHSATHIM, 3allli-
LIEHHOMY TIPUJIOKEHHIO OyIeT Bo3BpallleHa ommoKa #24 (Port busy).
3HaueHUe TaiiMayTa B CEKYHIAX 3amacTcs B HIDKHEH 4acTy okHa Ha-
cTpoiika apanBepa Guardant. Jlonyctumble 3HaueHust — ot 0,001 mo
600 cexyH. 3HaueHKE TaiMayTa 10 YMOIYaHUIO — 10 CeKyHI.
Baxunas undopmanuus

Moa BpeMeHeM TaliMayTa noapasymMeBaeTcs obluee Bpemst OXMAAHWS ANs BCeX napas-
NenbHbIX MOPTOB, @ He IS KaXAOro U3 HUX B OTAEbHOCTY (HanpuMep, TaliMayT ro yMor-
YaHWto — 10 cekyHz BCero, a He Mo 10 CekyHA AN KaXAoro U3 nopToB).
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AunarHoctuka

[Mo HaxaTio KHOMKU [[MarHOCTUKa] BbI3bIBACTCS YTUIUTA TUATHO-
CTUKU 3JIEKTPOHHBIX KITIOUEHA.

Hpaiieeppr Guardant KOMIUIEKTYIOTCSI NEMOHCTPALIMOHHON BepcUeit
YTWIATHI AVMAaTHOCTUKU - GrdDem32.exe. OHa 00j1amaeT BceMU BO3-
MOXHOCTSIMU paboueil yTUIUThI, KPOME, COOCTBEHHO, TECTUPOBAHUS
KITIOYeil ¢ KogaMu JOCTyTa, OTIMYHBIMU OT AEMOHCTPALIMOHHBIX. JI71st
TOTrO 4YTOOBI 3amycK paboyeil yTUIUTBI TUarHOoCTUKM - GrdDiag.exe -
ObLJT BO3MOXEH M3 OKHAa KOH(UIypHpoBaHUs apaiiBepa, HEOOXOAUMO
BBITIOJIHUTh €€ perucrpauuio. Ui 3TOro MOCTATOUYHO 3aIlyCTUTh
GrdDiag.exe U3 TeKyIero Karajiora (apaiisepsl Guardant yxke JOJDKHBI
OBITb YCTAHOBJIEHBI).

3anycK yTWINWTBI C TapaMeTpoM /reg MO3BOJISIET €€ 3aperucTpupoBarh,
He 3armycKast nHTepdelicHyio 9acTb. [lapameTp /unreg yaaisietT perucT-
paLuio yTUIUTHL. 1151 yCTaHOBKY U YIATEHUS YTUIUTBI TUATHOCTUKY U3
MHCTAJUIATOPA 3aLlUMIICHHOTO MPUJIOXEHUS MOXHO JOOABUTb COOTBET-
CTBYIOLLIME BBI30BBI B CLIEHAPUIA YCTAHOBKMU.

Yrunuty quarHoctuku GrdDiag.exe cliefyeT BKII0YaTh B KOMIUIEKT 10~
CTaBKM 3allMIIEHHOro MpuioxeHus. OHa MOMOTraeT CIIyXK0e TeXHUYe-
CKOU MoafepKKy 6osiee OrepaTMBHO MPOBOIUTH AUATHOCTHKY, aHATH-
3UpPys CTeHEPUPOBAHHBIEC YTUIUTON OTYETHI.

Ypanenue
[ns ynanenus apaiisepoB Guardant HEOOXOAMMO BOCIIONB30BATHCS Me-
Hi0 YcTaHoBKa U yaaneHue nporpamm [lanenn YnpasieHus Windows.
BriGepuTe U3 cnivicka yCTaHOBJIEHHBIX Mporpamum [ipaBepbl Guardant
¥ HAXXMUTE Ha KHOTIKY [YaanuTe].

Mepeaaua apaMBepoOB KOHEYHbIM

nosb30BATEIAM

[Ipu ycranoske 10 Guardant ¢aitnbl qpaiiBepoB, MpeaHa3HAYEHHbIE
IUIS TIepefayv KOHEYHBIM T10JIb30BaTe)sSIM, KOIUPYIOTCS B MOAKATAION
“O%Program  Files%o\Guardant\Guardant 5\%Public = Code%b
\Drivers\x86\Windows”, a ¢aiiibl, 00ecreunBarole ynpaBieHe
npaiiBepaMy 13 MOPWIOXKEHUIA, B TIoAKarajgor “%Program Files%\
Guardant\Guardant 5\%oPublic Code%o\Drivers\x86\ Windows”
\Driver Installation API.

PazpaboTurikam TmpenocTaBisieTcsl HECKOJNBKO CIIOCOO0B Tepeaadu
JIpaiiBEpOB KOHEYHBIM MOJIb30BaTENSIM.

38
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AucTpubyTHE YCTOHOBKM ApaliBepos
Hawnbonee mpocTbiM SIBISIETCS CMIOCO0 pacpoCTpaHEeHUs TUCTPpUOYTHBA
npaiiBepoB Guardant.

Cnmcok (aitnoB muctpuoyTrBa npaiieepoB Guardant mpuBeIEH HIDKE:

GrdDriversRU.msi MSI-nakeT (ppaiiBepbl Guardant)
Setup.exe MporpamMma ycTaHOBKU
Setup.ini ®ain koHdUrypaumm

Juctpubytus cocrout u3 MSI nakeTa u cTaHAApPTHBIX (HaiIOB CUCTEMBbI
Microsoft Windows Installer. [To ymMoauaHuio TIporpaMma oToopakaeT
XOJI TIpOLiecca YCTAHOBKHU, HO TaKXKe CYILECTBYET BO3ZMOXHOCTb TUXOM
(quiet) ycraHoBKM. 17151 3TOr0 HEOOXOAMMO 3a1aTh MapaMmeTp /quiet B
KOMaHIHOW CTpOKe. DTO MOXET OKa3aTbCsl TMOJIE3HBIM MPU 3aITycKe
Setup.exe U3 Apyrux npuioxeHuil. bonee moapobHas mHbopmarus
OMIIMIA KOMaHHOI CTPOKU MpUBeeHA B JIOKyMeHTaluu Microsoft.

Maxker apaiieepos MSI
Ecmu s ycTaHOBKM TIPOTpaMMHOTO TIPOAYKTAa TPEIIioaraeTcsl mc-
nojn3oBaHue cucreMbl Microsoft Windows Installer, HeoGxoaumo
BkmounTh MSI maker ¢ apaitBepamu Guardant B CBOM KOMITJIEKT yCTa-
HOBKM 0€3 U3MEHEHUIA, TMOO COeNMHUTD (Merge) ¢ OMHUM U3 yXKe CyIe-
ctByrommx MSI makeToB.

YcraHoBKG APABEPOR M3 NPUJSIOXKEHUNA

JHpaiiBepsl Guardant MOXXHO yCTaHaBJIMBaTh, KOHMUTYpHUPOBATh U yaa-
J19Th U3 Windows-NpuIoxXeHuii (HarmpuMep, U3 MporpaMMbl yCTAaHOBKU
TPOrpaMMHOTO MPOIyKTa). JIJIs1 3TOro B KOMITIEKT MOCTaBKY BKJIIOYEHA
oubnaroreka GrdDrv.dll, conepxaiiasi Bce Heooxoarmble dyHku API.
OnucaHus BceX UCTONb3yeMbIX KOHCTAHT U CTPYKTYP JAHHBIX HAXOIST-
cs B (aiinie GrdDrv.h. MOXHO BKJIIOUUTh 3TH (haiiyibl B MPUIOXKEHUE,
ucrosb3ytollee 6udmoreky GrdDrv.dll.

IMonpoGHO mpolecc paboThl ¢ OMOJIMOTEKOI OucaH B TIpUMepe, HaT-
caHHoM Ha si3bike C (daiin InstDrvTest.c).

B npormecce ycTaHoBKM mnpwioxeHus —daiiel  GrdDrv.dll U
GrdDriversRU.msi (wiu aHmuiickas Bepcusi GrdDriversEN.msi) 10K~
HBI HAXOIUTHCS B OTHOM KaTajiore.
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frmasa 4
Mporpammuposanue
3JIEKTPOHHbIX KJIIOUMEM

YToObI 3JIEKTPOHHBIN KJIIOU MOT PabOTaTh C 3alUILEHHBIM TTPUIOXKEe-
HMEM COTJIAaCHO TIPUHSITOM CXeMe 3allliThl, OH MOJKEH OBIT TpeIBapy-
TeJbHO 3arporpammupoBaH. st mporpaMMmupoBaHus kiroueit Guard-
ant nmpegHa3zHavyeHa yrumra GrdUtil.exe.

VYrunura GrdUtil.exe mipenocTapisieT IMUPOKUE BO3MOXKHOCTHU JIJIST pe-
TAKTHPOBAHUS MTAMSITY KJIIOYA U ITOATOTOBKM JAHHBIX [UIST 3aLIAThL:

e PabGorta c Mackoii (BHEILIHMM 00pa3oM MaMsITH) KJTto4a:

O O 0O o0 o0 oo

o

o

CuuThIBaHNE JAHHBIX M3 KITI0Ya/3aITUCh TAHHBIX B KITIOY
Co3znanne/pefakTUpoBaHKe,/ yaaJcHUE TIOJIeH TTaMSATH KITIoYa
Pa6ora c annmapaTHbIMU aJITOPUTMAMKU

Pa6ora c 3anmuiieHHbIMU sTYeKaMu

Pa6ota c Tabnutieit ceTeBbIX JIMLEH3U N

Pab6ora ¢ mammamu, YnuciaMu, CTpOKaMU M CYSTIYMKAMU

YcraHoBka alirrapaTHbIX 3aIlIpe€TOB Ha ‘{TCHI/IG/ 3aIMChb Y4aCTKOB
ImaMATU

CoxpaHeHVe MacK1 BO BCTPOSHHO 0a3e JaHHBIX
WU B OTIEJbHOM aiiie

ITos yUYCHUC I/IH(i)OpMaL[I/II/I O IIOACOCAMHEHHLIX KJIIoYax

e [IporpammupoBaHue KiTfo4a (B TOM YHCIIE, U3 KOMAHIHOM CTPOKH):

o
o
o

3amuch TaHHBIX B KITIOY
[NakeTHBII peXXrM 3aruc
JlokanbHOe U yaaieHHOe OOHOBJIEHVE MaMSITH KJTIoya

e Pabota co BcTpoeHHO 0a30ii TaHHBIX:

o

o
o
o

o

Benenue 6a3bl Macok
Benenue 6a3b1 KOHEYHBIX TOJIb30BATENICH
XpaHeHMe NpOIIMBOK (BceX (PaKTOB 3aITMCH MAaCKU B KITIOY)

ITouck MPOIIMBOK MO 3aaHHBIM KPUTEPUSIM U BBIBOIL
pEe3yJIbTaTOB B BUJIE CITMCKA

VYnaneHHoe ¥ JIOKaTbHOE OOHOBJIEHUE TTAMSITH KITIoYa
110 J11060My (HaKTy MPOIIBKHU
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o [loaroroBKa AaHHBIX IJIS1 3aLLMThI PUIOKEHUIA:
0 [eHeparust MAaCCUBOB BOITPOCOB M OTBETOB aIMapaTHBIX
ITOPUTMOB
0 KomupoaHue/nekonrpoBaHUe TaHHBIX AITOPUTMAMK
o0 [IlIposepka BeimomHeHUs ¢yHKIMin Guardant API ¢ 3amaHHBIMU
rnapameTpamu

Yrumura GrdUtil.exe moanepkuBaeT paboTy CO BCEMU TUITAMU KITIOYeit
Guardant: Guardant Stealth 111 / Net 111, Guardant Stealth II / Net II,
Guardant Stealth / Net* u Guardant Fidus.

Cucremubie Tpe6oBanmna

Yrumra miporpammupoBanust GrdUtil.exe Bepcuu 5.X TIpembsBIsIeT

ClleyIole MUHUMAaTbHbIE CUCTEMHBIE TPEOOBAHMSI K arapaTHOMy U

MPOrpaMMHOMY 00ECTIEYeHUIO KOMIThIOTEepa:

e 32-6utHas onepauroHHas cucteMa Windows Vista/2003/XP/2000

e JlpaiiBepsl Microsoft Jet Bepcuu 4.0 vu Bbllle, HEOOXOIUMBIE 1151
JoCTyma K 6a3e TaHHBIX (KaK MpaBUiIo, 3T IpaiiBephl yKe YCTaHOB-
JIEHBI B OTIEPAIIMOHHOI CHCTEME)

e 10 M cBOOOJHOTO AMCKOBOTO MPOCTPAHCTBA,
6e3 yaeta Mecta 1t 6a3bl qaHHBIX Grd Util.exe

e Pasperrenue skpaHa — He Hrke 800x600, riryOrHa 1Beta — 16 6ur
o MaHMITYJISITOP THTIA «MBIIIIb»

OcHOBHbIE TEPMUWHDbI
ITpu padote ¢ GrdUtil.exe UCTIONIB3YIOTCS CIEAYIOLINE TEPMUHBI:

Iloaa namamu xaroua: 119 ynoOCTBa paOOTHI MaMSITh KJ0Ya B YTUJIUTE
GrdUtil.exe nornyecky pasziejieHa Ha oTaeibHble nojist. Kaxmoe mose
MpeACTaBIsSIeT COO0M YUacTOK MaMsITH, CoaepKalluii JaHHbIE, KOTOpPhIE
OTHOCSITCS K ONpeneieHHOMY TUITy. UToOBI 3armmcaTh JaHHBIC B KITIOY C
TTOMOIIBIO YTUJINTHI, TIPEABAPUTEIBHO UX HEOOXOMUMO 3aHECTH B 3apa-
Hee co3maHHoe Tojie. CTpyKTypa MoJieii Kiroya 00pasyeT ero MacKy.
Macka karoua — BHEIIHUI 00pa3 COAEPXKUMOTO MaMsITH 3JIEKTPOHHOTO
kmova Guardant; COBOKYITHOCTb TTOJICH TTaMSITH, X CTPYKTYpBI M 3Ha-
YeHU, peICTaBICHHAsI B yIOOHOM 11T BOCTIPUSTHS (popme.

Bcs pabora ¢ manasiMu kmova B GrdUtil.exe TporucxomuT Ha ypoBHE
MacoK: MH(GOPMAIIUs, HaXOOAIIascsd B MaMsITH KITI04a, CYUTHIBACTCS B
MacKy, Macka peJaKTUPYeTCsl I COXpaHSIeTCsl, UBMEHEHHbIE JaHHbIE 3a-
MUCBIBAIOTCS M3 MACKU B ITAMSITh KJTI0Ya.

" Guardant Stealth / Guardant Net ne eimyckatorcs ¢ despans 2005 rosa
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CylLieCTByeT HECKOJIBKO MOJBUIOB MACKU, Pa3IMYAIOIIMXCS IO MECTY U
TUIY XpaHeHUsl. Macka Kjirouya MOXET XpaHUThbCsSl BO BCTPOSHHOI ba3e
naHHbIx GrdUtil.exe Kak 111aGJI0H WM TPOIIMBKA, a TAKXKE B OTICIbBHOM
aiine.

Tlpowumy xarou, 3anpozpammuposams Kar04 — 3aricaTth B MaMsITh KJloya
JaHHBIE 11a0JI0Ha MacKu, MPOLIMBKY WK (aitia ¢hopmara .nsd.

IIla6aon macku — Macka C 3aJaHHOM CTPYKTYpOU M HaYaJIbHBIM Habo0-
POM TaHHBIX, a TAKKe YHUKATbHBIM UMEHEM U / WM Bepcuei, coxpa-
HeHHas B 6a3e GrdUtil.exe. DTo MoxXeT OBITH MacKa ISl IIPOrpaMMUPO-
BaHMS OIpeAeiieHHOW Momenu Kmodeld Guardant wiu, K TpuUMepy,
KJIIOYEH, MpeIHa3HAYEHHBIX UISI ONPEACICHHON BEpCUM 3ALIMUILIECHHON
nporpammsl U T. . [llaba0oH Macku ucnosib3yeTcsl Kak OCHOBa, Tpada-
peT [uisl mporpaMMupoBaHust. Kaxast 3armuch 1adjoHa B KoY (UKCHU-
pyercs B 6a3e JaHHBIX B BUJIE MPOLIVBKHU.

Tlpowmuexa — akrt 3anucu Macku B MaMSITh SJIEKTPOHHOTO KITova, a
TakKe COBOKYITHOCTb CaMUX MAHHBIX 3aIMMCAaHHOW MacKu, aBTOMaTnuye-
ckU coxpaHsieMbix B 0a3e naHHbix GrdUtil.exe B xone onepaiiuu 3arucu.
TTpoIIMBKY COXPAHSIIOTCS TOJILKO MpU paboTe B pexkrMe 0a3bl TAHHBIX.
Kaxpias mpoiBka MOXET COfiepXaThb YHUKAIbHBIA Ha0Op NAHHBIX.
[polMBKY UCTIONB3YIOTCS ISl TPOrPAMMUPOBAHKST M OOHOBJICHUSI Ta-
MSITH KJTFOUYE, B TOM YMCJIe TUCTAHIIMOHHOTO.

Daiia macku — daiin popMata *.nsd, B KOTOPOM MOXKET OBITh COXpaHEHA
Macka Kimova. PaboTa ¢ Mackoii, coxpaHeHHOI B (paiiie, UMeeT cepbes-
HblE OTPaHUYECHUS MO CPABHEHUIO C MacKaMU, XpaHSIIMMUCS B Oaze
nmaaHbix GrdUtil.exe. Tak, K mpuMmepy, He COXpaHSTIOTCS (haKThI TTPOIIIV-
BOK (haifJIoM MacKu u, TIO3TOMY TPYIHO BECTH YUeT TaHHBIX, MHIUBUIY-
ATBHBIX TSI KaXKI0TO KITtoYa (CITyJaifHble TTapOoJIv JJIs1 CEPBHUCOB 3alllv-
LIEHHBIX STYeeK), HeJIb3s TTPOBOIUTH OOHOBJIEHME OTICIBHBIX YI4ACTKOB
MaMsITH KJItoYa, He 3aTparvBasi OCTaIbHYIO IaMSITh.

Pesxcum 6azvt dannvix GrdUtil.exe — TopsinoK paGOTHI YTWIMTHI, TPU
KOTOPOM 111aGJIOHBI MacOK, IMPOIIMBKY KIIIOYE M CIMCOK KOHEYHBIX
MoJIb30BaTesIeil XpaHsITCs BO BCTpOeHHOM Oa3e ¢popMara Microsoft Ac-
cess 2000 (*.mdb) u 3arpyxatorcs u3 Hee. MHpopmariust u3 6a3bl JaH-
HBIX MOXET OBITh B JII000I MOMEHT MCITOJIb30BaHa ISl IPOrpaMMUPO-
BaHMS 1 OOHOBJICHMS TTaMSITH KITIOUEi, B TOM YHMCJIC TUCTAHIIMOHHOTO.

Pazpabomyux — co3natenb KOMMEPYECKOTO TIPWIOXKEHUS, Tporpam-
MUCT, UCTIOJIB3YIOIINI 2IeKTpOHHbBIe Ktoun Guardant ijist 3aluThl 1
JIMLIEH3UPOBAHUsI CBOETO MPOJIYKTA.

Koneunvuii noavzoeameab — KIVEHT pa3pabOTUMKa, TOKYIMATENb TPO-
rpaMMHOTO MPOIYKTa, 3allUIleHHOro Kimoyamu Guardant.
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Fnasnoe okHo yrunurbl GrdUtil.exe
Baxnas undopmauus
[ns ycneluHol paboTbl C YTUAWTOWM K KOMMbIOTEPY AOMKeH 6biTb MoacoeamHeH nioboi
3MEKTPOHHBIA KNtoY Guardant € 3afiaHHbIMM KoAaMy AOCTyMa.
Yr1o6bl HaYaTh pabOTY C YTUIIUTOM MTPOrpaMMHUPOBAHUST KITIOUA, BBITION-
HUTE OJHO U3 CJICAYIOLIMNX JCHCTBUI:
e Otkporite daiin GrdUtil.exe, HaxooAMiACs B KaTajore “%oPro-
gram Files%\Guardant\Guardant 5\%Public Code%6\Bin”
o Bribepure anemeHT MporpaMmMupoBaHme kirouen Guardant
B 000s10uKe Guardant UHTerpaTop
o Bribepure anemeHT MporpaMmMupoBaHue kirouen Guardant
W3 TIporpaMMHOIA rpyIinbl Komnnekr pa3paborumka Guardant 5 —
“%Public Code%0” B MeHI0 Myck

Ha OKpPaHC IIOABUTCA INIABHOC OKHO YTWJIUTLI. an/I TICPBOM 3aITyCKE
GrdUtil.exe BMecTe ¢ TJIaBHBIM OKHOM YTUJIWTBI HA 9KPAHE IOABIACTCA
JUajIor MaCTepa INOAK/IIOYECHUA BCTpO€HHOI71 0a3bl JAHHBIX:

Fronacrop namatw xnouss GUARDANT M3 peana: default nad) _lojx]

Pain  Pege Enwu  Baa E

[r——— . x| ) e Ea N -
DB HE a0 55% 0 9|6 & %o T[]
Fanecrop Macku

ina [ 3en. | Tun | | Aunupuua
ooog oooy LR Nopeiwi anmyck grdutil
ooo1 o001 Bux
oooz - oon? Cuoty
nond  onoz Bz B el RO PO PRANOGNE
0006 0002 Cuort PTG, AT € G350 s
o006 0002 i P 9 FOTERRRY NSNS
oo 0004 Baaar

= BT T PP T Ban K i
PEMLI00ATENG, KETOPLH 3T KNG Bt
ROk,

o014 0022 rw  Tafim
0038 0022 rw  Anrop
O0S®  00FF  rw  Anrop
ooao 002z rw  Anrop
0102 0014 rw  Jawm
0116 0024 rw Do
0140 Do40 rw  Anrep
0180 0040 rw  Anrop

HpETe MHAVEMATANEHES LaHHER AN
WA DTAENERIND KINIUA, MR, A1
Erpaith 111 310 fpere pABoT € ATOEIMIM i
MU ARSI W RPN TAINGHCND
OFHORNSHAR KT

(nzzol arza KETHIE B MOAERry Bater daresns P
1944 0002 Tane
1948 0006 Tone

&
nin 0016 Fnpor

e

Bants > [

Weakinom etk | Public - $1917567 / 'DEMONVE! Cochopmo Gamr 1724 Janpetec re219 we219 Gusrdant Stesith Il y

[lepBasi cTpaHuLa AUaAOra CONEPXKUT MEPEKTI0YaTeNb, TTO3BOJISTIOIIMIA
BKJIIOYMTb U HACTPOUTH 0a3y NAHHBIX HEMEUIEHHO, WIM OTJIOXHUTh 3TO
JIEWCTBUE.

Baxxnas nndopmauus

BbINOMHUTBL HACTPOIKy 6a3bl AaHHBIX MOXHO B Nt060i MOMeHT paboTsl ¢ GrdUtil.exe
npy nomoLLmM KoMaHzabl MeHio Basa gaHHbIX | HacTpoiika 6a3bl AaHHBIX.
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Pexkxum 6a3bl JaHHBIX SIBJISIETCSI OCHOBHBIM M PEKOMEHIYEMbIM PEXKU-
MoM pab6otel ¢ yruiauToit GrdUtil.exe. Onucanue 6a3bl JaHHBIX U TTPO-
1iecca ee HaCTPOMKM CM. B paszesie basa gaHHbIx GrdUtil.exe.

B miaBHoMm okHe GrdUtil.exe oToOpaxkaroTcsi ciaeaylolye 3JeMEHTbI

YIIpaBJIEHUS:
e MeHio

e [laHenb MHCTPYMEHTOB

e PenmakTop Macku

e MHCTpyMeHTHI 6a3bl JaHHBIX (B peskuMe 0a3bl JAHHBIX)

e [IpommBku (B pexkuMe 6a3bl JAHHBIX)

e [laHenb cocTostHUS

Menio m naHenb UHCTPYMEHTOB.
Cnoco6bl BLINONIHEHMUS ONEePaLUi
Mento u manenb uHCTpyMmMeHTOB GrdUtil.exe MMeEIOT Clemyromyro

CTPYKTYpY:
Paspen KomaHnpa Fopsiune MaHenb OnucaHue KOMaHAbl
MEeHI0 MEeHIo KNnaBuwn WHCTpY-
MEHTOB
Hoseiii Ctrl+N ] Co3paTb Macky
OTKpbITh Ctrl+0 [ 3arpy3utb Macky u3 daiina
CoxpaHnTb Ctrl+S =) CoxpaHuTb Macky B aiine
CoxpaHuTb Kak... | Ctrl+A - CoxpaHnTb Macky B HOBOM daiine
KoHBeptuposatb | Alt+C ) MNepeHecTn aHHbIEe B Macky
S Macky AN ApYroro Tvna KnoYen
S Bbixoa Alt+F4 - 3aKpbiTb NPUIOXKeEHWE
BWUTb NON ns i 1aTh NONE HY)KHOMO T
, Hoba one | Cozpaa one oro a
=
Eg CBoiicTBa nonsi Ctrl+P PepakTupoBathb none
© ©
o
§ <3 Ypanutb none Del G YaanuTb BblbpaHHoe nosne
3anucb B KoY Ctrl+wW r>! MepeHecTn AaHHbIE U3 TEKYLLEN
5 Mackun B NamsiTb Koya
YreHne Ctrl+R <-|. lNepeHecTn AaHHbIE U3 NamMsATH
13 Kntoya § K/II0Ya B TEKYLLYIO MacKy
MakeTHbIN - MoouyepeaHo nepeHecT AaHHblE
pexum r>! U3 TeKyLUel Mackv B NaMmsiTb He-
CKOJbKMX KJTtoYen
MHdopmaums Ctrl+I \@ MonyunTb MHbOpMaLmio
0 K/oye ¢ 0 Knoye(-ax)
YcTraHoBUTb Ctrl+L YcTaHOBMTb annapaTHble
3anpetbl & 3anpeTbl Ha YTeHue n/mnm
3anucb C BbIBpaHHOro yyacTtka
naMmsaT Koya
5 Co3patb oTyeT Ctrl+Q ! MonyunTb OTBETHI annapaTHOro
S anroputma : anroputMa
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Paspen KomaHnpa Fopsiune MaHenb OnucaHue KOMaHAbI
MEHI0 MEeHI0 KNaBuLn WMHCTpY-
MEHTOB
Mpeobpasosa- Ctri+T . KoavpoBsaTb/aekoamposaTb
Hue ECJ, AaHHble BbIGPaHHbLIM annapaTHbIM
anropuTMomM
BbInonH1TL Ctrl+F MpoBepuTb KOPPEKTHOCTH
byHKUMIO BbINOSHEHMSA yHKUMIA Guardant
Guardant API API ¢ 3agaHHbIMK NapaMeTpamu
O6HoBNEHME Ctrl+M . BbInonHUTL yaaneHHoe
Koya =) /nokanbHoe nNporpaMMnpoBaHmne
namaTn Knova
3aBepwmnTb Ctrl+E . 3aBepwunTb yaaneHHoe
0bHOBNEHME = nporpamMMMpoBaHne NamsT
Ko4a K/to4a Mo akTy NPOLUMBKM
MaHenb Alt+B ) MokasaTb/cKpbiTh
VNHCTPYMEHTOB naHesib UHCTPYMEHTOB
Crpoka craTtyca Alt+V - Moka3aTb/CKpbITb CTPOKY CTaTyca
Cucrema Ctrl+2, BblbpaTb cUCTEMY CUMCIEHUs:
cyncneHus: Ctrl+8, ) [BOMYHYIO, BOCbMEPUYHYIO,
BIN, OCT, DEC, Ctrl+0, OECATUYHYIO U LWecTHaauaTepuy-
HEX Ctrl+6 HYIO COOTBETCTBEHHO
- BbibpaTth 5i3bIk Ctrl+G ) BbibpaThb pyccKuid/aHrnniickuii
a uHTepdeiica A3bIK
BkntounTb Ctrl+D MepeiTv B peXUM/BLINTU
/ BBIKNIOYUTD ﬂ 13 pexxuma 6asbl AaHHbIX
6a3y AaHHbIX GrdUtil.exe
MonyunTb Alt+L BblBECTW Ha 3KpaH nepeYveHb
CrMCoK - NPOLUMBOK, YAOBNETBOPSIOLLIMX
NpOLUMBOK 3a/laHHbIM KpUTEPUSIM
3arpysutb Alt+F 3arpysutb B PefakTtop mMacku
NpOoLUMBKY NO @ NPOLLUMBKY, CBEEHUS O KOTOPOM
yucny-Bonpocy coaepxarcs B 3anpoce
Ha 06HOBNEHWe KtoYa
3anucaTtb Macky Alt+W E CoxpaHuTb peaakTMpyemyto Mac-
B 633y AaHHbIX Ky B 6a3e AaHHbIX GrdUtil.exe
3anucatb Macky | Alt+S CoxpaHuTb pefaKTupyemyo
B 633y AaHHbIX % Macky B 6a3ze AaHHbIX NOA HOBbIM
KaK.. MUMEHEM U/Unn Apyroi Bepcuein
3arpysutb macky | Alt+R 3arpysutb BbibpaHHYt0 Macky
13 6a3bl AaHHbIX — B Pepaktop
Ypanutb Macky Alt+M & YpanuTb BblI6paHHy0 Macky
13 6a3bl AaHHbIX 13 6a3bl AaHHbIX
BblbpaTb Alt+U Bbl6paTb KOHEYHOrO MoNb30BaTe-
KAneHTa ns 3 6asbl AaHHbIX W caenaTb
€ero TeKkyLmuM
x HobasnTb Alt+N ;E 3aBEeCTM HOBOTO KOHEYHOrO MOJb-
2 K/IMEHTA 30BaTens B 6a3e JaHHbIX
I
=3 MHbopMaums o Alt+1 BbiBECTW HaA 3KpaH y4eTHYy0
® nonb3oBsarene ig 3an1cb yKa3aHHOro KOHEYHOro
3 nosib3oBaTens
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Paspen KomaHnpa Fopsiune MaHenb OnucaHne KOMaHAbl
MEeHI0 MEeHI0 KNaBuLLIKn WUHCTPY-
MEHTOB
Yaanutb Alt+X Yaanutb y4eTHyIo 3anucb
KNveHTa l}z KOHEYHOro nosb3oBaTens
13 6a3bl AaHHbIX
HacTpoiika 6a3bl | Alt+D ) 3anycTuTb MacTep HacTpOiku
[aHHbIX 6a3bl faHHbIX
[naBHOe OKHO F1 ) OTKpbITb FNaBHyO CTpaHULYy
cnpaBoYHoro daiina
ConepxaHue Ctrl+F1 } OTKpbITb COAEPXKaHUE CNpaBoY-
Horo chaina
Monck Alt+F1 ) OTKpbITb CNpaBKy Ha BKIaake
o Monck
o
8 O nporpamme Alt+A ) I'Ionyq_MTb MHbOPMaLMO 0 BEpCUK
S GrdUtil.exe
TakyM 06pa3oM, OCHOBHBIMU CITOCOOAMU BBITTOJTHEHUSI OTlepaLuit
B GrdUtil.exe siBIsSIIOTCS:
e  Bribop KOMaHIBI MEHIO
e Haxarue «ropsumx» Kj1aBUII
o [llen4oK MBIIIBIO TTO TMKTOrPaMMe Ha MaHe I MHCTPYMEHTOB
JI1s1 HEeKOTOpBIX Omnepaluil CYILECTBYIOT IOIOJHUTENbHbBIE CIIOCOObI
BBITIOJIHEHU A
¢  BriOoOp MyHKTa KOHTEKCTHOIO MEHIO, KOTOPOE MOSIBJISIETCS 110
ILIETUKY MpaBOi KHOTIKY MBIILIH (TTPU 3TOM JOKHO OBITh BBIIEIEHO
HY>KHOE T0JI€ WJIN CTPOKa)
Bb1060p HY>KHOTO TM0JIS1 TAMSITH U TIPOCMOTP €TO CBOMCTB ITPOUCXOAUT
C ITIOMOIIbIO:
e Haxarus Ha knaBuiity mpo6esia 1mociie BblaeJeHUsI oS KJIaBUIa-
MU CO CTpEJIKaMU
o JIBOIHOTO I1Ie/TYKa JIEBO KHOMKK MBI Ha BbIIEJIEHHOM I0JIe
Pepakrop mackm

B Penmakrope Macku MpoMCXOOUT BCsl paboTa Mo MporpaMMUpPOBAHUIO
KJTIoYa:

e 3arpy3ka Macku B PemakTop 13 6a3bl JaHHBIX WU haiiia

e  CuuThIBAaHME JaHHBIX U3 IIOACOEAMHEHHOIO KIII0Ua B 3aTPYKEHHYIO
Macky

e PenakTtupoBaHue CTPYKTYPHI U COIEPKUMOTO MaCKH
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CoxpaHeHUe TeKyllel MacKu B 6a3e TaHHbIX WK (aiiie
3anuch JaHHBIX MACKH B MOICOSTMHEHHBIA KITIOY

IIpoueaypa 0OHOBIEHMST KJTI0Ya HA OCHOBE AAHHBIX 3arpy>KeHHOM
MacKu

o Penartop namsru kmouedn GUARDANT  [Us eafna: default.nsd] [_Ta]x]

| ®aan Pegaxruposars Kmouw Bua Basagamsen  Cnpaoka

ID&H| DA Mal-lo8] &40 |08 |@ & & e -

Pegaxtop macki

Agpec | Pasm__| 3anpe | Tun Wrs 3HaueHue

0000 | 0001 Beasnakopoe uenoe Homep nporpammet 0
0001 0001 BessHakoboe uenoe Bepcun 1
0002 0002 Cuerunk Cepunmi N: 0
0004 0002 FessHakoBoe uenoe BuToBan Macka 0
0006 0002 Cuerunr/raiimep Cuerwu N1 [GP) 0 (0 In 0 4 0 Mun)
0008 0002 Eeasnakopoe uence Cuerumr N2 0
o010 ooo4 beasHakoBoe uenoe Wupexc 0
oo14 0022 Tw Tafinuua anropurmos 00 00 00 00 FA 0D 42 0058 0.
0038 0022 rw  Asropurm 00 (GSIIE4) GSIIE4 7854 A322 17 E2 FE 61 23 A...
00s8 0022 rw  Asropurm 01 (HASHE4) HASHE4 34 3D BC 24 A5 91 87 6219 1...
0080 0022 rw  Asropurm 02 (RND64) RANDG4 A79533E1D2 0047 10EAB...
0102 0014 rw  Jawuumennas suedka 03 Read only user data 00 00 00 00 00 00 00 00
0116 0024 rw  Jawuumennas sueica 04 Read/Wiite user data 00 00 00 00 00 00 00 00
0140 0040 rw  Aaropurm 05 [GSII64) 651164 Demo 7854 A322 17 E2 FE 61 23 A
0180 0040 e Anropurm 06 [HASHE4) HASH64 Demo BC 8E 83 FB 43 SF BB 1A DA ___
0220 1724 CeoGogHas namsTs 00 00 00 00 OO 00 0D 0O OO 00
1944 0002 TofE 10A YTHAKT ABTOSAL...
1946 0008 Tose AnA yTHAKT AMarHoCT. ..
n/a 0016 Maposk yaaneHHoro o6HOE. .

W a60m mscr |[Public - 51917557 / DEMONVK! CeoBonro Geim: 1724 |Janperer =219 w=213 || Guardant Stealth I 4

ITpu paGore B pexkuMe 0a3bl JaHHBIX K PenakTopy Macku 100aBisiOTCSI
OKHa: MHCTpyMeHTbl 6a3bl AaHHbIX U MpoWMBKKU, KOTOPhIE paccMaT-
puBarotcd B pasnesie basa pgaHHbIx GrdUtil.exe.

Penakrop Macku opraHM30BaH B BUjIE TaOJIMIIbI, CTPOKU KOTOPOi1 0Opa-
3YIOT TTOJIST TTaMSITH KJTroua (TMprYeM KaKIoe TojIe 3aHUMaeT OTHY CTPO-

KY),

a CTOJIOLIBI — TTapaMeTphI MOJIEit:

Mapametp nons

OnucaHue

Adpec

Appec nons B pexume UAM

Pa3mep Pasmep nons B Galitax
3anpeTbl AnnaparTHble 3anpeTbl”, YCTaHOB/IEHHbIE Ha AaHHYI0 06/1aCTb NaMsiTh
Tvn Tun nHbopMaLmK, KOTOPYIO COAEPXUT rone.
BO3MOXHbIE BapuaHTbl ™ : annapaTHbIi anropuTM, 3allMweHHas sueika,
Tabnvua MLEH3WI, LieNioe YNCNo, CTPOKa, CHETUMK, Aamn
Nms Jioboe noaxozsiee No CMbICY Ha3BaHWe nons
3HaveHne OT0bpaxeHne coaep>XMMoro nons

" JleTasibHOE OTMMCAHME ATTIAPATHBIX 3aIPETOB 1 X 0003HAYEHH A
CM. B ITyHKTE YCTAHOBKA ANNAPATHBIX 3aNPETOB

" Bonee Mopo6HO KaxIblil TUIT MosIst GyeT pacCMOTpeH fasee
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LiseToBas MHAMKAUKUSA NONEH

J171s1 ymoOcTBa BOCIIPUSITHS TTOJIST ITAMSITA MMEIOT 1IBETOBBIE
0003HAYEHUS:

LiBer Yto o3Hauaer

XKentbivi Mons o6LWero 1 cneuranbHOro HasHayeHms

3eneHbli | O6nacTb cBO60AHONM NaMSATH KitoYa

Benbiii Mons, co3paHHble pa3paboTynkom

CuHUI BblaeneHHoe none

Cepblit Mone, copep>allee naposb yaaneHHoro obHoBneHns (Guardant Stealth 111 / Net 111)

OrtzenbHbIe BUABI TIOJIEH MOTYT BBIAEIATHCS MIPUGBTOM: TaK A€aKTUBU-
POBaHHbBIE ATOPUTMBI U 3aILUIIEHHBIE STYEKN 0003HaYatoTCsl OJIeAHO-
cepbIM IPUGTOM.

Nanens cocroanuua

B naHenm cocTosiHYSI OTOOpakaeTcs cieaytoast MHGOpMAaIUs O MacKe
1 TEKYLLEM KJIIoYe:

L4 I/IHI[I/IKaTOp MacCKu:

o Cocrostnue Macka:
©CJIM MacKa 3arpy;eHa U3 CIMCKa IMPOIIBOK

o Cocrostaue Ila6aon macku.
©CJIM MacKa 3arpy;eHa 13 06a3bl JaHHBIX WK (paiina

e  OOuIMIi KO TOCTYyMa B AECITUMHOM M CUMBOJILHOM BUJIS

e  O0BEeM CBOOOMTHOM MAMSITH

e  HwxHadg rpanuiia anmapaTHBIX 3aIPETOB HAa YTEHUE U 3aITUCh
o Tun kioua

COBOKYITHOCTb BCEX IOJIEH MaMSITH U UX COAECPXKMMOIo 00pas3yioT Tak
Ha3bIBAEMYIO MACKY — CTPYKTYpPY, BHELITHUI 00pa3 MaMsITH KJtoya.

Macka aenaet paboTy ¢ TaMsIThIO KJTroua 0oJiee HAMISIAHOM W yIOOHOM.
Macka MoxeT xpaHuTbcs B 6a3e naHHbIX GrdUtil.exe uiu B cieliaiib-
HoM paiiiie (¢ pacumpeHueM *.nsd).

Macku kmoueil paznuuHbix TMnoB (Guardant Stealth III/ Net III,
Guardant Stealth 11/ Net 11, Guardant Stealth/ Net, Guardant Fidus)
OTJIMYAIOTCS OPYT OT Apyra. [103ToMy BakHO CJICOUTh, YTOOBI B KITHOU
3aIIMCBHIBANIACH ITOAXOISIIAS 10 TUILY MACKa.

Cozpanme mackm

[Ipu mepBoM 3arycke yTWIMTHI aBTOMAaTWMYECKW CO3[aeTCsl Macka To
yMouaHuio. THUIT MacKu TI0 YMOTYAaHUIO 3aBUCHT OT TUTIA AJIEKTPOHHO-
IO KJTI04Ya, KOTOPBIX Ha TOT MOMEHT TIOICOEIMHEH K TIOPTY.
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Uto0bI co3aTh HOBYIO MacKy, BBITIOJTHUTE KOMaHIy MeH10 ®ain | Ho-
Bblii. B mosiBuBIIIEMCSI AMAIOTe C TIOMOILBIO CEJIEKTOpa BbIOEPUTE TUIT
MAacKu JU1sI paboThI ¢ ONpeaeSIeHHBIM TUTIOM KITIOUEH:

BeifiepuTe Tvn knoua [ =]

©) Guardant Stealth I1Met 1T

© Guardant Fidus

O Guardant StealthMet

QI | OTmMEHA

Baxnas undopmauus

B GrdUtil.exe He pasnMualoTcs Macku A1t NOKasbHbIX U CETEBbIX Ktoueid. Mo3ToMy npu
noaaepXxKe 06enx pasHOBUAHOCTEN KIoUell pEKOMEHAYETCS CO3/1aBaTb OTAE/bHbIE MacKu
[U1s1 MPOrpaMMMPOBaHUS NIOKaNbHbBIX U CETEBBIX KITHOYEN.

IMocne HaxaTus kHorku [OK] HOBas Macka 3arpyxaeTcs B Pegakrop
MacKM U el pucBauBaeTcd UMsl default.nsd, KOTOpOE NTOTOM MOXHO
n3MeHuTh. MiMs1 Macku oToOpaskaeTcst B 3arojioBKe IJIAaBHOTO OKHA yTH-
JIUTHI.

CoxpaneHue macku

1. Coxpanenue macku B 6a3e aannbix GrdUtil.exe B Buae wabnona

Yto6bl coxpaHuTh Macky B 0a3ze maHHbIX GrdUtil.exe, BBIMOJIHUTE KO-
MaHIy MeH1o Ba3a gaHHbIx | 3anucaTtb Macky B 6a3y AaHHbIX.

Yto6bI coxpaHuUTh MacKy B 0a3e gaHHbIx GrdUtil.exe moa apyrum nme-
HeM, BBITIOJIHUTE KOMaHIy MeHIO Basa AaHHbIx | 3anucaTtb Macky B
6a3y AaHHbIX Kak...

Pexxrim 6a3bl JaHHBIX SIBISIETCS MPEAITOUYTUTEIBHBIM PEKMMOM pabOThI
¢ GrdUtil.exe. IlompoGHOe omucaHue cM. B pasznene Bbasa AaHHbIX
GrdUtil.exe.

2. Coxpanenue macku B 6aze panHbix GrdUtil.exe B Bupge npowmexu

ITpu pabdote B pexxrme 6a3bl JaHHBIX MacKa, 3aIcbiBacMasl B KJII04, aB-
TOMaTUYECKM COXpaHsIeTCs B 0a3e B Bue npowueku. B otimuue ot 1miab-
JIOHA MacKH B TIPOLIMBKE XPAHSTCS JaHHbIC, MHANBUIYaTbHbIC IS Ka-
KIIOTO KITIoYa (HarpuMep, CTydaiiHble Mapojiv K 3allMIIEHHBIM Sueii-
KaM WX TIapoJid TOBEPEHHOTO yIaJIeHHOro oOHOBJIeHMS). [IpommBka
UCHOJIb3YeTCs B JaJdbHEHIIEM JIJIsl TTIPOrPaMMUPOBAHMS I OOHOBJIEHUS
namaTy kmoueit. [TogpoGHoe onucaHue cM. B pasaeiie basa gaHHbIX
GrdUtil.exe.
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3. Coxpanenmue macku B yaiine

[pu 3aBepiieHnn padboThl ¢ Tekyieid Mackoir GrdUtil.exe 3anparimBaeT
MOATBEPXKACHUE Ha ee COXPaHEHUe, eCIM U3MEHEHHST B MacKe He ObUTH

COXpaHECHbI:
Pegaxrop namary kmouen GUARDANT ﬂ
?

“'.1’; CoxpaHuTb TEKYIMYID Macky?

Her | OTtmena |

BHelHMM IpU3HAKOM TOTO, YTO MacKa ObUla M3MEHEeHa, U Iepel 3a-
KDPBITUEM €€ HEOOXOIMMO COXPAHUTD, CIIYXKUT 3BE3I0YKA II0CIE HA3Ba-
HUST MACKU B IVIABHOM OKHe 3arojioBke riaBHoro okHa GrdUltil.exe:

: Pepaktop namaru kmoved GUARDANT  [M3 ¢aana: Stealthlll_Mask nsd™]

| ®atin  Penaktunorare. Kanu  Run  Fasa namse  Conarka

YT1oObI COXpaHUTh OTPEIAKTUPOBAHHYIO MACKY B TeKylleM (aiiie, Bbl-
MOJIHUTE KOMaHIy MeHIO ®ain | CoxpaHuUTb.

YT0oOBI COXpaHUTh MacKy B HOBOM (haiisie, BHITTOJHUTE KOMaHIy MEHIO
®aiin | CoxpaHuTb Kak... B MosiBUBILIEMCS] CTAHIAPTHOM JUaJore co-
XpaHeHwus daiiia ¢ ApyruM Ha3BaHUEM 3ajialiTe HOBoe UMs haiiia 1 Ha-
JKMUTE Ha KHOTIKY [CoXpaHuTb]:

Darca: [ LATEZT -l & F e @
Stealthlll_Mask nsd

Mma @aina |Ned|I_Mask CDﬁDaHHTbI
Tun gaina: I‘:F‘aﬁnblmacm[*.nsd] LI Orrena |

4

[Tocre onepaiu coxpaHeHMs B 3arojioBKe TiaBHoro okHa GrdUtil.exe
OyIeT O0TOOpaXaThCsl MMSI COXPAHEHHOM MacKW, a TakkKe yka3zaHue Ha
TO, YTO MacKa coxpaHeHa B (aiie:

pakTop namsard knwyed GUARDANT  [Ms ¢

| ®agn Panavrunnrar. Kmou Run  Rasa aamae  Conarea
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3arpysxa mackm

Bo Bpewmst zamycka GrdUtil.exe mpoucxoauT aBroMaTiecKast 3arpy3ka
MAacKH, KOTOpast pelaKTHPOBAIACh BO BPEMsI MOCIIEIHETO ceaHca paboThl
¢ yrunTtoi (uam Macku default.nsd).

IMocrte 3arpy3ku Macku PemakTop MoKa3bIBaeT CITMCOK IO 1 3Haue-
HUS, 3alMCAHHBIE B HUX HA MOMEHT CO3IAHMUSI WIM TOCIEIHEH MOIK-
(ukamy Macku. YToObI 3aHECTU B MACKY peasibHbIE 3HAYCHMSI U3 MO~
COEIMHEHHOI'O KJII0Ya, BEITOHUTE OIEPALIVIO YTEHUS ITAMSITH KJII0Ya.

1. 3arpy3ka wabnona macku us 6assl aannbix GrdUtil.exe

Urto0kI 3arpy3uTh MacKy U3 6a3bl JaHHBIX B PeakTop Macku, BblieIuTe
HY>XHYIO CTPOKY B CITUCKE MacOK (OKHO MHCTpyMeHTbl 6a3bl AAaHHbIX,
BKJIaika Macku) U BBITIOJTHUTE ABOMHOM LIETYOK JIEBOW KHOMKON MbI-
LM WU BBINIOJIHUTE KOMaHy Ba3a pgaHHbIX | 3arpy3uTb Macky u3s 6a-
3bl fAAHHbIX.

Pexxuim 6a3bl JaHHBIX SIBJISIETCS MPEANIOYTUTEBHBIM PEXUMOM pabOThI
¢ GrdUtil.exe. IMompoGHOe omucaHue cM. B pasnene Bbasa AaHHbIX
GrdUtil.exe.

2. 3arpysKa MacKM U3 CNMCKA NPOLIMBOK
J1oOyo TIPOIIMBKY, T. €. MacKy, MPOIINTYIO B KJIIOU M COAEPXKAIIYIO
YHUKAaJIbHBIC TaHHBIE (CTyJaifHbIe TTAPOJIM U TIPOY. ), MOKHO HailTH B Oa-
3¢ JaHHBIX 110 3aAaHHBIM TTapaMeTpaM U 3arpy3uTh U3 oOKHa MpowwmnBku
B Pemaktop Macku.
YToOBI 3arpy3uTh MPOIIMBKY B PenakTop Macku, UCTIONB3YHTe OMUH U3
CJIeaYIOLIMX BAPUAHTOB BBIMIOJTHEHMSI OTIepalliu:
e JIBOIHOI 11IEJTYOK JIeBOM KHOIMKOM MBIILIY 11O HY>KHOM 3aITMcu
e [llemyok nmpaBoii KHOMKOM MBILLIH IO HY>KHOI 3aITCH 1 BBIOOD

MyHKTa 3arpy3uTb B OTKPbIBILIEMCS] KOHTEKCTHOM MEHIO

[MonpoGHoe onucaHue cM. B pasneiie Basa aaHHbIx GrdUtil.exe.

3. 3arpyska macku u3 dalina
YtoObI 3arpy3uTh MacKy u3 ¢aiia B PegakTop Macku, BBIMIOJTHUTE KO-
MaHIy MeH1o ®ain | OTKpbITb. B nosiBuBILIEMCSI CTaHIAPTHOM JIMaJiore
OTKPBITHS (haiiiia BEIOEpUTE HYKHBIN (hailyl U3 CIMCKa W HaXKMUTE Ha
KHOTIKY OTKPbITb.
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Jnanor oTKpbITUS (haiiia MacKu:

OTkpoiTL

DNanka: I 3 LATEZT

Netlll_Mask nsd

Mraa palina IStea\thIH_Mask.nsd

Tun dalinoe: ICPannbl raacku [ ned)

DOrepeme I
-] OtreHa |
A

Z)

BoiOpanHblii daitn Oyner 3arpyxeH B Penaktop macku.

Mona namaru

s HamgmHOCTM W ymoOCTBa pabOTHl MaMSATh KITIOYa B YTUJINTE
GrdUtil.exe oruyecku pasmesieHa Ha OTaeabHbIe Tofst. Kaxkmoe mose
MpEaCTaBIsieT CO00M YJacTOK MaMSITH, COAEPXKAIlMii JaHHbIe, KOTOPhIE
OTHOCSITCS K OTIPEIeIEHHOMY TUITY. YTOOBI 3amucaTh TaHHBIE B KJIIOYU C
TIOMOIIIBIO YTWJIUTHI, TIPEIBAPUTENTLHO MX HEOOXOIMMO 3aHECTH B 3apa-
Hee co3naHHoe rose. [lepedyeHp n CTpyKTypa Mosieil Kioda oopasyioT
€ro Macky.

ITo cBoeMy Ha3zHaYeHMIO TIAMSITh KITIOYa JIOTMUECKM JEIUTCS Ha He-
CKOJIBKO 00JacTeil (TIepeuncIisIioTces] TOCeOBaTeNIbHO, HAuYMHAS C
MJIQIIINX aApecOB):

0O6nacrtb naMaTn

KpaTkoe onncanue

Monst Tonbko
ONS YTeHus

JloCTYNHbI ANst YTEHUS U HEAOCTYMHbI ANs 3anucn dyHKumamm Guardant
API. Copepxat cnyxebHyto nHhopMaLmio, KOTopasi MOXeT UCMOoNb30-
BaTbCS B Ka4ecTBe NapamMeTpoB MOUCKa Ktoya U3 npunoxenus. U3 Grdu-
til.exe 3HauYEHWsI MOEN MOXXHO MPOYMTATDL C MOMOLLBIO KOMaHbl MEHIO
Knrou | UHcpopmaumto o knrove

Monsa cneuunanbHbIX
onepauui

[lOCTYNHbI ANS YTEHWS W BbINOSIHEHWS CNEUMabHbIX onepauumii Guardant
API (GrdlInit, GrdProtect). Vicnonb3ytoTcs Ans onpeaeneHvs Yicna anna-
paTHbIX aNropuTMOB B K/TIOHE W a[IpecoB annapaTHbIX 3arnpeTos.

M3 GrdUtil.exe 3Ha4YeHWs NOMEN MOXXHO MPOYUTATL C MOMOLLbLIO KOMaHAbI
meHio Kntou | UHdopmaumio o knroue

Mons obwero
Ha3HayeHus

[ocTynHbl Ana uyteHus u 3anucu. Coaepxat HOMEp U BEpCUIO MpuUioxe-
HUSI, CEPUIHBIN HOMEP KJItoYa, CYETUMK 3aryCKOB M CETEBOW pPecypc U T.
4. Vicnonb3ytoTcs yTUAMTON aBTo3almTbl U yHKUMsMM Guardant API

Monsa ceob6oaHoro
HasHaueHus

CsoboaHas obnactb namsTn kntova. Mossonser XpPaHUTb nobble AaHHble,
HeobxoanMble AN 3amnTbl npunoxexusi. B 3Tol 0651acTV NaMATU MOXKHO
CO3A4aBaTthb NMONA PasfIMYHbLIX TUMOB, PEAAKTUPOBATL UX COAEPXKUMOE U
yAansaTb 3TU NONs.

Monsi cneunanbHoOro
HasHa4vyeHus

Cﬂy)KeﬁHble nons, KOTopble NCNOMb3YHOTCA YTUIUTAMWN aBTO3alUNUThI,
ANCTaHLUMOHHOIO NporpaMMmnpoBaHns N ANarHOCTUKKU KnkoYa.
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[anee paccMaTpuBalOTCSl TOJIBKO T€ KATErOpWU TOJIeid, KOTOpbIE J0C-
TynHbI 115 pegaktupoBanust u3 GrdUtil.exe: mosst oG111ero 1 CBOOOIHO-
ro HazHaueHus1. OcTanbHbIe 00JIaCTH MaMSTH MOAPOOHO paccMaTprBa-
10TCS B pazziesie YCTPOWCTBO NaMsATH kitouel Guardant.

Mons o6iero HasHavYeHns

I'pyrma nosneit, Ha3HaYeHWE KOTOPBIX NIPEIOTIPEIeNIeHO. DTH TTOJIST «3a-
KpeIvieHbl» 3a aBToMaTvyeckoil 3aumToii . Moatomy GrdUtil.exe rmo-
3BOJISIET TOJIBKO PENAKTUPOBATh COMEPXKMMOE IIOJIEil OOIIEro Ha3Haye-
HUsI, HO He YIAIsITh CAMU T10JIsI M3 MacKU.

I1py MCIIOIB30BaHNM aBTO3AIINTEL COAEPKUMOE ITOJIEN IIPOBEPSIETCS Ha
COOTBETCTBHUE 3a0aHHBIM TpeOoBaHUsIM. «[IpUBsI3Ka» K ITOJIIO OCYIIECT-
BJISIETCSI C TIOMOIIBIO OMNpeIeIeHHOM OILINH.

IMomst OOLIETO HAa3HAYEHMST MOXKHO MCIIOJIb30BaTh M (DYHKIMSIMU
Guardant API (x mpumMepy, ycTaHaBIMBATb 3TH MOJS B KAYECTBE KPUTE-

pYEB MOMCKA KiTloYya MPUIOKEHUEM).

Tabnuia xapakTepUCTUK M0JIeit 0011Iero Ha3HAYEeHYSI:

Apnpec HasBaHue AnanasoH HasHaueHue Pa6oTa c nonem
(UAM) WU TMN nons 3Ha4YeHuM, U3 NPUNoXeHUs
DEC ABTO- API
3awmTa
0000 Homep 0 - 255 «[puBs3Ka» Konuu nNpuno- /UN @ g
nporpammbl, XKEHUA K KoYy AN noa- [=[0x]...] S &
6e33HaKoBoe [IE€PXKN HECKOSbKUX MpO- g il
uenoe rPaMMHbIX NPOAYKTOB ® %
0001 Bepcusa 0 - 255 «[puBs3Ka» Konuu Npuno- /uV S g
nporpammsl, XKEHUS K KoYy Ans noa- [=[0x]...] § i
6e33HaKoBoe LIEPXXKN HOBbIX BEPCUIA T @
uenoe nporpaMMbI o)
@
0002 CepuiiHbIn 0 - 65535 «[MpuBA3Ka» KOHKPETHOMN /US s
HOMep, KOMUW MPUSTOKEHUS K [=[0x]...] i
CYETUMK 3M1IEKTPOHHOMY K04y
0004 ButoBas 0 - 65535 Pa3peleHune/3anpeT Ha /UM
Mmacka, paboTy C oTAENbHbIMK, [=[0x]..]
6e33HakoBoe He3aBUCHMbIMU MOAYNSIMU
uenoe NpOrpamMMHOro Komrnekca
0006 CyeTunk 0 - 65535 OrpaHuyeHne BpeMeHn /DC, g @ g g
3anycKkoB paboTbl / Yncna 3amnyckos /DT g S [
(cyeTumnk 3aLUMLLEHHOIO NPUIOXEHNS = =]
No1, GP) °2 323
) 02
o o
s &
T

" Kpowme mionst iazaexe, KOTOPOE UCTIONB3yeTCsl yTHITATOR IMCTARITHOHHOTO TIPOTPaMMH-

PpOBaHUs
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Appec HasBaHue AvanasoH Ha3HaueHue Pa6ora c nonem
(UAM) | mTun nons | 3HauYeHUM, U3 NPUIOKEHUA
DEC
ABTO- API
3awmTa
0008 CeteBoit 0 - 65535 JInueH3svpoBaHwue — orpa- /GN3, g g g
- w
pecypc HWYEHWE Yncna OaHoBpE /GN2 g 9 &
(cueTunk MEHHO MCMNOoJb3yeMbIX B FS T
N22), JIBC KOnuiA NpUNoXeHUs. =i =
6e33HakoBoe TonbKo ANst CETEBLIX KIItO- o
uenoe uen s &
$
@
QD
o
0010 NHaekc, - MpepHa3HayeHo ana amc- - -
6e33HaKkoBoe TaHLUMOHHOrO NporpaMmMu-
uenoe pOBaHMs Kitoya.
Henb3s ncnonb3oBatb
ANA XpaHeHUs AaHHbIX!

PepaxkTupoBaHMe Nosiel OGLLEero Ha3HAa4YeHUs

YT1oOBI OTpenaKTUPOBATh MOJIE OOLLEr0 HA3HAYEHMS], BBIIEIUTE €TO
B CIIMCKE TTOJIEH 1 BBITIOJIHUTE KOMaHy PegaktupoBaTb | CBoicTBa

nons.

B mosiBuBIIIEMCS TMasIOTe 3a1aiiTe HOBOE 3HAUEHUE TTOJIST:

CroiicTBa nona 'CepuidHbiin Ne' [x]

Ceojicrea wena |

BIGEPUTE CMCTEMY CUMCNEHWA WM BEEANTE UWMCNO

[¥] Eezzrakoene uenoe

CycTeMa CUACIeHNS

BHaMEHME

]

OTMeHa | ﬂpmMEHmbl Crnpaexa |

Bu nuanora CBoWcTBa nons OMHAKOB JIJIS1 BCeX MoJieil o011ero Ha3Ha-
4eHud, KpoMe noiid Cuerumk N2 1 (GP), B KOTOPOM COHEPKUTCH VH-
dopmarust 0 BpeMeHU paboTHI (VTN YKCIIe 3aITyCKOB) TIPYIOXKEHUSI.
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OrpaHuyeHne BpemeHM paéoTbl NPUIcIKEeHUs

MNpumep:

OnekTpoHHbIe Kimoun Guardant TO3BOJISIIOT OTPaHUIMBATh BpeMs pa-
OOThI 3AIMILEHHOTO TPWIOXEHHUS. DTOT PEXUM peal30BaH IpO-
TPaMMHBIM CITOCOOOM: HY>KHOE 3HAYeHUE 3aMMChIBACTCS B IPEAOTpEie-
JIGHHOE TT0JIe TTaMATH Kitoya — Cuetunmk N21 (GP). Bo BpeMst paboThbl
MPUJIOKEHUS CYETUYMK KaKIAbIe 5 MUHYT IEKPEMEHTHUPYETCS HAa SAUHULLY
¢ ToMollblo cnietanbHoi pyHkuuu Guardant API wim yrunuroit aB-
TO3ALLUTHI.

BpeMmst paGoThl mporpamMmsl il yI0OCTBA M HATISAIHOCTU 3aaeTcs B
dopmare Juu: Yacor: Munymeot. [1pyn He0OXOOIMMOCTH MOXHO TaKXe 3a-
NIaBaTh TPOMODKUTEILHOCTh Paboyero MHSI KOHEYHOTO ITOJTb30BaTelIs
TIPUJIOKEHUS.

GrdUtil.exe aBTOMaTW4YeCKU TIEPEBOOUT BpeMsSI PaObOTHI B UMCJIOBOI
dopMar u3 pacueta 1 eaMHULIA=S MUHYTaM.

Tak, npu «urcToM» BpeMeHU (PyHKIIMOHUPOBAHMSI IIPOrpaMMbl, paBHOM 27 THSIM, 7
yacam 1 30 MuHyTaM, 1 8-4acOBOM paboueM JIHe, TToKa3aHKe cyeTyrKa OyIeT paBHO

2682 (t.e.,

60x(27x8 + 7 +0,5) / 5=2682).

YtoObl 3amporpaMMUpOBaTh BpeMsi pabOThbl 3alMILEHHOIO IMPUIOXKe-
HUSI, BBIICJIUTE B CITMCKE Mojicii CueTunk GP U BBITTOJIHUTE KOMaHIy
PepaktupoBaTb | CBoicTBa nons.
B nosiBuBiIEMcs1 traniore O6HOBN@HUe BpeMeHn paboTbl OIpeie/inuTe
3HAYCHUS JUIsI «4UCTOrO» BpeMEHU PabOThI TIPUIIOKEHUSI, a TAKXKE TPO-
TTOJDKUTEITEHOCTH paboyero JHSI, €CTM 3TO HEOOXOIMMO:

Peaak THDOEAHHE BDEMEHH |

BBeAHTE ®EnacHble SHIHEHHA

MPOAOAMTENEHOCTE pafiodero AHA

Yack: g MAHY ThI: ]

Mepros padoTel

Az 25 Yackl: 0

MHHY T i}

QK I OTrEHA MpHMEHHTE
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IMocne HaxkaTusi Ha KHOMNKY [MPUMEHUTb] HOBOE 3HAYEHUE CUYETYMKA
0TOOPA3UTCS B MAcKe.

H3amenuts 3amaHHOe BpeMsi pabOThl TIPMIIOKEHHS] MOXKHO TyTeM 00-
HOBJICHUSI TAMSITH KJTIOYa.

DJIleMeHTHI yIpaBIeHMsT Tuajiora O6HOBeHNe BpeMeHH paboTbl:

dneMeHT uHTepdeiica HasHaueHune

Monsa sBoaa Mpoao/mMKUTENbHOCTb
pa6ouero gHa: Yacbl 1 MUHYTBI

3apatb NMPOAO/IKUTENBHOCTDb pa601-|ero AHA NOoNb30-
BaTensa nporpaMmmbl C TOHHOCTbIO A0 MUHYTbI

Mons BBoAa Bpems pa6oTbi: [1HK,
Yacbl, MUHYTbI

3agaTtb obluee «4ncToe» BpeMsi paboTbl MPorpaMMbl
C TOYHOCTbIO 10 MUHYTbI

®dnar YcTaHOBUTb HEOrpaHUYEeHHoe
BpeMs paboTbl

He orpaHnumBaTh Bpemsi paboTbl NPUNOXEHUS.
Mo ymonuaHwuio dnar He ycTaHOBNEH

Mona cB060A4HOro HAZHAYEHUSA

B 31001 06acTH MaMsSITU MOTYT XpaHUTLCS JIIOObIe JaHHbIEe, HEOOXOIV -
MBIe ISl 3aIUThI IPUJIOKEHUI: B TOM YMCIe, IECKPUIITOPHI aIllapaT-
HBIX &JITOPUTMOB, TaOJIUIIBI JIULIEH3UI, KITIOUYEBbIe CI0Ba, HAOOPHI JaH-
HbIX, KOHCTAHTBI, YY4aCTKU KOJIA U TTPOY.

3ech MOXXHO CO3IaBaTh IMOJIST pa3IMYHbIX TUIIOB, PEIAaKTUPOBATh UX CO-

JCPKUMOE U YIATIATH 3THU ITOJIA.

Baxnas unpopmanuus

Bce Moaenu coBpeMeHHbIX Ktouel Guardant (kpome Guardant Fidus), noctynatowme B
MPOAAXY, MO YMOMYaHUIO CoAepXXaT B 06/1aCTy Moseli CBO60AHOrO Ha3HAuYeHUs] HECKOBKO
[ECKPUMTOPOB CTaHAAPTHBIX annapaTHbIX anrOpuUTMOB (M 3alUMLLEHHBIX sueek B Guardant

Stealth 111 / Net 111).

JlocTyn U3 NMpWIOXEHUs K JaHHBIM, XpaHSIIMMCS B 00JacTy Tojei
CBOOOMHOTO HAa3HAYEHUSI, OCYIIECTBISIETCS TIPY TTOMOINW (DyHKITUI

Guardant API.
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Turel 1 OCHOBHBIE XapaKTePUCTUKU TTOJIEH CBOOOTHOTO HA3HAYECHUSI:

Tvin Pa3mep, Copep)xumoe AnnapaTHble Pa6oTa c nonem us npm-
nons 6aiiToB 3anpertbl noxxeHus (Guardant API)
Pa3mep nons | [deckpuntop O6si3atenbHble | 1. GrdTransform, GrdCrypt,
onpegensieT- | annapaTtHoOro an- | 3anpeTbl GrdHash, GrdCodelnit
z Csl pa3MepoM | ropuTtMa Toro Ha 3anucb 2. GrdPI_Activate,
3 [ecKpunTopa | WM MHOro TuMa. W YTeHue GrdP1_Deactivate,
e anroputMa GrdPI_Read, GrdPl_Update
2 3. GrdTRU_DecryptQuestion,
GrdTRU_EncryptAnswer,
GrdTRU_ApplyAnswer
1-255 [Jeckpuntop O6sizaTtenbHble | GrdPI_Activate,
= + Cnyxe6- 3aLLUMLLEHHOMN 3anpeTbl GrdPI_Deactivate,
% Hble nons AYENKU Ha 3anuncb GrdPI_Read,
% © W YTeHue GrdPI_Update
| &
1. PeanbHblii Obsi3atenbHble | GrdPI_Activate,
= ceTeBoii pecypc 3anpeTbl GrdPI_Deactivate,
i 2. Konuyectso Ha 3anucb GrdPI_Read, GrdPl_Update
E Moayneii npo- W YyTeHune
§ rpaMMHOr0 KOM-
< § 10 nnekca v ux pe-
‘E a ) CypCbl IMLIEH3NI
3 % KOﬂVI'-Ie(ETBO O6s3aTenbHbit | GrdRead
2|z moaynew 3anpet
c| € NpOrpamMMHOro Ha 3anucb
S| 8%
=l 22 KOMMeKca 1 nx
S| S~ pecypc nMueHsui
| o=
0o 1,2,4,8 Llenoe uncno 3anpet GrdRead, GrdWrite
e5 CO 3HAKOM Ha 3anucb
L3 unn 6es 3Haka (npu Heobxo-
AVIMOCTH)
Mpown3sonb- MNocneposatens- 3anpet GrdRead, GrdWrite
] HbIli pa3mep HOCTb CMMBOSIOB Ha 3anucb
S B KOAMPOBKE (npv Heobxo-
S ANSI AMMOCTW)
unu Unicode
1,2,4,8 Be33HakoBoe Ue- | 3anpeTt GrdRead, GrdWrite
noe yucno. As- Ha 3anucb
< TOMaTU4eCcKu (npv Heobxo-
z yBenMunBaeTcs AMMOCTK)
@ Ha 1 nocne Kax-
o N0l onepauuu
3anvcy Macku B
namsTb Ko4a
Mpoun3Bonb- MocnepoBatenb- 3anpet GrdRead, GrdWrite
= HbIli pa3mep HOCTb LUEeCTHa- Ha 3anucb
B AUaTepUYHbIX (npu Heobxo-
= CUMBONOB ZAMMOCTK)
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Pacnono)xenmne noneu cE0604HOro HAO3HAYEHMUS

CyliecTByeT OIpeieieHHbII TIOPSIIOK CIe0BaHUs TIoIei CBOOOIHOTO
Ha3HaueHUsl. DTO CBSI3aHO C TeM, YTO €CThb IOJsI, KOTOPhIE IOJKHBI
ObITh 00s13aTENbHO 3allMILEHBI amnmapaTHbIMU 3anpetamu. [Ipuyem
OCOOEHHOCTb aIlMapaTHbIX 3aPETOB COCTOMT B TOM, YTO OHU MOTYT YyC-
TaHABJIMBATBCS TOJIBKO C Hayajla 00JIacTy IoJei CBOOOIHOIO Ha3Haye-
Hus (c ampeca 14 UAM) 1 TOJIBKO HEIPEPHIBHBIM OJIOKOM.

Takum ob6paszom,

e B Havane ob6acTu rosieli CBOOOIHOI0 Ha3HAYeHUS TPYTITUPYIOTCS
II0JIS1, TI0 YMOJTYaHUIO 3allMIIEHHBIE allllapaTHBIMU 3alIpeTaMy Ha
YTeHHE U 3aMKCh: allllapaTHbIe aJITOPUTMBbI, 3aIMIICHHbIC STYCHKN 1
Tabauua JuueHsuit popmata Net 1117 . ITpuuem Grd Util.exe He mo-
3BOJISIET BCTABUTH MEXKTY HMU ITOJISI, TUI KOTOPBIX OTJIMYEH
OT BBIIIIENIePEUMCICHHBIX.

o [locre nosneit, 3aUMIIEHHBIX 3aTIpETAMU Ha YTEHKE U 3aITHCh, pac-
TI0JIaraloTCsl TIOJIsA, 3alUIIIeHHbIe 3aITpeTaMuy Ha 3aruch. K mpume-
py, Tabnmia uieH3nii popmara Guardant Net 11/ Net

e Jlajnee, B IPOM3BOJIBHOM IOPSIIKE MOIYT PACIIONATATHCS TIOJIST
JPYTUX TUIIOB: LIEJIOe YKMCII0, CTPOKA, AaMIl, cueTdrK. ITpuyem
GrdUtil.exe He MO3BOJISIET BCTABUTh MEXIY HUMU MOJIsI, KOTOPBIE O
YMOJTYAHUIO TOJDKHBI OBITh 3aLUIIIEHBI alllTapaTHBIMU 3aIIpeTaMHU.

Co3panue nonen
HoBoe nosie no6asiisieTcst B MacKy nepes 1oJjieM, BbIIeIEHHbIM
B CIIMCKE.
YT0oOBI co3maTh HOBOE TOJIE, BBIIEINTE B CIIMCKE TTosic CBo6oAHasA na-
MATb (W1 JII000e CO3IaHHOE MoJie U3 00J1acTU MoJiei CBOOOIHOIO Ha-
3HAUEHUsI) U BBIMOJIHUTE KOMaH/ly PegaktupoBatb | [lo6aButb none.
B nosiBuBLLIEMCs 1uajiore [lo6aBUTb HOBOE MoJie BLIOEPUTE TUIT TOJIS,
YKaKUTE eTO UMST U pa3mep.

* [lpa MOC/IETHIX THTIA TIOJTeii MOXKHO CO3/[aBaTh TOMBKO B KITIOUAX
Guardant Stealth IIT / Net 11T
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Jwnanor Jo6aBuTb HOBOE none:

MoxanyficTa, exieprTe NoMe, KOTOPOE Bel X0THTE A004BHTE B MACKkY KKDHa W HaxmiTe 'Janees'

[ Thn nona Wrs nons

| My Algorithm

© Uenoe uncno
0 CTpoka Pasrep onpeaen1Tena (DEC):

[ =]

Tin anropHTi
[asttes Stealth 10/111: Commetpi-noe wide - ]

€ CueTani

O danin nanath

® finroprm
) 3aMuEHHaR fueika

€ Tabnmua nrusHsail

< Hazaa | Aanee > I OTHeHa

DJIeMEHTHI yIIpaBlieHUsI Auaiiora [lo6aBuTb HOBOE none:

dneMeHT uHTepdeiica HasHaueHnue

Mone Umsa 3apath Noboe noaxoasLlee UMa ANs CO34aBaeEMOro nons
Cncok / none BeBoAa BbibpaTb BO3MOXHbIN / 3aaTb NPOU3BOIbHbINA pa3Mep nons.
Pasmep B 6aiiTax Pa3mep 3aBUCHT OT BbIBpPAHHOMO TNa nons

CenekTtop Tun nons Bbi6paTb TUM NONs U3 BO3MOXHbIX BapMAHTOB

B 3aBucuMoCTM OT THIIa MAaCKM M CO3aBaeMOro IoJjsi uHTepdeiic aua-
JIora MOXeT He3HAUUTEJbHO OTJIMYAThCsl OT MPUBEIEHHOIO Ha MJLTIOCT-
paunu. K nipumepy, B Macke Guardant Fidus Henb3st co3narthb cliiemyio-
IIIMe TUTIBI TTOJICH: aTllapaTHBIM aJlTOPUTM, 3alIUILICHHAS T9elika 1 Ta0-
JIMLIA TULEH3UA.

[Nocne 3anonHeHus TEKYIIEro Iuagora HeoOXOIMMO HaKaTh Ha KHOIIKY
[Aanee] wist iepexona K UaJIOTy OTIPeIeieH ST CBOMCTB TTOJISI.

Bosnee nonpobHO co3naHue TMosiei pa3IMyHbIX TUTIOB U paboTa ¢ HUMU
paccMaTpUBAIOTCS] B COOTBETCTBYIOIINX pa3Ieiax.

PepaxkTupoeaHue noneu
Y100BI U3BMEHUTH COOCPKUMOE MM OTPEAAKTUPOBATH CBOIICTBa T10J14,
BBIICJIUTE T10JIE B TCKy].Heﬁ MaCK€ U BbIIIOJIHUTE KOMaHIy Penalcrupo-
Batb | CBoiicTBa nons.
B nogBuBLeMcsa Janajiore CBOﬁCT Ba NMoJiA IIPOU3BCIUTE HCO6XO,Z[I/IMI)I€
U3MCHCHU.
IMonpo6HO penakTpoBaHWE MOJEH pa3IMUHBIX TUIIOB paCCMaTPUBAET-
Cs1 B COOTBETCTBYIOIIMX pa3aesax.
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YaaneHnuve noneu

YUToOBI yIATUTH TIOJIE U €T0 CONEPKUMOE, BBIIETUTE T0JIe B MACKE U BbI-
MOJIHUTE KOMaHay PegaktupoBaTtb | Yaanutb none. YiaieHue MoJst
HE0OXOIMMO MOATBEPAUTH B COOTBETCTBYIOLIEM AUAIOTe:

Brumanue! m

25
\‘:/ Ypanute none?

Baxnas undopmauus

Jltobble M3MEHEHUS B Macke — CO3faHue, yAaNeHne Un peaakTUpOBaHWE COAEPXKMMOro
nonei — 6yayT oTpaxkeHbl B NMaMATU K/ko4a TOMbKO MOC/E BbIMOHEHNS koMaHab! Kintou |
3anucob.

Baza pannbix GrdUtil.exe

Yrunura GrdUtil.exe TTO3BOJISIET COXPAHSTD WaGA0HbI MACOK, NPOULUGKI
KIIIOUeil M CIMCKM KOHEYHBIX TOJIb30BaTeiell BO BCTPOEHHOU 0aze
dopmara Microsoft Access 2000 (*.mdb). Mupopmarmst u3 6a3b1 qaH-
HBIX MOXET OBITh B JII0OO0I1 MOMEHT UCIIOJIb30BaHa [UISl POrPaMMUPO-
BaHUSI 1 OOHOBJICHUS TAMSITH KJTIOYEiA, B TOM YKCJIE JUCTAHLIMOHHOTO.

Baxnas unpopmanuus

PexxM 6a3bl AaHHbIX SIBASIETCS OCHOBHBIM M PEKOMEHAYEMbIM Croco6oM paboTbl

¢ GrdUtil.exe.
Kaxnprit hakT 3anmucu 1madbaoHa MacKu B K04 (PUKCUPYETCS U COXpa-
HsleTcs B 0a3e B BUZAE TaK Ha3bIBAEMOIi npowueku. B mpoimBKax MOTyT
colepXKarbcsl JaHHbIe, YHUKAJIbHBbIE IS Kaxpaoro kimoya. [lostomy
B NAJGHEUINEM TIPOIIMBKY aKTUBHO HCITONB3YIOTCS IS OOHOBIICHUS
TaMSITA KITIOYEH, a TakKe [UIST TTOYYeHUsI CTAaTUCTUIECKUX OTYETOB 10
JIIOOBIM TIapaMeTPaM TTPOIITUBOK.
Ecmm e 6a3a qaHHBIX OTKITIOYEHA, TO Macka, KOTOPYIO HyKHO 3aIicaTh
B KJTIOY, 3arpyxaercst u3 daitna *.nsd, ¥ pe3yabTaTsl IpOrpaMMUpOBa-
HUSI HE COXPAHSIOTCS. DTO CyXaeT BOZMOXXHOCTU OOHOBJIEHUSI U TIPO-
rPaMMUPOBAHUS MTAMSITU KJIIOUEH U YBETMIUBAET BPEMEHHbBIE U TPYIO-
3aTpaThl Ha 0OCTYXXMBaHUE KITIOYEH.
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Hacrpoiika 6a3bl AOHHBIX
Yrobbl HacTpouTh 6a3y maHHbIX GrdUtil.exe, BBITOJIHUTE KOMaHIy Me-
Hio Ba3a AaHHbIX | HacTpoiika 6a3bl AaHHbIX.

Baxnas undopmauus

HacTpoiika 6a3bl JaHHbIX BO3MOXHA TOJIbKO MPU OTKITFOUEHHOM pexuMe 6asbl AaHHbIX.

Ha skpaHe nosiBUTCs AMajior, BHITIOJTHEHHBIN B BUae Macrepa, cocTosi-
IIETO M3 HeCKOJIBbKMX CTpaHMIl. [lepexon Mexay cTpaHULIAMU OCYIIIeCT-
BJKIETCSL C TIOMOIIBIO KHOMOK [[anee] u [Ha3ap], pacnoJOXEHHbBIX
B HWDKHEW 9acTU Auasora.

1. Ha niepBoii crpanuiie Mactepa BbIOEpUTE TUITT HACTPOMKU Oasbl TaH-
HbIX DKCNpeCcc-HaCTPoMKa:

BhifiepuTe crniocofi HAaCTPOAKK Gasbl AaHHbIX [ x]

BrIfiepHTe THN HACTPORAKM Ba3kl AaHHBIX

& Brnpeccnactporia:

~ HacTpofika nons30BaTenet (ToNskD ANA
CHCTEMHEL: 3AMHHHCTPATOPOE)

<Hasaa | fanee > | OTHeHa |

Baxnasa undopmauus

1. BapuaHT Monb3oBaTenbckasi HACTPOMKa B AaHHOM PYKOBOACTBE MOAPOBHO He pac-
cMaTpyrBaeTcs. OH HEO6X0AMM TOMBKO B CUTYaLMK, KOraa NPEANoaraeTcs UCMosb30BaHNe
6a3bl AaHHbBIX C KAKUMU-INEO0 CrieuMdUUHBIMU HACTPOKaMK1, HanpuMep, Npy UCMo/b30Ba-
HuM Microsoft SQL Server. B TakoM C/lyuae HacTpoiika 6a3bl AaHHbLIX A0/MHKHA BbIMOMHATLCA
CWUCTEMHbBIM aZIMVHUCTPATOPOM.

2. B cocraBe MO Guardant BxoauT SQL-ckpunT ans cosaanus b (daiin db_setup.sql)
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2. Ilocne Haxatuss KHOINKW [[lanee] MosiBisieTcsl CTaHOAPTHBINA CHUC-
TEMHBbII IUajIor OTKpbITUS (haiiaa, B KOTOPOM HaI0 yKa3aTh MyTh K
¢aiiny 0a3pl TaHHBIX 1O YMOJYaHUIO “%oProgram Files%o\Guardant
\Guardant 5\%oPublic Code%6\Bin\GrdUtil.mdb":

NELES If_:) LATEZT j ] ¥ -
2 GrdUtil. mdb;

Mria paing Igrdulil OTKpBTE I
Tun dainos: IMS Jet [*.mdb) LI Orrena |
|

3. INocne ykazanus aiina 6a3bl TAaHHBIX TIOSIBIISIETCST TIOCTETHSIST CTpa-
HULA auastora. JUis 3aBeplIeHUs TPOLeypbl HACTPOKY 6a3bl JAHHBIX
HaXXMUTe Ha KHOIIKY [FoToBO]:

3aBepileHHe HACTPORKH Gasbl LaHHBIX m

HacTpofika Baskl A3HHEIX YCNEWHD 33BEPWEeHa.
WISHEHHTE HSCTRORKH MONHO M3 HEHM "Basa
A&HHEIX"->"HacTpoFika Baskl AaHHLIX"

Hamrimre "ToToBo" ANA BOSEPATS B NPHAOKEHHE

aHassa |0 Tatoen |

ITocne 3aBepleHKsI HACTPOMKM 0a3a JaHHBIX TOTOBA K padoTe.

Pa6ora B cetn

Baxunas unpopmanuus

PaboTa B CETEBOM pexuMe SBSETCS NOB6OYHON BO3MOXHOCTbIO 6a3bl GrdUtil.exe

1 He TeCcTUpoBasach AOCKOHabHO
baza nannbix GrdUtil.exe moanepkuBaeT BO3MOXHOCTb PAOOTHI B CETH.
B atoM ciryvae daiin *.mdb nomeriiaercs Ha ceteBoit auck. Hactpotika
6a3bl JaHHBIX UIST pabOTHI B CETU MPOVICXOMUT aHAJIOTUIHBIM 00pa3oM
(CM. BbILIE).
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BxnioueHue 6azbi ACGHHbBIX

YT1oObl BKJIIOYUTH PEXMM 0a3bl JaHHBIX, BBIIOJHUTE KoMaHoy Basa
AaHHbIX | BkatounTb 6a3y AaHHbIX.

TTocsie BbITIOHEHMSI KOMaH/IbI K OKHY PeakTopa Macku 100aBsITCsI OK-
Ha MHCTpyMeHTbI 6a3bl AaHHbIX (CTipaBa) 1 MPOLWMBKKY (BHU3Y):

& Pepaxtop namaru kmoueds GUARDANT  [Ms Gasei pannbx. Wms: Netlll  Bepeus: [_ o] x]
| ®amn Penaktuposars Kmow Bun basamawnesx  Crpaska
~ 3T 4 o e B
DS [L@T) | dd10| 8045 | c|[@|@E L T
PenarTop macku MHGTpYMEHTE! B3kl AaHHuH
Ha(xnl KnmerTe | Moner | =2
0000 0001 Hotep nporpanis! B 5
BCAHTE HI1A WABAGHG HATKH HIW =
[ e M T onopret v v B &
HETHME EPHIHEN N2 "
o4 o0o2 Bessranopoe uenoe  Brosan Macka Texyui Netlt 4.9
0005 Doo2 CueTsraiivep Cuerwi M1 (GP) tent 4.0
0008 0002 Bessnakoeos usnoe  Cuemank N2 DefaultMaskiame 4.0 -
o ooos Bessnakopoe uence  Mraekc PefeukMeskiiame 5.0 7
0014 D026 rw  TabuaamropThon Fidus 2.0
0040 D022 rw  Adropum 0D (GSIG4)  GSIIG4 Fidus 3.0
002 0022 rw  Adropumq 01 (HASH.. HASHS4 et 20
0084 002 1w Asopu02(RNDGA  RANDE4 et 2.0
D106 0014w Sowwwerraa k.. Fead only user data et 3.0
0120 0024w Sowwwered sk AeadAwiie user data
04 OM) rw GS5II64 Demea -

4]

Aqrapum 05 [55‘.|||541

Npouseru. Hatinero 25 sanuced

3

ettll 2.0
Stealth 1.0
_I_I Steathiil 1.0 |

|

Bpera sanuck ] Tun ks 11D Kniova | | Beperia mac... | Tun macku [ Kvenr -
0304200601:1302  Stealhll 526082545 Net 20 Stealthll Nerpos Bagurig
0304200601:13:44  Stealhll 526082545 Net a0 Stealthll Nerpos Baqurig
0304200601:1450  Stealhll 526082545 Netil 40 Stealthll Nerpos Baaaumy
3042006011540 Stealth il 526082545 DefaulMaskMame 20 Stealthll Nerpos Baqurig
03.04200601:1619  Stealth il 526082545 DefaulMaskMame 30 Stealthll

Nerpos Bnann?
»

L ainoH racku |Puhl\c - 51917607 / 'DEMONYVE'

[Cootiono e 1684

| Zanperer =259 w=259 |Euardam Stealth 11

4

MucTpymeHTbl 6a3bl AAHHDbIX

B oxHe MHCTpyMeHTbI 6a3bl A@HHBIX TTPOMCXOINT BCST paboTa
TIO YTIpaBJIeHNIO 623011 IITA0JIOHOB MACOK I KOHEUHBIX TTOJIb30BAaTENEH.

OkHO UHCTpYMEHTDI 6a3bl AAHHBIX COCTOMUT U3 BKJIAIOK:

e Macku
o KimeHTn
e [louck

[MepexmoueHne Mex Iy BKIaIKaMU TIPOVICXOAUT C TIOMOIIIBIO KOMOMHA-
LMY K1aBuil Ctrl+Tab WM IIETYKOM MBIIIBIO HAa 3aroJIOBKE HYXKHOM

BKJIAJIKU.

B HIDKHel yacTh ceKi MHCTPYMeHTbI 6a3bl AaHHBIX PACTIONOXEHBI:

KnHomnka BbiBecTv cnmcok MPOLMBOK COrJlaCHO KpUtepusamMm,

MPU HaXXaTUU Ha KOTOPYIO B OKHE MpOLIMBKY BEIBOAUTCS CITUCOK
TPOILIMBOK B COOTBETCTBUHU C 3a/IaHHBIMU KPUTEPUAMU ITOUCKA

ITone, ob11ee st BceX BKIAA0K, B KOTOPOM OTOOpaXKatoTCs

TEKYIIHUE KPUTCPUHU TTOMCKA ITPOIINBOK
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Bxianka Macku cirykut i paboThl ¢ 6a30ii 111a6JJOHOB MaCOK, KOTO-
pble WCIONB3YIOTCS [UIsl TPOrPAaMMUPOBAHUS KITIOUEH. DJIeMEHTBI
VIIpaBICHUST BKIIAJIKU TTO3BOJISIIOT COXPAHATH IIAOJIOHBI MacoK B Gase
TMAHHBIX, YIAISATh MA0IOHBI 1 3arpykaTh UX B PemakTop Macku:

WHCTpyMeHTEI Baskl gaHHEIN

Macxn| fonerTel | Mavce |

BEEAMTE MMA WABNOHA MACKH HIK
BEIDEpHTE Ero 13 Crncka 2

Terywui: NetIII 2.0

DefaultMaskMame 4.0 ;I
DefaultMaskMame 5.0

Fidus 1.0
Fidus 2.0
Fidus 3.0
Met 2.0

MetIIl 4,
Stealth 1.0
StealthIll 1.0
StealthIll 2.0
Stealthlll 3.0
StealthIll 4.0

@ [

1 kAMHed Beino NponHCaHD ANA
3TOr0 WafinoHa %

DeMeHTHI yIpaBieHMs BKJIanKu Macku:
dneMeHT uHTepdeiica HasHaueHune

BE" "
KHomka 3arpysuTb BbIGpaHHbIii WAbMoH Macku B PegakTtop

] N
KHonka B YaanuTb BbI6paHHblii WabnoH Macku U3 6asbl AaHHbIX
Mone BBOAA UMEHU Beectu uMsi wabnoHa Macku, 4Tobbl BbIGpaTh €ro U3 cnucka
1 Bepcuu WabnoHa Macku
OkHo, oTobpaxatoLee OCHOBHOE OKHO BKJ1aZiki, B KOTOPOM OTOBpaXaeTcst CnCoK
CMUCOK LWabnoHoB WwabnoHoB Macok. Moz OKHOM BbIBOAMTCS MHBOPMaLWs 0 konuyectse

KNtoYel, 3anporpaMMMUPOBaHHbIX TEKYLLMM LWabIoHOM

KHonka E CoxpaHuTb WabnoH Macku B 6a3e AaHHbIX

% CoxpaHuTb LWabsoH Macky B 6a3e AaHHbIX C HOBbIM UMEHeM
KHonka

n / vnv Bepcuei
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PykoBoacTeo nonb3oBatens, Yacts 1

CoxpaHeHMe WAaGNMoHa MAcKHM B 6a3e AAHHBIX
[pu 3aBepureHnn paboThI ¢ Tekyieir Mackoit GrdUtil.exe 3amparimBaeT
MOATBEPXKACHUE Ha €e COXPaHEHUE, eCJTU U3MEHEHUST B Macke He ObLTU
COXpaHEeHBI:

PepakTop namaru kmoued GUARDANT E

2 2
\_..) CoxXpaHHTE TEKYWYD MacKy?

ﬂe'rl

BHelHUM Tpr3HAKOM TOro, YTO Macka ObUla U3MEHEHa, U Tiepes 3a-
KpPbITUEM €€ HEOOXOIMMO COXPAHUTh, CYKUT 3Be3/04YKa TOc)ie Ha3Ba-
HUST MACKHM B 3aroJIoBKe ImaBHoro okHa GrdUtil.exe:

: Pepaktop namaru kmoved GUARDANT  [Ms Gasw pannbix. Mma: Stealthlll  Bepe:

| ®ain Penavrunneare. Kaonu Run  Rasa aawssy  Cnnanea

Uto0Bl COXpaHUTH PEeNaKTUPYEMYIO MacKy B 0a3e JaHHBIX, BHITIOHUTE
KOMaHIy MeHIo Ba3a aaHHbIX | 3anucaTtb MacKy B 6a3y AaHHbIX.

1. Ecniu Macka paHee yxe coxpaHsilach B 6a3e JaHHBIX, M ceiuac penak-
TUPYETCsI TOJIBKO COEPXKUMOE TI0JIeit, 6e3 M3BMEHEeHUsI X CTPYKTYPBI, TO
COXpPaHEHME MACKM MPOMCXOLUT Cpasy ITOCJIE BBIMOJHEHUS KOMaHIbI
Ba3a aaHHbIX | 3anucaTb Macky B 6a3y AaHHbIX, Oe3 BblIauu Avajiora.

2. Ecim macka paHee He coxpaHslach B 0a3e JaHHBIX, TO Ha dKpaHe
MOSIBUTCS IMATIOTOBOE OKHO COXpaHUTb WabsioH B 6a3e AaHHbIX, CO-
nepxaitee rosst BBoga Uma u Bepeus. TlepBoe Ciy>kKuT sl 3aaHusI
uMmeHu (o ymomuanuto DefaultMask Name), Bropoe — JJ1s 3a1aHUST Bep-
CHUM Mack (1o ymosyanuio 1.0).

Coxpanure watinon macku 6 Base pannoin B3

M Bepa

| StealthIl] | 1.0

|

ITo Haxatuio KHOMKU [OK] IMPOMCXOAUT COXpaHEHWE MacKU B 0a3e JaH-
HbIX. CoxpaHEeHHas MacKa ITOSIBJISIETCS B CITMCKE IIAa0JI0HOB BO BKJIAIKE
Macku.
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Hmst u Bepcust COXpaHEHHOM MacKH, a TakKKe yKasaHWe Ha TO, 4TO Mac-
Ka coXpaHeHa B 0a3e TaHHBIX, 0TOOPaKaKOTCS B 3ar0JIOBKE INIABHOTO OK-
Ha GrdUtil.exe:

: Penaktop namaru kmoved GUARDANT  [M3 Gasw nanibix. Mma: Stealthlll  Bepc 1.01

| ®atin Penacrunorar.  Kmouw  Run  Faza ammsey  Conaeea

WM u Bepcust coxpaHEeHHOM MacKM TakxKe OyIyT 0TOOpaXkaThCsl B CeK-
LIMM KPUTEPHUEB TTOMCKA (OKHO MHCTPYMeHTbI 6a3bl AaHHbBIX).

CoxpaHenue wabnoHa Macku B 6aze AaHHbIX NOA APYrMM UMEHEM
B 6a3e naHHBIX HeJb3s1 COXPAaHUTbh MACKy, UMSI U BEpCHsI KOTOPOIA COB-
MajaloT ¢ UMEHEM U Bepcueil 11abiioHa, yxe umerolerocs B 6ase. B
atom ciydae GrdUtil.exe BblmaeT mpemyrnpexneHrie U mpeiaraetr co-
XPaHUTD 11A0JIOH C APYTOii BEPCUEHA.

Ara

p MacKH yxe yeTcH B Gase gaHHoix. CoxpaHuTs © gonycTumoi sepcuei 2 ?

YTOOBI COXPaHUTh PEIAKTUPYEMYIO MACKY C IPYTUM UMEHEM 1/MJTh HO-
BOW BEpCUEN, BbINOJHUTE KOMaHLy Ba3a gaHHbIX | 3anucaTb MacKy B
6a3y AaHHbIX, KaK...

Ha skpane nossiisietcs quanor CoxpaHuTb WabnoH B 6a3e AaHHbIX,
conepxaiuii 2 moss BBoaa: UMa u Bepeus. [lepBoe cyxuT s 3ama-
HUSI IMEHHU (TI0 YMOJTYAHUIO CONEPKUT TEKYIIee UMSI MacKH), BTOpOe —
IUTS 33JaHUS] BEPCUU MAcKH (TT0 YMOJTYAHUIO COEPXKUT YBETMUEHHOE Ha
1.0 Teky1iee 3HaUEHWE BEPCUU MaCKH).

Coxpanuts wabnon macku & base pannnx [

[LLE] Bepous

StealthIIl | 3.0

OTHEHS

ITo HaxkaTuio KHOTIKY [OK] IMPOUCXOAUT COXpaHEHHE MAacKU B 0a3e JaH-
Hblx. CoxpaHeHHass MacKa TOSIBJISIETCSl B CITMCKE I11a0JIOHOB B OKHE
BKJIaIKU Macku.

MMst m Bepcust COXpaHEHHOM MacKH, a TaKKe yKazaHUe Ha TO, 4TO Mac-
Ka coXpaHeHa B 0a3e TaHHBIX, 0TOOPaXKarOTCs B 3ar0JIOBKE INIABHOTO OK-
Ha GrdUtil.exe:

; Pepaxtop namaru kmouedi GUARDANT  [Ms 6asw panvoix. Mma: Stealthlll  Bepcu:

| @afin Possrrunecare  Kann  Bus  Eass nsusue  Conaoes
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3arpyska wabnoHa MacKu U3 6a3bl JAHHBIX

Yro0bl 3arpy3uTh MacKy U3 6a3bl JaHHBIX B PegakTop, BbIOEIATE HYX-
HYIO CTPOKY B CITMCKE IIIa0JIOHOB MAacoK U BBITIOJTHUTE KoMaHIy Basa
AaHHbIX | 3arpy3uTb MacKy 13 6a3bl AaHHbIX (VM JBAXKIbI HIETKHUTE
JIEBOI KHOTIKOM MBIIIY Ha BbIIEJIEHHO CTPOKE).

BribpanHast Macka OyneT 3arpyxkeHa B Pemakrop. B 3aronoBke riiaBHOro
okHa GrdUtil.exe oToOpassarcst UMst U BepCUsi MACKHU, a TaKXKe YKa3aHUe
Ha TO, YTO MackKa 3arpyxkeHa B Pegaktop u3 6a3bl JaHHBIX:

: Penakrop namard kmoved GUARDANT  [M3 Gasw nanHbix. M

| ®agn Penaktunnrare Kmnw  Run  Fasa sasses  Cnnanka

MM u Bepcust 3arpykeHHol B PegakTtop Macku Takxe OyayT oToOpa-
XKaThCs B CEKLIMU KpUTepueB moucka (0kHO MHCTpyMeHTbl 6a3bl AaH-
HbIX).

IMocrie 3arpy3ku Macku PeakTop mokasbIBaeT CITMCOK TOJieil U 3Haue-
HUSI, 3aMTUCaHHBIC B HUX HA MOMEHT CO3IaHUsI WM TIOCIIEIHEH MOIU-
(ukaimu Macku. YToOBI 3aHECTH B MacKy peajibHble 3HAYCHUS U3 TIOM-
COEJIMHEHHOTO KJTI0Ya, BBITTOJTHUATE OTIEPALIMIO YTEHUS TIAMSITH KITI0Ya.

YaaneHue wabnoHa MAcKu us 6a3bl AGHHBIX

YT0o0B! ynanuTh MacKy M3 0a3bl TaHHBIX, BBIICIUTE HY;KHYIO CTPOKY B
CIMCKE MACOK Y BBIMNOJIHUTE KOMaHy ba3a gaHHbIX | YAanuTtb Macky
13 6a3bl AaHHbIX.

1. Ecu ynansieMblii 11a0JIOH MacKM YK€ ObLT MCIOJIb30BaH I TPO-
rpaMMUPOBaHUSI KJTIOYEH, TO ¢ HUM CBSI3aHbI ITPOLIMBKY — 3aITMCH B Oa-
3¢ JaHHBIX O KaXXIOM (pakTe MporpaMMUPOBAHUS 3JICKTPOHHOTO KITI0Ya
OIpEEIEHHON MaCKOA.

B 3TOM Ciydyae ma610H MacKy HEBO3MOXKHO YIAINTH O YIAJICHUS BCEX
MPOIIBOK, KOTOpBIE Ha HEM OCHOBaHBI. [IpW TTOMBITKE yHaJICHUS
GrdUtil.exe BbITAaCT COOOIICHNE:

JlaHHLIR watnoH MackK yxe GLIA MCNOALSOBAH NPH3ANMCH B KoY. [l ynanesus watnoHa HeoGROAHMOD
YAAAWTE BCE COSAAHHBIE HA €ro OCHOBE NPOWHEBKH
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[Mocne ynaneHus BceX MPOIIMBOK (CM. MyHKT YAaneHue NpoLUMBKM),
CBSI3aHHBIX C JAHHBIM LLIA0JIOHOM, 111a0JIOH MOXHO OyaeT yaaauTh. [Tpu
3TOM YTWJIMTA 3aIPOCUT TTOATBEPKICHIE Ha yIaJeHe U3 Ga3bl JaHHBIX:

BHumaHue! ﬂ

‘?/‘ JeAcTBUTENLHO YnanuTe Macky Stealthlll 1.0 6asw paHHbx? BocTaHoBUTE ee GyneT
-
o

HEBO3IMOMKHO.
Her |

[Mocne HaxaTust KHONKY [[la] B iManiore NoATBepKACHUS 111a0JI0H Mac-
KU OyzeT ynajieH u3 6a3bl JaHHbBIX.

2. Ecnu ynanseMblii 11abJ10H MacKv He UCTOJIb30BaJICs ISl TIporpam-
MUPOBAHMS KITIOUEI, TO MACKY MOXHO yIaTUTh CPa3y Xe, MOcJie BbIBOA
Ha 9KpaH (OPMATBHOTO IUaiora MOATBEPXKICHUST Ha yIaleHe MacKu
(CM. BBIIIIE).

Knuentbi

Bxianka KnueHTbl CIYXUT 1151 pabOThI 62301 KOHEUHBIX TTOJIb30BaTe-
JIeH 3aLIUILEHHOTO MPWIOKEHNYsI. DIEMEHTBI YIIpaBIeHUsI BKIIAIKU TO-
3BOJISTIOT JOOABMATh M YAAISITh KOHEUHBIX TIOJIb30BaTeNel U3 CIUCKa, a
TaKKe OIPEAEIISITh MOB30BaTeNsl, HA KOTOPOTO OYIET 3apervcTprpoBa-
Ha MpOIINBKA:

WHCTpyreHTE B33kl 4aHHEIH

Mackmn I(nneHTu| Momck |

BESAMTE MMA KNHEHTA MK o s L
EbIBEOHTE B0 H3 CNHCKE &ﬂ &ﬂ aﬂ

Texkywuis: PaTees HiKonak AneKcaHgpos9y

-

DaTEsE HHKONAH ANEKIaHAPOBHY

Anonymous

AHApER THMODEEE

Eypnarosa HaTawa

BacHnmii MonyakTos

WE&HOE BNaanMHp EBMeHbEEHY

MeaHos CemeH BHETOPOSHY

KyzHeuoea EnMzaeeTa AnekcaHapoEHa
FwPCEMA Mixamn Muxainosmd —_—
MakcHMoB AHApE

MNeTpos Bnaaumip MeaHoEHY
CaBENEeE AHADEA ANEKCEEENY
TapackiH Oner

PaTEEE HHEKONSH ANSKCIHADDEHY

5 KAHYed GbiNo NpOMMCaHD AnA
3TOrD NONE30EATENA
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DJIeMEHTHI YITpaBJIeHUS BKJIAAK1 KIIMeHTbI:

neMeHT HasHaueHune
uHTepdeiica
KHonka Cpenatb TeKyLwMM BbIGpaHHOrO KOHEYHOrO nosib3oBaTens. Bce npowwmekm

6yayT perucTpupoBaTbCsl Ha TEKYLLEro KNMEHTa A0 TeX nop, noka He 6yaet
BbIGPaH ApYroi KOHEYHbIN NOMb30BaTeNb. MHOPMaLMs O TEKYLLEM KIMEHTE
0TO6paXKaeTcs HanpPOTMB KHOMKU

KHonka ;E!

[o6aBnTb B 6a3y HOBOrO KOHEYHOIO MOJIb30BaTeNs!

KHorka ;3

MonyunTb MHGOPMaLWMIO O KOHEYHOM MoMb30BaTene

KHorika AE

Ynanutb u3 6a3bl Bbl6paHHOI’0 KOHEYHOro noJsib3oBatens

MNone BBOA@
MMEHW KJIMeHTa

BBecTv UMsl KOHEYHOro Mosb3oBaTens, YTobbl BbIGpaTh ero U3 cnucka

OkHo, oTob6pa-
atoLlee Crnmcok
KSIMEHTOB

OCHOBHOE OKHO BK/1aZik1, B KOTOPOM OTOBPaXaeTCs CMMCOK KOHEYHbIX
nonb3osatenei. Moa OKHOM BbIBOAUTCS MHGOPMaLMS O KONIMYECTBE
K/tOY€Eii, 3anporpamMMm1pOBaHHbIX ANs TEKYLLErO MOJSIb30BaTeNs

B Hauasie paboThl ¢ 6a30ii JaHHbBIX BKJIaJKa KNMeHTbI COIEPXUT TOJBKO
TTOJTB30BATEIST TI0 YMOIIAHUIO (3aTCh Anonymous).

JAo6asnenne KAMEHTA B 6a3y AAHHBIX

Y1o0b!l 106aBUTh HOBOI'O KOHEYHOTO T10JIb30BATENs B 0a3y JaHHBIX, BbI-
NoJHUTEe KOMaHLy Ba3a paHHbIx | lo6aBuThL KIMeHTa.

MA KiHeHTa I MeTpos Bnaanmyp MEaHOBHY

Homep Tenedona | 74551 23-456-759

Aapec [ Mockea, v, Kpacnha, 3, noabesa 3

MpHreaRnA | Bayetiid knneHT

CTMEHA

o]

B nmosiBuBIIEMCST IMasiore KiIMEeHTHI 3alojHUATE CIEIYIOIIME OISl BBO-
na: Uma knnenta, Homep TenedoHa, Agpec, NMpuMmeuaHms.

HasnaueHue aTux moJieii ciemyet U3 ux Ha3BaHUIA.

O06s13aTeTbHBIM TS 3aTIOJTHEHUSI SIBJISIETCS TOJIBKO T10J1e UMS KiMeHTa.
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IMocne 3anonHeHus MoJiel HAXKMUTE Ha KHOMKY [OK] s 3aBepiieHust
JIMaJIora: UMsi HOBOTO KJIMEHTA MOSIBUTCS B CITUCKE BKJIAAKU K/IMEHTBI.
Baxunas unpopmanuus

B 6ase faHHbIX He MOXET BbITb HECKOMIbKMX KOHEYHbIX MOJb30BaTENeN C OAMHAKOBLIMU
nMeHamu. Mpu nonbiTke AoBaBneHNs KWEHTa, UMsi KOTOPOFO COBMAAAET C UMEHEM KIMEH-
Ta, Y>Ke COXpaHeHHOro B 6a3e, BbiAaeTcs NpeaynpexaeHue.

Pepaxtuposanue nipopmaumnm o KJIIMEHTE

YT006B! NOTYYUTH WM U3MEHUTh MH(MOPMALINIO O KOHEUHOM T0JIh30Ba-
TeJie, BIOEPUTE €ro MMSI B CIIMCKE U BBITIOJIHUTE KOMaH1y basa gaHHbIX
| UndopMmauus o nonb3oBarene.

B nosiBuBIIEMCS Tasiore KnueHTbl (CM. TIPeAbIAyLIUi MTyHKT), MOXHO
M3MEHUTD COIEPKMMOE BCeX T10JIeid BBOIa, KpoMe moJisi UMst KineHTa.

Perncrpauus NpoLlMBKY HA BbIGPAHHOIO KSIMEHTA

YToObI TIpOorpaMMUpyeMble KJIIOUM PErMCTPUPOBATIMCH Ha OIpeieieH-
HOI'0 KOHEYHOT'O I0JIb30BaTeIsl, HEOOXOAUMO IpeBAPUTEIHLHO BHIOPATh
€0 U3 CIIUCKA KIIMEHTOB — CAEJaTh €10 MeKyujuM.

J1s1 aTOrO BBINOIHUTE KOMaHIy Ba3a gaHHbIx | Bbi6paTb nonb3oBa-
Tena. KomaHay ynoOHO BBIMOJHATb JBOMHBIM IIETYKOM MBIIIW WA
HaXaTUeM KJIaBUIIM [Enter] Ha HY>KHOM CTPOKE CITHUCKA.

ITocne BBIOOpa KIIMEHTa €ro WMs YCTAHABIMBaeTCs B TI0Jie BBOIA
(Bximanka KimmeHThI), a TakKe 0TOOpaXKaeTcsl Hal STUM ITOJIEM C ITOMET-
KOl mexyuyuil.
Bce nporpaMmmupyeMble B AabHEHIIIEM KITIOUH OYIyT PerMCTPUPOBATh-
cs1 B 0a3e JaHHBIX Ha TEKYIIETO ITOJIb30BATEIIST IO MOMEHTA BBIOOpA APY-
TOro KJIMeHTa.

YaaneHue KNMEHTAa us 6a3bl AAHHBIX

YUto0BI yIanuTh KOHEYHOTO TOJIb30BaTeNsl U3 0a3bl JAHHBIX, BBIIEIUTE
MBIIIBIO HYXHYIO CTPOKY B CIIMCKE W BBINNOJIHUTE KOMaHAy ba3sa paH-
HbIX | YAanuTb KNneHTa.

1. Ecnu Ha ymansieMoro KjiMeHTa yxKe perucTpUpOBaIMCh MPOrpaMMK-
pyeMbIe KITIOUH, TO C HUM CBSI3aHbl NpouwueKu — 3aricy B 6a3e TaHHBIX O
KaXaIoM (hpakTe MpOrpaMMHUPOBAHUS 3JIEKTPOHHOIO KITIOYa I 3TOTO
KJIMEHTA.

B TakoM cirydae yaanuTh KJIMeHTa OyIeT HEBO3MOXKHO 10 yAaJeHUS BeeX
MPOILIBOK, KOTOPbIE Ha HETO 3aperuCTpUpoBaHbl. [1py MmombITKe yaa-
sneHust kiueHra GrdUtil.exe BbIIacT cooOIIeHUE:

Duwmtka B
Ilna 3TOr0 NOAL3OBATENA HMETCA Np u. Onep pep
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[Tocne ynaneHust Bcex MPOLIMBOK, CBSI3aHHBIX C TAHHBIM KITMEHTOM, €TO
MOXHO OyzmeT ynanuTb. [Ipu aTOM yTWIUTa 3alpOCUT MOATBEPXKAECHUE
Ha ylaJleH!e KJIMeHTa U3 0a3bl JaHHBIX:

\_?/ Ypanurs nonbsosarenn Parees Hukonah AnexcaHaposuy us Gassl gaHHb?

] Her

ITocne Haxkatust KHOMKY [[ia] B AMaiore NOATBEPKICHMSI KIMEHT OyaeT
yaaJieH 13 0a3bl JaHHBIX.

2. Ecam Ha ymansieMoro KJMeHTa He PEerMCTpUpPOBAUCH MTPOrpaMMHU-
pyeMBble KJTI0UH, TO €r0 MOXHO YIAIUTh Cpa3y ke TOC/e BbIBOIA Ha 9K-
paH (hopMabHOTO Iaora MOATBEPKACHMS Ha yaJeH!e KITMEHTA.

Bxuanka Momck city>kut Jis 3alaHusl TapaMeTPoOB MOKCKA MPOIIKMBOK,
XpaHsImxcsl B 06a3e naHHbIX. Bkianka comepxut Habop ¢iaros, ycTa-
HOBKA / CHSITHE KOTOPBIX OTIPEAEIsieT KPUTEPUU MOUCKA:

HMHCTpYMEHT I Ga301 AaHHE

Mackn | Knnentel Mouck |

™ Menonss0BaTh i Mackun

™! WcnonssoeaTe Beporo mackn

[¥! Wicnons30BaTh MiA KMeHTa

[¥! Menonssosats T Knkoda W

¥ Wcnonesosate ID knkda lm
Nany4nTe ID K3 KNKYa |

¥ Menonssosate aatel

T Mcnonezoeate TouHyo AaTY

! 3anmck ¢ aate 26.12.2005 hd
¥ 3anucn no aaty 26.03.2006 g

Mo3KHO 3a1aBaTh, KaK OTIAe/IbHbIE TApAMETPhI IIOMCKA, TAK 1 MX IPOU3-
BOJIbHbIe KOMOMHaMU. [1py 3TOM HEOOXOAMMO YIUTHIBATh, YTO TTOMCK
OCYIIECTBJISIETCS TI0 CTPOTOMY COOTBETCTBHIO 3aIaHHBIM ITapaMeTpaM,
T. €. 4MO0bL ROAYHUMD NOAOHCUMEAbHBL Pe3YAbMam NOUcKd, Heo0Xoo0umo
evtnoanernue BCEX ezo ycaosuii.

TakuM oOpa3oM, K MpUMeEpy, BCETAa MOXHO Y3HaTh B KaKOWi MMEHHO
kmod (ID, Tum) 3anucana Ta Wi uHas Macka (MUMsl, Bepcusi), U y Kako-
T'O KOHEYHOTO TIOJTb30BATE]ISI ATOT KITIOU JIOJDKEH HAXOMUTHCSI.
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Baxnas undopmauusa

1. Mpu nepsoM 3anycke 6a3bl AaHHbLIX MapaMeTpbl MOUCKa He 3aaHbl, B AabHEWLeM Co-
CTOsIHME KpUTEPYEB MOMCKa 3arOMWUHAETCS, U OHW COAEPXAT Te 3HaYeHMs, KOTopble UMenn
Ha MOMEHT MNoc/ieiHel YCTaHOBKM.

2. Ecm napameTpbl noucka He 3aAaHbl, TO Nocie BbiNoNHeHWs koMaHasl Ba3a aaHHbIX |
MonyunTb CNMCOK NPOLIMBOK B OkHe MpowmBku 6yayT BbiBeeHbl BCe MPOLLMBKM,
XpaHsiumecs B 6ase JaHHbIX.

OneMeHTHI yIpaBieHys BKIaaku Mouck:

dnemeHT nHTepdeiica

HasHaueHune

®nar Ucnonb3oBaTb
UMS Mackm

BbiBECTU B pe3ynbTaTax noucka Bce NpOLUMBKK Anst TeKyLI.I,eIZ MackKu.
Mpy noncke NPOLIMBOK YYUTLIBAETCH UMS TeKyLLleﬁ Mackun

®nar Ucnonb3oBaTtb
BEpPCUIO Mackm

BbiBECTU B pe3ynbTaTax novcka Bce NpOLUMBKK Anst TEKyLl.lel7l MacKu.
Mpwv noucke NPOLUNBOK YYUTLIBAETCH BEPCUS TeKyLI.I,eﬁ MacCKu

®nar Ucnonb3oBaTtb
UMS KJIMEHTa

BbiBecT B pesynbTaTtax noucka BCe MPOLUMBKM AN TEKYLLEro KOHeu-
HOro nonb3oBaTtens. Beibop TekyLero nonb3oBaTenst NPOMCXOANT Ha
BKnaake KnueHtsbl

®nar Ucnonb3oBaTtb
TUN KIO4Ya

BbiBECTM B pesy/bTaTax noucka Bce MPOLMBKY NS KIloYel 3aaaH-
HOro Twna. Tun KoYa BbIBUPAETCS M3 CrIUCKA, KOTOPbIA CTAHOBUTCS
[OCTYMHBIM MOC/Ne YCTaHOBKW dnara

Cnncok ans Bbibopa
TMNa KoYa

BbibpaTtb TvN KoYa ANs UCMONb30BaHKS B KQYeCTBE KpUTEpUsi MOUC-
Ka. BoaMoxHble BapuaHTbl " : Guardant Stealth 111, Guardant Stealth
11, Guardant Stealth, Guardant Fidus

®dnar Ucnonb3oBatb 1D
K/IIoua

BblBECTM B pesy/bTaTax noucka Bce NPOLUMBKY 1S KIltoYa C 3ajaH-

HbIM ID. MeHTUhMKaTop CUMTHIBAETCS U3 KIOUa, MOACOEAMHEHHOTO
K MopTy, NMM60 BBOAWTCS BPYYHYIO B Mo/e, KOTOPOE CTAHOBUTCS AOC-
TYMHBIM NOC/e yCTaHOBKW dnara

MNone BBoaa 1D knroua

Beectn M,CleHTVIdJVIKaTOp K/o4a, KOTOprIZ 6yneT Mcnonb3oBaTbCA B
KayecTtBe KpUTepua Noucka

KHorika Monyunts 1D
W3 KIo4a

Cuntatb I/I,quTVICbVIKaTOp 13 KJloYa, NoACOEAMHEHHOrO K nopTy. B
Cnydae, Korga KJIt04el HeCKosbKO, cunTbiBaeTcst ID nepsoro Hali-
AEHHOro Knr4a

®nar Ucnonb3oBaTtb
AaThbl

BbiBECTM B pe3ynbTaTax Moucka BCe NPOLIMBKYM 3@ YKa3aHHOE BpeMS.
BpeMs 3aaaeTcs npu nomolum ¢iaros 1 CnCKoB BbIGopa AaT, KOTo-
pble CTaHOBSTCS AOCTYMHbI NOCNE YCTaHOBKM nara Mcnonb3osaTth
natbl

®nar Ucnonb3oBaTb
TouHyto pgaty

BbiBecTn B pe3ynbTaTax noucka BCe NPOLMBKY 3a yKasaHHyto AaTy
(uncno, mecsu, roa). lata 3aaaeTcs Npu NOMOLLM KaneHaaps, oT-
KPbIBAIOLLEroCs MO HaXaTuI0 KHOMKW BbINaAaoLLero cnucka, mbo
BPYYHYI0, NyTEM PeAaKTUPOBaHWS AaTbl B NOsie BBOAA

®narn 3anucb ¢ gaTtbl/
3anucb no party

BblBECTM B pesy/ibTaTax novcka BCe MPOLUMBKY 3a YKa3aHHbIN Bpe-
MEHHOW AnanasoH. HauyanbHoe W/ unu KOHEeYHoe 3HayeHue auanaso-
Ha 3aAaeTcs Npy NOMOLLM KaneHaapsi, OTKPbIBAIOLLEroCs N0 HaXaTuio
KHOMKW BbINaZatoLLero crnvcka, o Bpy4Hyto, NyTeM peaakTuposa-
HUsi fiaThl B Nofe BBOAA

" B GrdUtil.exe He pa3MyaioTcs IOKAIBHbIE U ceTeBble Kmour. [TostoMy npy noa-
JIep>KKe 00erx pa3HOBUIHOCTel Kimtodeit (Hanpumep, Guardant Stealth 11 u Guard-
ant Net I1I) pekoMeHyeTcs co3naBath OT/IEIbHbIE MACKH VTSI TIPOrpaMMUPOBaHMS
JIOKIBHBIX U CETEBbIX KIIIOYEH.
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Tekyllye 3aaaHHble TApaMETPbI TIOMCKA U MX 3HAUCHHUST OTOOPaKAIOTCS
B ceKLMY KpUTepum nomcka, pacriojioXKeHHOI B HUXKHEW 4acTh OKHA
WHCTpyMeHTbI 6a3bl faHHbBIX.

| BLIEECTH CNHCOK NPOWHEDE COMNACHD KPHTERHAM I

KpMTEpMH NoMcka:

WMMA nonesoeaTEnA: MNeTpos BnaavMip MeaHosH-
Trn knroda: Fidus

1D knroqa: 459186965(DEC)

BpeMeHHoH mHTepean: C 26.12,2005 Ma 26.3.2006

BbiBOA Pe3yNbTATOB MOMCKA

YT06bI HAWTH MPOILMBKY COIIACHO 3aIaHHBIM KPUTEPHSIM ITOKUCKA, BbI-
MTOJTHUTE KOMaHIy MeHIo Ba3a gaHHbIX | MosyuuTb CNMCOK NpoLLM-
BOK WM HaXKMUTE Ha KHOMNKY [BbIBECTH pe3ysibTaTbl MOMCKa coryiac-
HO KpUTEepUAM] B HIDKHEI YacT OKHAa MHCTpPYMEHTbI 6a3bl AaHHbIX.
PesynbraThl Moricka B BUIE CIIMCKA MPOIIMBOK BBIBOISTCS B OKHe Mpo-
WMBKK, DPACTOJIO)KeHHOM B HipkHel 4vacti okHa GrdUtil.exe (cwm.
CKPUHIIIOT B pazzesic MpowwmnBkm).

C6poc pe3ynbTATOB NOUCKA

YT10OBl OYUCTUTH OKHO MPOLMBKM OT TEKYIIIMX PE3Y/ILTATOB MOUCKA,
LIEJIKHUTE Ha JII00O0# CTPOKE CITUCKA MPABOM KHOIKOM MBIIIN U BbiOe-
pUTE TIYHKT OYUCTUTb Pe3ysibTaTbl MOMCKA B MOSIBUBILIEMCS] KOHTEKCT-
HOM MEHIO.

Mpowunexkn

Ilpowuera — 310 COBOKYITHOCTb JAHHBIX MAaCKM, 3allMCaHHBIX B KJIIOY, a
Takxke caM (pakT 3armucu Mack B MaMsITh 9JIEKTpOHHOro Kimova. [Tpu
pabote B pexxrMe 0a3bl JaHHBIX BCE TIPOILIMBKNA COXPAHSIIOTCSI U MOTYT
HCITO/Ib30BaThCs B JaJIbHEHIIEM I MpOrpaMMHUpPOBaHUsI 1 OOHOBJIE-
HUS TTAMSITU KITIOYEH.
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JInst pa®OThI C MPOLIMBKAMU CIY>KUT OKHO MPOLUMBKM B HIKHEM YacTU
GrdUtil.exe, B KOTOPOM BBbIBOJSITCSI pe3yJIbTAThI ITOMCKA MPOILIUBOK:

Mpouwseru. Hafeno 25 sanvcei

Bpens sanncn = [ Tun knosa [1DKnosa [ macrwt [ Bepena wackn [ Tvn mackn [iamen [ Mprenac sasepu... [~
03.04.2006 0131757 Steakh Il 526082545 DefaubMasiilame 5.0 Stealth III MeTpos Baamy...  Jaseplush

03.04.2006 01:17:03  Steabh Il 526082545 DefaubMasiilame 4.0 Stealth III MeTpos Bagmw...  Jasepuueh

03.04.2006 01316119 Steakh Il 526082545 DefaubMaskilame 3.0 Stealth III MeTpos Bnagmy...  Jasepuuen

03.04.2006 01315140 Steabh Il 526082545 DefaubMaskilame 2.0 Stealth III MeTpos Bnagmy...  Jasepuuen

03.04.2006 01:14550  StealthIIT 526082545 NetIIl 40 Staalth 111 MeTpos Bragmw...  3aseplusH

03.04.2006 01:13144  StealthIIT 526082545 Met a0 Staalth 111 MeTpos Bragmw...  3aseplusH

03.04.2006 01313102 StealthIIT 526082545 Net 20 Stealth 1 MeTpos Braami...  3sseplusH

03.04.2006 01:12117  StealthIIT 526082545 Net 20 Stealth 1 MeTpos Braami...  3sseplsH

03.04.2006 01:04556  StealthIIT 526082545 Stealthlll 10 Stealth 1 Anonymaus 3smepusH

03.04.2006 01:03:07  StealthIIT 526082565 Stealthlll 10 Stealth 1 Anonymaus 3smepusH

03.04.2006 01:02:25  StealthIIT 526082565 Stealthlll 10 Stealth 1 Anonymaus 3smepusH

03.04.2006 01:0107  StealthIIT 526082565 Fidus 30 Stealth TT Anonymaus 3smepusH =

OKHO OpraHU30BaHO B BUJIE TaOJIULIbI, CTPOKU KOTOPOi1 00pasyer rnepe-
YeHb MPOIIVBOK, YIOBJIETBOPSIOIINX 3aJaHHBIM YCJIOBHSM ITOMCKA, a
CTOJIOLIBI — [TAPaMETPHI IIPOLINBOK:

Cronbey Copep)xuMoe

Bpems 3anucu ToyHas AaTa 3anucy AaHHbIX Macku B KoY. GopMaT: Af. MM. IT. Y4 MM : CC
Tuvn knoya Tun nporpamMmmupyemoro kioda Guardant 6e3 ykasaHus uHTepdelica

1D kntoya YHWKanbHbI MAEHTUhMUKATOP NPOrPaMMMPYEMOro Kiilova

MMst Mackm Ha3BaHue WwabnoHa Macku, 3anmcaHHoON B Koy

Bepcus macku Bepcusi wabnoHa Macku, kotopas 6bina 3anucaHa B KoY

Tun Macku Twun Macku, AaHHbIE U3 KOTOPOIA 6blK 3anKcaHbl B KITOY

KnueHt VIMsi KOHEYHOrO NoMb30BaTENs, AN KOTOPOro NporpaMMMpoBarcs KoY
Mpu3Hak CraTyc onepauuy AUCTaHLUMOHHOrO NPOrpaMMUPOBaHUs:

3aBEPLUEHHOCTU | 3aBeplUeH, He 3aBepLueH

[lepeueHb MPOLIMBOK IMOSIBJISIETCS] B OKHE MOC/IE BHIMOJIHEHUS KOMAH IbI
MeHI0 Ba3a gaHHbix | Monyuntb cnnMcok NpowmMBoK (CM. pa3aen UH-
CTpyMeHTbl 6a3bl AaHHbIX, BK1aiKka Mouck).

Co cUCKOM MPOIIMBOK MOXHO BBIMOJHSTH CJAEAYIOIIUE JCUCTBUSL:
e 3arpyXaTb IPOIINBKY 13 CIIMCKa B Pemakrop Macku

e CopTrpoBaTh CIIMCOK MPOIIMBOK

e [lepeperncTpupoBaTh MPOITUBKY Ha APYTOTO TTOJTE30BATEISI

e ViangaTh MpOLIUBKU

3arpyska npoumeku B Pegakrop macku

J100y10 MpOILIMBKY, T. €. MAcCKy, CONEpPXAIIyl0 YHUKAIbHbIE HaHHBIE
(cayyaifHbIe TTApOJIM M TTPOY.) 1 MPOILIUTYIO B KJTI0Y, MOXKHO HaliTH B Oa-
3e GrdUtil.exe 110 3a1aHHBIM MTapaMeTpaM U 3arpy3UThb U3 OKHA MPOIIH-
BOK B PemakTop Macku.
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Urto0bl 3arpy3uTh NPOIIMBKY B PenakTop Macku, BBITTOJTHUTE OTHO U3
CJIELYIOLLMX JEACTBUIA:

e JIBOIHOI 1IEJTYOK JI€BOM KHOIKOM MBIILIU 1O HY>KHOM 3aImicu

e  IIlemuoK rmpaBoit KHOMKOM MBIILH MO HYKHOM 3aIIKCU U BBIOOD
[yHKTa 3arpy3nTb B OTKPBIBILIEMCSI KOHTEKCTHOM MEHIO

ITocne aroro mpoiuBKa Oyzner 3arpyxxeHa B Pemakrop. I1pyuyem nHau-
KaTop MacKU B HIDKHEM JICBOM YIJTy CTaTyCHOM CTPOKHU TIEPEKITIOUNTCS B
MOJIOKEHUE «MacKa», a B 3arojioBke rmaBHoro okHa GrdUtil.exe mosi-
BUTCS Ha3BaHUE 3arPy>KEHHOIN MacKM 1 MIPYU3HAK TOTO, YTO OHA B3sTa U3
0a3bl JAHHBIX:

3 Pepakrop namaru kmoved GUARDANT  [Ms Gasw pannoix. Uma: Stealthlll  Bepcus: 1.0]

&

| aga Pesscrunnnar. Kans  Bua Raca asmasy Conanea

CopTHPOBKU CNMCKA NPOLIMBOK
YTtoObl OTCOPTUPOBATh 3alMCU O TPOILIMBKAX B TPeOyeMOM ITOpSIIKE,
LLIEJTKHUTE JIEBOM KHOITKOM MBILIY Ha 3arojIOBKE HY>KHOTO CTOJI011A.
CopTvpoBKa JOMyCTHMa T10 JI0OOMY M3 CTOJIOLIOB TaOJMIIBI U MOXET
BBITIOJTHSITBCSI TIO YOBIBAHUIO UJTW BO3PACTAHUIO 3HAYEHUIA TTapaMeTpOB.

HanpasneHue COpTUPOBKH YKa3bIBAETCSI CTPEIKOM-MHINKATOPOM B 3a-
rOJIOBKE BLIOPAHHOTO CTOJIOLIA.

Mepeperncrpauys NPOWMEKN HO APYroro KOHE4YHOro
nonb30BATENs

YT0oObI epeperucTpupoBaTh MPOIIMBKY Ha IPYroro rojib30BaTesis, Bbl-
Oepurte ero MMsI Ha BKIIanKe KnneHTbl (0KHO MHCTpYMeHTbI 6a3bl AaH-
HbIX) KOMaHIOW MeHI0 Basa paHHbix | Bbi6paTtb knaueHTa. [lanee
LLEJKHUTE HAa Hy>KHOM MPOLLMBKE MTPaBOil KHOTIKOM MBILLIN U BbIOEpUTE
IyHKT 3apernctpupoBaTb Ha APYroro KiMeHTa B OTKPbIBLIEMCS KOH-
TEKCTHOM MEHIO.

Ha skpane mosiBuTCs 3arpoc Ha MOATBEPXKAECHUE BBIOPAHHOTO NEUCT-

BUS:
4 Bbl AefCTBHTENBHO XOTHTE MCT y 03.04.2006 D0:41 na
\'('r KOHEYHOro noaksoearenn Merpoe Bnagumup Heanoeuy?

Mo HaxaTuio KHOTIKY [[la] MPOIIMBKa OYIeT 3aperuCTpUpPOBaHa Ha BbI-
OpaHHOIO KOHEYHOTO MoJib3oBatesist. DakT rnepeperucTpaly OTpasuT-
Cs1 B CIHMCKE TIPOIITMBOK.
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Yaaneuue NPOLUMUBKMU U3 6asbi ACGHHBIX

Yto0bl yOaIWTh IMPOIIMBKY M3 0a3bl JAHHBIX, LIEIKHUTE Ha HY>KHOMI
CTPOKE CIMCKa MPOIIMBOK ITPABOii KHOITKOX MBI 1 BBIOEPUTE TTYHKT
YAanuTb B OTKPBIBLLIEMCSI KOHTEKCTHOM MEHIO.

Ha skpane nosiBuTCs 3arrpoc Ha MoATBepKICHUE BBIOPAHHOTO

JeUCTBUS:

< Bul cofMpasTech WlanuTh WS G330l AAHHBIK NPOWKEKY AAa Kmoya Stealth Il ¢ Homepom
‘-'/‘ Dx1BbE1A Bminonnennywo 03.04.2006 01:16:19. Boccranoeure ee Gynet HeBosmoxHo. Ynanure?

[To HaxxaTuio KHONKM [[ja] mpoIlrBKa OyleT ynaneHa 13 6a3bl JaHHBIX,
3aMUCh O MPOLLKBKE OyAET yIAJIEHA U3 CITUCKA.

YcranoBka anna PATHLIX 3GNpPeToB

Annapammbie 3anpemot — 3TO TIporpaMMupyemMasi 0JIOKMUpOBKA UTSHUS U
3aMicH BHIOPAHHOTO yJYacTKa TMaMsSTH. MCITomb30BaHUE aIapaTHBIX
3anpeToB — 3(hGEKTUBHAS Mepa 3aIlUTHI COAEPXKUMOTO KITIoUa.
‘YcTaHoBKa arrmapaTHBIX 3alipeToB MPOU3BOIUTCS Ha HIDKHEM YPOBHE,
YTO TapaHTUPYeT HEBO3MOXHOCTb MX 00X0ma OOBIYHBIMH IIPOTpaMM-
HBIMU cpeacTBamMu. KiTiod rpocto He oTBevaeT Ha MOMNbITKY YTEHUST WIN
3aIMCH 3alMIIEHHON 001aCTH.

Baxxnas undpopmauus

B kntoyax Guardant Stealth 111/ Net 11 ¢ NOMOLLbIO CnewmanbHbiX onepaumii Guardant API
MOXHO MOJTyYMTb AOCTYN K 3aLUMLLEHHBIM SUelikaM - 0co60l pasHOBMAHOCTM Monel namsi-
TW, 3aLUMLLEHHBIX 3aMpeTamu.
3anpersl MOXHO YCTAHABIMBATh HAa HEIMPEPHIBHYIO OOJTACTh MaMSITH
CBOOOIHOTO HA3HAYEHUSI, HAUMHASI ¢ MIJIAMIIINX aIpecoB (T. €. C aapeca
14 UAM 1o ob6iactu mosieit crieluaibHBIX OTIeparuil).

GrdUtil.exe aBTOMaTU4eCKW yCTAHABIMBACT arlapaTHBIC 3ampeThl Ha
YTeHUE U 3alliCh Ha CJIEIYIOIIKE TUITBI TTOJIEN: armnapaTHbIE AJITOPUTMBI,
3allUILIEHHbIE STYEHMKY ITaMSITU, TAOJIMLIA TULIEH3UIA.

Baxunas unpopmanuus

KaTteropuyecku He pekoOMeHAyeTCsl OCTaBNSTb HE3aLUMILEHHOW anmapaTHbIMU 3anpeTamm

Ha uYTeHVe W 3anucb 061acTb NaMsiTU, 3aHSTYIO annapaTHbIMU anropuTMamu, Tabnuuei
JIMLIEH3MI U 3aLUMLLEHHBIMW SYelikaMi naMsTu!

77



PykoBoacTeo nonb3oBatens, Yacts 1

Uto0bl yCTAHOBUTH amMapaTHbIe 3alPEeThl, BHIMOTHUTE KOMAHIY MEHIO
Kniou | YcraHoBuTb 3anpeTbl. B mosiBuBIIEMCS nuanore YcraHoBKa
3anpeToB OTOOPAXKAIOTCA TEKYLLME allllapaTHbIE 3alpeThl:

HYcranoBka sanpeTos. [ %]
3anpeT Ha zanuce A0 3anpeT Ha YTeHHE A0

aapeca:; 3Apeca;

271 |z71

OTMEHA | Cnpaeka |

Yucna B mossix BBOAA O3HAYAIOT aapec IMocjeqHero Oaiita (B pexume
UAM), 3a1MIIIeHHOTO OT 3aICU Y YTeHUST COOTBETCTBEHHO.

YT1oObI U3MEHUTh pa3Mepbl 3aLIUILEHHON 3arpeTaMu 00JIaCTU TTaMSITH,
OTpeNaKTUPYITe 3HaYeHUE B HY>KHOM I10JIe BBOJIA.

MOoXHO yCTaHaBIMBATh KaK OTIEIbHbIC BUIbI 3aMPETOB (TOJIBKO Ha UTe-
HMe, TOJIbKO Ha 3aIliCh), TAK 1 KOMOMHUPOBATh UX (M HA UTEHUE, U Ha
3aIT1Ch).

Bubl 1 0603HaueHMST arrapaTHbIX 3alIPpETOB B PC,Z[aKTO])e MacCKHM:

AnnapaTHblii 3anpeT OnucaHune

Mone LenvKoM 3alMLEHO OT YTEHUS!

YacTb nong 3awuiueHa oT YTeHus

w Mone uenukoMm 3alumiLeHo OT 3anucu

W- YacTb nons 3almiieHa ot 3anvcu

rw Mone uenukoM 3almILEeHO OT YTEHUS U 3anucu
r-w- YacTb Nons 3awmileHa oT YTeHUs 1 3anucu

CornacHo uaeonoruu kinoueit Guardant ycTaHOBKa HOBBIX aliapaTHbIX

3aIIpPeToB BeAeT K MHULMAIN3ALMY ITaMSITH KJII0Ya, T. €. BCE I0JIh30Ba-

TEJIbCKHE JaHHBIE YIAISIOTCS U3 ITAMSITH.

TakuMm 00pa3oM, IIOCIIE YCTAHOBKK HOBBIX 3HAYEHMIA 3aIIpeToB B Pemak-

TOpe MACKM M 3allMCH MACKU B KJTIOY, IAMSITh KJIIOYA TIOJHOCTBIO 00-

HosJsiercst. [Ipyu 3ToM BBITTONIHSIETCS Lieas Lienouka onepauuii Guard-

ant API:

o [lamaTh kmova ouninaercs (onepanust Grdlnit)

e HHdbopmauus u3 Macku nuiercs B Kimod (onepauust GrdWrite)

e Ha ykazaHHYy10 06J1aCTh TaMSITH YCTAHABJIMBAIOTCS aIlllapaTHbIe
3anpertsl (onepaims GrdProtect)
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3anuch B KJ1Iou

UtoObl MepeHecTy B MaMsiTh KITIoYa JaHHbIE U3 TEKYIIeld MacKu, BbI-
MOJIHUTE KOMaHy MEHIO Koy | 3anuch B KJTHOM.

B nmpouecce 3anucu manHbix GrdUtil.exe aBToMaTndecku MEPeHOCUT B
KJTI0Y BClO MHGOPMALIMIO U3 MAacKH, 3arpyXeHHoii B PerakTop, 1 Kop-
PEKTUPYET TPaHULIbI ANlIIApaTHBIX 3aIIPETOB B CITy4ae X U3MEHEHUSI.

CornacHo uaeonornu Kmoveit Guardant 3anuch JaHHBIX B 001acTy Ma-
MSITH KJTIOYa, 3alUILEHHbIE anmapaTHbIMU 3alpeTaMy Ha 3alluch, He-
Bo3MOxHa. K npumepy, rpu NMonbITKE BBIMOIHEHUS OMepaliuu 3arvcu
U3 NPUJIOXKEHMS 10 aipecy, Ha KOTOPbIA YCTAaHOBJIEH 3ampeT, (PyHKLMS
GrdWrite coob1aeT 06 yCITeIITHOM 3aBepIieHUH OIIepalvy, HO Ha ca-
MOM JieJie HIYeTo He 3aIiChIBAeT.

ITosToMy KaXKIplil pa3 Ipy HEOOXOAMMOCTH 3allCH HOBBIX JAHHBIX B
3ALIUILEHHYIO 00JIaCTh MAMSITh KJIIOYa IEPEe3arChIBACTCS ITOJIHOCTHIO.
ITpu stom GrdUtil.exe BBIMOIHSIET LIEYIO LIEMOYKY ornepauuii Guardant
API:

o [lamsare kmova oumttaetcs (oneparust Grdlnit)

e HHdopmaius u3 Macku nuiiercs B kirod (orepauys GrdWrite)

e Ha yka3aHHy10 00/1aCTh TaMSITH YCTAHABIMBAIOTCSI allllapaTHbIe
3anpetsl (onepaius GrdProtect)

CoOoTEETCTEME TUMOB MUCKHM U KJTIOUa

Macku [UIs KITIoueit pa3HbIX TUTIOB OTJIMYAIOTCS IpYT OT apyra. [Toato-
MY B&XKHO CJIEIUTh, YTOOBI B KJTIOU 3aITUCHIBAIACH ITOIXOISIIAs TIO TUITY
Macka (T. €. Mmacka Guardant Stealth 111/ Net I1I gormkHa mpormmBaTbCst
B Kimou Guardant Stealth 111/ Net I11). Bto npaBuiio cienyer codaonath
B aOCOIIOTHOM OOJIBILIMHCTBE CUTYALIUA.

OnHako B HEKOTOPLIX CIIydadaxX MOXET BOSHUKHYTb HEOO0XOIMMOCTD 3a-
TMCBHIBATh B KJTIOY MaCKy HECOOTBETCTBYIOILICTO THUIIA. ,Z[OHYCTI/IMI)IC Ba-
PUAHTHI 3alTMCU IPEACTABJICHBI B TabmMIe U 0003HAYEHbBI 3HAKOM «+»:

Tun 3anucbIBaeMoON Macku
Guardant Stealth | Guardant Guardant Guardant
111/ Net 111 Stealth 1I/Net Il | Stealth/Net | Fidus
© Guardant Stealth I11/Net Il | + + +
§ Guardant Stealth 11/ Net 11 + +
E Guardant Stealth/ Net +
—| Guardant Fidus +
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CrnenyeT UMeThb B BUILY, UTO TTOCTIE 3aKMCH B KJTIOY HETIOAXOASIIEH Mac-

KU, MOTYT TOSIBUTHCSI CEPbEe3HbIE OTPaHUYEHUS U TPYIHOCTU Tipy pabo-

Te ¢ TakuM KinodyoM. Hampumep:

o B03MOXHBI HEOTHO3HAYHBIE CUTYALIMK TIPY MOTIBITKE YTEHUS 1aH-
HBIX 13 KJTI0Ya B TEKYIIYIO MACKY

o Kimoun Guardant Stealth I11/Net 111 He omIepkKMBaIOT ATTOPUTMBI
Stealth 1. [TpemynpexxneHre 00 3TOM BbITACTCS TIPH TTOTIBITKE 3aITH-
cu macku Guardant Stealth 11/ Net II wmu Guardant Stealth / Net B
KJTIOY 3-TO MOKOJICHMUST:

3anMcb MacKH B KAy
SEMHEbIEAEMSA MACKS COASPHMT aNMOpHTHE THNE
Stealth I, koTopele HE Gy AyT paboTaTk Ha
HCNONesyemMom kakge Skealth 111, Xotrre
NPOAONKHTE 3aMHCE 7
[7] Bonklue He NOKASEIEATE 370 COODWLEHHE &
Aa | Het |

MaxeTHbIi peXxum 3anucu

YT00B!I 3amporpaMMHpoBaTh MApTUIO KIIOUYEl ¢ ONMHAKOBBIMU Tlapa-
MeTpaMu, BBITIOJTHUTE KOMaHIy MeHIO Kntou | MakeTHbI pexxuM.

B nosiBuBIIIEMCSI Tuaiore MaKeTHbI PeXXMM MOXKHO HAa3HAYUTh KOJIH-
YeCTBO KJIIOUEH, MPOIIMBAEMBbIX 3a CeaHC (IT0JIe BBOIA CO 3HAUEHUEM T10
YMOJIYaHUIO 5 U KHomKa [OK]), 11060 He TUMUTHUPOBATh 3TO KOJIUYECTBO
(xHonka [He 3apaBaTtb]):

SaaaliTe KONMYECTED KNHYed Ana
MPOWHEKH B NaKETHOM PEXHME

He 3a486aTb |
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OcHOBHOI1 quasnor MakeTHbl PeXXUM 3anucu, KOTOPbIi MOsIBIsIETCS
TocJyie HaxaTust I000i 13 KHOIIOK, COCTOUT U3 IBYX BKJIa0K — 3anucb
B KoY 1 XKypHan 3anucu:

[ ———— BB
SaMMCs B KoY | HypHan sanmck |
WA MackH: Netlll 4.0
Mo#anyfcTa BCTAERTE KNMOH B NOPT H HEXHMTE KHOMKY "Jankce B KNk
3anMb B KA |
CraTyc: ONEpaurA YENEWHO sasepUIeHa.
CTATHCTHIES
KOnMHECTBO NONGLITOK 3aMHCcH: 5
W HHX Yy CBLIHE: 4
M3 Hix ¢ ownBroi: 1
OCTaN0Ck NPOWHTE: 1
CBpOC CTATHETHRK SEKPEITE

3anuchk TaHHBIX MACKU B MaMSITh KITIOYA TTPOMCXOINT MTOCTIe HaXATHs Ha
KHOMKY [3anucb B kntou]. Korna ornepalivs 3arvicy 3aBepIiumnTes], K4
HEO0XOOUMMO OTCOEIMHUTb OT IOPTA, BCTABUTb CJCAYIOLUMNA KJIIOY U
TPOM3BECTU HOBYIO 3aITUCh.

B mpotiecce paGoThl Ha BKJIAIKe OTOOpaXkaeTcs Creayiolias nHbopma-
1IVST O XOJI€ BBITIOJTHEHHST ITPOTPAMMUPOBAHUST KITFOUEIA:

Umsa macku MMs Macku, coaepXxmnMoe KoTopor 6yaeT 3anmncaHo B KoY
Crartyc CTaTyC BbIMOSHEHHONM OMepauUmMmn 3anucu: YCNeLWwHO UK HeyAauHo
Konunuectso ObLuee YMcno NoMbITOK 3anucu
€ | nombITOK 3an1cu
E U3 HMX ycnewHbix Yncno ycnewwHbIx NonbIToK
£ | V3 Hux c owm6Koi Yncno HeyaauHbIX NOMBITOK
S OcTanocb NpownTh Konn4ecTBo KItoyeil, KoTopoe HeobXoaMMO MPOLINTL

JInst cOpoca CTaTUCTUKU MCITONB3YeTCsl OMHOMMEHHAsl KHOIIKA B JIEBOM
HIDKHEM YTy JUAJIOTa.

" DTOT MyHKT NOSIBISAETCS! B CIydae, eC/i paHee GbLIO HA3HAYEHO KOTMYECTBO KO-
Yeld, MPOILIMBAEMBbIX 32 CEaHC
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Xypxan sanucu

Ha Bximanke XXypHan 3anucu otoOpaxkaeTcs cTaTvcTideckass nH(op-
Malysi 1o UTOTaM CeaHca 3alcy MapTUM KITIoYei:

TaKETHEIR peXHM SanucH [ 2] %]
Sammce B knkoy | HYDHAN SAMHCH |
MypHan pafioTel NAKETHOND pEMkHMa
gl EpEMA anHcH | THn Knho4a I THM MackH | 1D Knioua | Mg, | B.. | K.AHEHT. |
1 07.04.2006 02:49:28 StealthIIl  Stealth [T 526082... Met@ll 4.0  ®aress Hukonai AnekcaHap...
2 07.04.2006 02:50:04  Steakth III  Stealth 1T S26082... MetIll 4.0  @aTees Hukonad AnexcaHap... 1
3 07.04.2006 02:50:25  SteakthIIl  SteakthIII S26082.. MetIll 4.0  darees Huwonad Anexcanap... 1
4 07.04,2006 02:50:31 Steath 1T 0O Metlll 4.0 matess Hakonad Angkcanap... |
5 07.04.2006 02:51:03 SteakhIII  Stealkh Il 526082... MetIll 4.0 Gatess Hakonad AnekcaHap... !
al | i
CApoc CTaTHCTHEK SaKpeiTe

Bxuagka opraHuzoBaHa B BUJIE TaOJIULIBI, CTPOKH KOTOPOi1 00pa3yeT Iie-
peUeHb 3aIrceil O MPOLIUTHIX KITI0YAaX, a CTOJIOLBI — IMapaMeTphl 3au-

ceit:
Cron6euy OnucaHue
Bpems 3anucv | [aTa 3anucu Macku B KoY B popMaTe YMCNo. Mecsil. rof Yac. MUHyTa. CeKyHaa
Tun koya Tun kntoya Guardant, B KOTOPbI 6bI710 3aNMcaHo CoAepXMMOoe Macku
Tun mMacku TWn Macku, 3anncaHHomn B KoY
ID kntova MpeHTudukaTop kntoya
Nmsa macku MMs Macku, 3anvMcaHHOM B KoY
Bepcust Mackn | Bepcusi Macku, 3anmcaHHol B Koy ™
KnueHt [aHHble 0 KOHEYHOM NoMb30BaTesne, KOTOPOMY MpeAHa3HaYeH KIoY*
Pesynbtat CTaTyC BbINOHEHHOM OMEpaLMm 3amnncu: YCNELHO WU HeyAauHo.
onepaumu HeyaayHble MOMbITKM 3anMcy BbIAENSIOTCA B XXypHase KpacHbIM LIBETOM

Yrenve u3 Knoua

IMocne 3arpy3ku Macku B Penaktope 0ToOpaXkaroTcst 3Ha4YeHUs! U CTPYK-
Typa NoJjieii MacK1 Ha MOMEHT ee TocieiHelt Moaudukanum (Wi aaH-
HBIE TI0 YMOJIYaHUIO, €CITU MACKa TOJILKO CO3aHa).

YT0OBI 3aHECTH B MACKY aKTyaJIbHYIO MH(MOPMALIUIO U3 TIOACOSTUHEH-
HOTO KJTI0Ya, BBITTOJIHUTE KOMaHAy MeHIO Knrou | YteHue us kirova.

" DT NMYHKTbI 3aOMHSIIOTCS IPY paGoTe B pexXyMe 6a3bl JaHHbIX
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Baxnas undopmauusa

1. YT06bI UTEHME KtOYa MPOMCXOANIIO KOPPEKTHO, PEKOMEHAYETCS 3arpyxaTb B Pegaktop
NOC/IEAHIOIO MPOLUMBKY ANS AaHHOMO KIItoYa.

2. CornacHo maeonorum Kodei Guardant coaepxvMoe y4acTKOB NMamsiTv Kikoua, 3aluu-
LLEHHbIX annapaTHbIMU 3anpeTamMn Ha YTeHue, He CHUTLIBAETCS B Macky. Kiiou He oTBeva-
€T Ha MOMbITKV YTEHWUS! TakuX Moneii: B 3TOM C/lyyae B Macke MPOCTO OCTaloTCs TeKyLuue
3HAYEHWS 3ALLMLILEHHBIX MONEN, @ NMPU YTEHUM TakuX YHaCTKOB M3 MPUIOXEHWS onepauys
GrdRead BO3BpaLLaeT Hynu.

CooTBeTcTBME CTPYKTYPbI MACKM U AAHHDLIX B KJIIOYEe

JI1st KOPPEKTHOTO TMepeHoca 3HAYeHU I U3 MaMsTH KJTIoua B MacKy He-
00X0IMMO, YTOOBI €€ CTPYKTYpa (KOJIUIEeCTBO, [IUTMHA 1 TUTI TTOJIEii) COB-
najaja ¢ pacrnoyioKeHHeM JaHHBIX B Kioue. B mpoTuBHOM ciydae B
GOJTBLIMHCTBE CUTYALIMi1 YTEHUE U3 KITIoYa OyJeT HeMOMHBIM U/WTH He-

BEPHBIM.

OCHOBHbIE BapHUaHTbl HECOOTBETCTBUA CTPYKTYPbI MACKU U JAHHBIX

B KITIO4EC:
HecooTBeTcTBME CTPYKTYpPbl Mackun Pe3ynbTaT YTE€HUA U3 KIoYa
M AaHHBIX B KJlOYe
lMone B Macke OTCYTCTBYET MO TOMY afpecy, Hu caMmo none, HY ero CoAEPXXMMOE B Macke
rae B K/oYe pacrosioXeHbl AaHHbIE 0TO6paXeHo He byaeT
lMone B Macke NPUCYTCTBYET, HO €ro TUM He COB- [laHHble 6yayT 0To6paXkeHbl B Macke HEKOp-
NaaaeT C TUMOM AAHHbIX, COAEPXKALLMXCS B K/tOYE | PEKTHO B GOMBLUMHCTBE Clyyaes
lMone B Macke NpUCYTCTBYET, HO €ro ANHa [laHHble MOryT 6bITb OTOGpaXKEHbI B Macke
He COBMajaeT A/IMHON AaHHbIX B K/OYe HEKOPPEKTHO (EC/M ANMHA MOt MEHbLUE)
He coBrnagaeT agpecaumns 3almLieHHbIX YTunuTa BbifaeT npeaynpeXxxaeHue v cuu-
OT YTEHUS nonev TbIBAET TONBKO T€ AaHHbIE, PacroNioXeHne

KOTOPbIX COBMNAAAET CO CTPYKTYPOM Macku

CooTBeTCTEME TUMOB MUCKH M KTIOUa

Macku [Utst KJIIO4€eil pasHbIX TUIIOB OTJIMYAIOTCS Apyr ot apyra. [oato-
MY BaXKHO CIIEOUTb, YTOOBI TEKYILAS MACKa, B KOTOPYIO CUMTHIBAIOTCS
JIaHHbIE, TOAXOAMIA K KIIouy. B MPOTHBHOM Cilydae, MOIYT BO3HUKATh
HEOIHO3HAYHbIE CUTYalLlMU MPH ITOMbBITKE YTEHUSI JAHHBIX U3 KJI04a B
TEKYILIYIO MacKy, JIN0O YTEHNE BOBCE OYIET HEBO3MOXKHO.

Hanpumep, uyrenue u3 ximova Guardant Stealth I1I, B koTopbiit 3anmca-
Ha Macka Guardant Stealth, MOXHO BBITIOJTHUTb, TOJbKO ec/iv B Penak-
TOp 3arpy:KeHa MPOILBKA 3TOr0 KJIk0Ua, - ITPY MOMBITKE YTEHUS B (haiin
WJIY 11A0JIOH MAaCKY YTUJINTA BBIIACT OLIMOKY:

Kmou gna Texymed macku ne Hafigen. BoraesTe coorBercreyomui KA0Y HAH KOHBEPTHPYATE Macky B
POPHMAT TEKYWEND KMOYa.
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Pab6ora ¢ HeCKONbKMMM KJTIOUAMM

GrdUtil.exe MoXeT 06pabaThIBATh CUTYALINIO, KOTIIA K TTOPTaM KOMITbIO-
Tepa MOACOEANHEHO HECKOIBbKO KiTtoueil. B 3ToM ciyyae npu BbImosiHe-
HUMA KOMaHA MeHio Knrou | YreHume m3 wirova, Kmou | 3anuch
B Ktod 1 Kntou | MakeTHbIii peXxrM Ha SKpaHe TMOSIBIISETCS AUaior
Bbi6Op KJIKO4A, B KOTOPOM OTOOpaKeHbI BCE KJTIOUU, MTOJCOETMHEHHbIE

K [OpTaM, YKa3aH ux TUIM U uHTepdeiic, a Takxke 1D:

PyuHoii Buifiop kmoua B

TpedyeTcA YkasaTh KM BRYHHYH, AnA
SEEEPLIEHNA ONEPALMH BBIBEDHMTE KAKIY ME CMMCKA

THN KNHOHa |okmaa |
Guardant Stealth 11 520647163
dcuarda :

0K I OBHOEHTE | OTHEHA |

s 3aBepiieHrsI BRIOPAHHOU OTIepaliui YKaKUTe HyKHBIN KITIOU

B CITMCKE Y HAXXMUTE Ha KHOIIKY [OK].

AnnaparHibie anropmTmbi

Annapammubte aieopummobl — 3To MaTeMaThyeckue PyHKLMU ITpeodpas3o-
BaHMsI JaHHBIX, BBITIOJHSIOLIMECS B CAMOM KJTIoue, 6€3 MCIOIb30BaHMS

PECYpCOB KOMIThIOTEPA.

ATmapaTtHble aJlTOPUTMBI CITYXaT JUTs KOOVPOBaHUST MH(MOpMaLiK, He-
00X0IMMOI TSI paOdOThl 3ALMIIEHHOrO MpWiIoXeHus. [1py mpaBuib-
HOI OpraHu3alliyd CUCTEMbl 3alUThl UCTIOIb30BaHUE alMapaTHbIX ajl-
TOPUTMOB JIeNTaeT OeCCMBICTICHHBIM yIaJleHVe U3 TeJla TIPYIIOXKESHMSI BbI-
30BbI (pyHKuMit API: B 3TOM Cilyyae He NMpOU30MAET JeKOAUPOBAHUE
HYXXKHBIX TIPWJIOXEHUIO NaHHBIX. Kpome Toro, cam dakt Hanu4us anma-
PaTHBIX AJITOPUTMOB CUJIBHO YCJIOXKHSIET JIOTHKY PaOOThI 3JIEKTPOHHBIX

kmouei Guardant.

Hcnonb3oBaHue anmnaparHbIX AJITOPUTMOB — 3TO OCHOBHOM IyTb CO3-

JAHUST KAYeCTBEHHOM 1 2()(HEKTUBHOM 3aIlNThI IPUIOXEHUSI.
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AnrmapaTHble aJITOPUTMBI PEaTU3YIOTCSI MUKPOIIPOrpaMMOil KiTlova, 3a-
MMCAaHHOI B MUKPOKOHTPOJIIEP, B COUETAHUU C JECKPUIITOPAMU, KOTO-
pbIe XpaHATCS B MaMSITU 3JIEKTPOHHOIO KJoya. MMKpoIporpaMma
kimoya Guardant siBsieTcsl HEM3MEHSIEMOI YacThiO alfOPUTMa, ¢ He-
BO3MOXHO HM CUMTaTh, HM MOOMGHUUIMPOBaTh. st GOpMUPOBAHMS
KOHKPETHOTO BMa aJI'OPUTMA U €ro IapaMeTpoB, a TAKXKe IJIsl YIIpaB-
JICHUSI €T0 «IIOBEACHUEM», CIy>KWUT ISCKPUIITOP — HabOp JaHHBIX, Xpa-
HSIIIUXCS B TTAaMSITU KJTIOYa, TOCTYITHOM pa3pa0OTYMKY 3alllUThI.

IMonpobHoe onucaHue JECKPUIITOPOB arapaTHBIX aJIrfOPUTMOB CM. B
IJ71aBe AnnapaTHbie afiropUTMbl.

GrdUltil.exe 1mo3BoJIsIeT co31aBaTh, peNaKTUPOBaTh M YAAISATh JECKPUII-
TOPBI aIMapaTHBIX AITOPUTMOB.

ﬂ,I/IEUIOI‘ CO3IaHuA aJII‘OpI/ITMB.* BBITNIOJIHEH B BUJIE MacTepa, COCTOAILIECTO
13 HCCKOJIbKUX CTPAHMII:

o JloGaBUTH aITOpUTM (HOBOE TI0JIE)
o CBolicTBa aJiropuT™Ma
o  Omnpenenurelib AITOPUTMA

[lepexon K caenyrolieir CTpaHUIIe MPOMCXOAUT MPHU MOMOILIY HaXaTUst
KHOIIKY [[anee] rocje BbIOJHEHUS TEKYILIETO AUajiora.

Cozaanue anropurma
YToObI co3maTh arnmapaTHbIii alrOpUTM, BBIMOJIHUTE KOMaHay Pepak-
TupoBathb | [lo6aBuTb HOBOE Nose.
B nosiBuBILIEMcsT fuaiiore [lo6aBUTb HOBOE MoJie BLIOEPUTE THUIT MOJS

ANropMTM, 3a1aiiTe MMSI U TUIT HOBOTO aJITOPUTMA, a TAKKE pa3Mep ero
OTIPEICTUTES.

" Ipu paboTe ¢ anmnapaTHBIMU AITOPUTMAMH TIOPA3yMEBaeTCsl, UTo Bee AeicTBUs
BBITOJTHSIIOTCSI C UX JIECKPUTITOPAMH.

85



PykoBoacTeo nonb3oBatens, Yacts 1

Juanor 1o6aBIeHs] HOBOTO alTOPUTMa:

MNoxanyAcTa, ewifeprTe None, KOTOpOE Bbl X0THTE 40D3BHTE B MACKY KHOHa H HaxmKTe 'anees"
[ Thn nona Vit nona
| Mevs Hashe4 algarithm
O Lienoe uncno
0 CTpoka Pasrep onpeaen1Tena (DEC):
15 -
€ CueTani I —I
O gantrarar Tvn anropHTHa
[HessHe+ Stealth I1T: CRC 64 Gnra -

® finroprm
) 3aMuEHHaR fueika

€ Tabnmua nrusHsail

< Hazaa | Aanee > I OTHeHa

Tun anropurma

BriGepure TvI aJIropruT™Ma TIPY IIOMOIIIN Pa3BOPAYMBAIOIIETOCS CITHCKA.

Tun coznaBaeMoro ajir OpUTMa 3aBUCUT OT MAaCKHM KJIro4a:

Tvn Mackm

Tvn anropuTtma

Guardant Stealth 111 / Net 111

1. CUMMETpUYHbIi anroputm GS1164
2. OpHoHanpasneHHble anroputmbl Stealth 111: HASH64, RND64

Guardant Stealth 11 / Net 11

1. CUMMETPUYHbIV anroputm GS1164
2. OaHOHanpaBneHHbIV anropuTM Stealth 1 ero pasHOBUAHOCTY:
Fast, Random, AutoProtect

Guardant Stealth / Net

OpaHOHanpaBneHHbIV anropuTM Stealth 1 ero pasHOBUAHOCTU:
Fast, Random, AutoProtect

Guardant Stealth Fidus

Pazmep onpepenurens

Onpedeaumenb — OCHOBHASI COCTABJISIIOIIAST JIECKPUTITOPA aIlMapaTHOTO
aJIrOpuT™Ma, KOTOpasl 3a1aeT KOHKPETHBIN BUI (DYHKIIMK MpeodpazoBa-
Hus. OnpeneauTen alropuTMoB B Kimoyax Guardant rmociienHero mo-
KOJIEHUSI MMEIOT (DMKCUPOBAHHYIO YETHYIO MIMHY 16 mim 32 Gaiita. C
nioMoibio GrdUtil.exe MOXXHO 3a1aBaTh pa3Mep ONPEISIUTENIS U pelaK-
TUPOBATH €TO BU/L.

YroObl BBIOpaTh (MM 3a4aThb — JUIS ONHOHAMPABIEHHOIO AITOPUTMA
Stealth) pasmep onpenenuTensi, BOCIOIb3yUTECh ONHOMMEHHBIM KOM-
OGMHMPOBAHHBIM ITOJIEM-CITMCKOM, CJIeBa OT KOTOPOTO YKA3bIBAETCS CUC-
TeMa CYUCIICHUSI.
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Pasmep onpenenutensi 3aBUCUT OT TUIIA aITOPUTMA:

Tvn anroputma

Pasmep onpepenutens, 6aiito

CUMMETpUYHBIN GSI164

16 nnm 32

OpHoHanpaeneHHble Stealth 111 (HASH64, RND64)

16 nnm 32

OpHoHanpaseHHbIN Stealth” 1 ero pasHOBUAHOCTM

4 — 200 (onTuManbHo - 32)

sk

IMocie 3amaHust TUIIA ¥ pa3Mepa OIPENETUTENS] HOBOIO alfOpUTMa He-
00XOIMMO OTPEIAKTUPOBATh €ro CBOMCTBA. JIJIst Iepexoa K Cieayomieit
CTpaHUIIE HAXXMKTE Ha KHOTIKY [[Aanee] B HIKHEN YacTH JUaIora.

CeolicTea anropurma

Juanor CBOWCTBa anropuTMa CIIYKUT [UTSL ONIPeeIEHUsS] CBOCTB CO3-
JTABAGMOT'0 aJITOPUTMA: 3aIaHusT KOMOMHAIMK (hJ1aroB, pa3Mepa BOIpo-
ca, a TaKXe Habopa CepBHCOB VISl AJITOPUTMOB, CO3IABaEMBbIX B KITFOYaX

Guardant Stealth 111/ Net I1I:

CODACTS SATODMTME 33 HILEHION AYEREH

CooACTDS aArOpMTMaY 33 el aueisn

F st o7 ]

[p— 2
F < ymosmweisien cuemans Terierns carana (DEC): [311030
ApTyrast cipencs fapam Copusmsinactomrast
[ [1aseres [resreeraat -]
P aesrimmaum ER=ED [esremernat -]
[T p—
P meens s g | =]
P Clemnmmen amenic [21esaser |Pecroaresi =l

BoriptTemse Kiiwrasc TG ousos (DEC): [ 10

[ et bt e Tt SO To Poatmes amcrgevirops (DEC): 44 fisir

P hssionr or i

P perguen (DEC):
et cumena (DOC): [ +45saTT]

F zammnm or carrama

7 © ymovmwisicn cuemans

ApTyrast cipencs fapam Copusmsinactomrast
O a [ [ =
Oa [ [ =
I wer

=k | | =
= [ [ =

Panep amcxgursropus (DEC): 74 fasir

Cmmema

« Hisaa Sanee >

Dnary CBOICTE ANrOpUTMOB

I'pyrma cnaros B jieBoii BepxHeil yacTu auanora (3aBucuT ot 1D, 3aBu-
CUT OT cueTumnka 1 C yMEeHbLUEHUEM CYETUMKA) CITYXUT JUTs 3aJaHus
CBOIICTB anmapaTHoro ajiropurMa. KomorHupoBaH1e 3TUX CBOMCTB IO~
3BOJISIET CO3[aBaTh AJTOPUTMBI C DPA3IMYHBIMU pPEXMMaMU PabOTHI,
ananTUpOBaHHbIE TSI peLUeHMs] Pa3HbIX 3a1a4 (MTOJyYyeHHe CITydailHbIX
YHCeJl, OTPAHUYEHUE YMCIIa 3alyCKOB, U MPOoY.).

" OIHOHAIpaB/IeHHBIIT ATopuT™ Stealth sIBIISIETCS MOPAJIBHO YCTApeBLINM, €T0 pe-
KOMEHJIyeTCsl MCIIOJIb30BaTh TOJBKO UISI MOMIEPXKAHUSI CyIIECTBYIOLICH CHUCTEMbI
3aIUThI Ha Kiiovyax Guardant Stealth / Net.
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BosmoxkHbIe KOMOMHALIY (h1aroB CBOIMCTB aJITOPUTMOB:

Kom6uHaumsa Pexxum paboTbl OnucaHue pexxuma

cdnaros anroputma

®dnaru Pexm ANropuTM OT (pr1aroB He 3aBUCUT

He yCTaHOB/EHbI no yMOYaHUIo

YcraHoBneH YHMKanbHOCTb KoanposaHue 3aBucuT ot ID kitoya. Mpyn 0aNHAKOBBIX

dnar 3aBucut
ot ID

anroputMa o ID

onpeaenuTensx anropuTMbl B pasHbIX KoUYax Koampy-
10T AaHHbIE MNO-PasHOMy

YcraHosneH
dnar 3aBucuT
OT cYeTuMKa

3aBUCUMOCTb
anroputMa
OT cyeTymKa

B none cyeTumka anroputMa 3anucbiBaeTcs 4-6aiiToBoe
3HayeHue, OT KOTOPOro 3aBUCUT BUA NpeobpasoBaHus.

Mp1 0AMHAKOBLIX ONpeaenUTENsX anropuTMbl C pasHbl-
MM 3HAYEHUSIMU CYETUMKOB ByayT KOAMPOBATb AAHHbIE

no-pasHoMy

YcraHoBneH
¢nar C ymeHb-
LIEHMEM cYeT-
yMka

OrpaHuyeHve
yucna 3anyckoB
anroputMa

B none cyetuuka anroputMa 3anucbiBaeTcs 4-6aiiToBoe
HayasnbHoe 3HayeHne. CUETUMK AEKPEMEHTUPYETCS Npu
KaXaoM Bbi3ose GrdTransform, a no AOCTUXEHUM
CYETYMKOM 3HAYEHMS 0 aNropuTM NEPECTAET BbIMON-
HATLCA

YcTaHoBNEHbI
dnarn 3aBucut
ot ID

3aBMCUMMOCTb an-
roputMa OT cyeT-
ymKa + yHUKanb-

KoampoBaHve 3aBucuT oT ID kioya. B none cuetunka
anropuTMa 3anucbiBaeTcs 4-6aiiToBoe 3HaueHve, oT
KOTOPOro 3aBWUCUT BKA NpeobpasosaHus. Mpy oauHa-

1 3aBUcUT HOCTb Mo 1D KOBbIX ONpeaenuTensx anropuTMbl C pasHbiMK 3Haue-

OT CYeTUYMKa HUSIMW CHETYMKOB ByAyT KOAMPOBaTb AaHHbIE MO-
pasHoMy

YcTaHoBNEHbI OrpaHuyeHune KoavposaHue 3aBucut ot ID kntoya. Mpy oanHaKoBbIX

¢narv 3aBucuT
ot ID

n C yMeHblle-
HUEM cYeTuMKa

Yucna 3anyckos
anroputma +
YHUKaNbHOCTb MO
ID

onpeaenuTensx anropuTMbl B pasHbIX KoYax Koampy-
10T AaHHblE MO-pa3HoMYy.

B none cyeTuMka anroputMa 3anvcbiBaeTcs 4-6antosoe
HavanbHoe 3HayveHue. CHeTUnK AEKpEMEHTUPYETCA Npu
KakaoMm Bbi3oBe GrdTransform, a no AOCTMXeHUN
CYETYMKOM 3HayeHusi 0 anropuTM nepecrtaeT BbInos-
HATbCS.

YcTaHoBNEHbI
dnarn 3aBucuT
OT cyeTuMKa

1 C yMeHbLue-
HHMEeM cyeTumka

leHepaTop
ncespocnyyan-
HbIX Yncen

B none cueTumka anroputMa 3anucbiBaeTcs 6onbluoe
4-6aiiToBoe HauanbHoe 3HaueHne. CHeTUmnK JeKpeMeH-
TUPYETCa Npu KaxxaoM Bbidose GrdTransform, a no
[OCTMXKEHWMM CHETHUMKOM 3HaYeHns 0 anropuTM nepe-
CTaeT BbINONHATLCS. Mpyn 3TOM NpeobpazoBaHue Bbl-
NOJTHAETCS € KaXKAblM YMEHbLUEHNEM CHETYMKA MO-
pasHoMy

YcTaHoBNEHbI
¢narv 3aBucuT
ot 1D, 3aBucurt
OT cyeTuMKa u
C yMeHblUeHn-
€M cueTumka

[eHepaTop nces-
[OC/yYalHbIX Un-
cen

KoaviposaHue 3aBucut ot ID kntoya. Mpy 0anHaKoBbIX
onpeaenuTensx anropuTMbl B pasHbIX Kl0HYax KoAMpy-
10T A@HHbIE NO-pa3HOMYy.

B none cueTumnka anroputMa 3anucbisaetcs 6onbluoe
4-6aliToBOE HayarbHOe 3HauyeHne. CUETUMK AeKpeMeH-
TUPYETCA NpU KaxaoMm Bbi3ose GrdTransform, a no
[OCTUXKEHWMM CHETUMKOM 3HayeHus 0 anropuTM nepe-
CTaeT BbINONHATLCS. Mpy 3TOM Npeobpa3oBaHue Bbl-
MOJSTHAETCS C KaXKAblM YMEHbLUEHUEM CHETYMKA MO-
pasHoMy

Baxnas undopmauus
MepeuncrneHHble dhnarv 1 ux KOMGUHaLWMKM JOCTYMHbI HE A/ BCEX TUMOB KITOYEN.
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3HauYeHMe CHeTYMKa

Cuemuuk aszopumma — crieliagbHoOe 4-0aliTOBOE T0JIe, BXOASIIEE B CO-
CTaB Jieckpunropa anroputMa. CueTymK OObIYHO MCTIONB3YEeTCs ISl OT-
PaHUYEHMsI YMCTIa 3aITyCKOB aJITOPUTMA, a TAKXKE B PEXMUMAaX 3aBUCUMO-
CTH JITOPUTMA OT CUETUMKA.

IToJsie BBO/a 3HAaUEHME cYETUMKA CTAHOBUTCS JOCTYITHBIM ITPY UCTIOJb-
30BaHUU (DJIaroB 3aBUCUT OT CYETUMKA 1T C YMEHbLLUEHUEM CUETUM-
ka. OHO pacriojiaraeTcsi B BEpXHeii MpaBoii yacTu auasiora. PsioM ¢ mo-
JIEM YKA3bIBAETCS CUCTEMA CUKCIIEHNIS.

Paszmep Bonpoca anropurmy

Bonpoc areopummy — 310 OJIOK JaHHBIX ONPENEIEHHON JIMHBI, KOTO-
PYIO anmnapaTHbIiA aITOPUTM MOXET MPeoO0pa3oBaTh 3a OAUH MpueM (Cp.
¢ noHsATHEM Pa3mep Bonpoca GrdTransform).

151 BBoma pa3Mepa BOIMpOCa CIYXXUT OJHOMMEHHOE MOJie B BEpXHeil
MpaBoii yacTu auasora. PsmoM ¢ mosieM yKasbIBaeTcsl CUCTeMa CUuce-
HUA.

Pa3mep Bompoca 3aBUCHUT OT THIIA AJITOPUTMA:

Twvn anroputma Pa3mep Bonpoca, 6aiitoB

CUMMETpUYHbIN GSI164 8

OpHoHanpaeneHHbleHASH64, RND64 8

OpHoHanpasieHHbIN Stealth” 4 — 255 (xenaTenbHO UCMOo/b30BaTh YETHbIE YMCia)

CepEBHCcbI anNNAPATHLIX AJIFTOPUTMOB
Guardant Stealth 111/ Net 11l

B rpynme [locTynHble cepBMCbl PacIiofioxKeHbl (iary, yrpasisionme
CepBUCaMU aTOpUTMOB. M cIomb30BaHNe CepBUCOB 3HAUYUTEILHO pac-
mpgeT (QYHKIMOHAIBHOCTh amnmapaTHbIX anroputMoB  Guardant
Stealth 111/ Net III.
CepBHCHI TIO3BOJISTIOT:
e 3amaBaTh COCTOSTHME aJITOPUTMA (aKTUBHOE/HEAKTUBHOE)
W, B JAJIbHEIMIIIEM, YIIPABIISITh UM U3 IIPAIOXEHUS WIK ITyTeM
YIaJIeHHOTO OOHOBJIEHNST
e [losy4aTh JOCTYII K COOEPXHUMOMY AECKPUIITOPA AITOPUTMA
1 OOHOBJISITh €70, HE 3aTparuBasi (He Imepe3anuchbiBasi) OCTAIbHYIO
MaMSITh — CP. C UICOJIOTHEN aIapaTHbIX 3aIIPETOB.

" OnHOHANpaB/IeHHbI aTropuT™ Stealth Ha CETrOTHALIHMIA IEHD SABJISETCS MOpAIb-
HO YCTapeBILIUM, €r0 PEeKOMEHIYETCSl TONBKO JUIsl TONIEPXKAHUS CYIIECTBYIOMICH
CHCTEMBI 3alLIUTHL.
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Takue BO3MOXHOCTHU CTalu JOCTYITHBI Olaronapsi mexwHoao2uu 3augu-
WEHHBIX A4eeK, YACTHBIM CITy4aeM KOTOPbIX SIBJISIFOTCS alllapaTHbIe ajl-
roputMbl Guardant Stealth 111/ Net I11.

AxTMBauUMS

Ecnu B cBoiicTBax aropuT™Ma BKJIIOYEH CEPBUC AKTUBALMSA, TO 3TOT a-
TOPUTM B OMpPENETECHHBII MOMEHT MOXHO CHENaTh aKTMBHBIM, 00pa-
TUBILKCH K HEMY 13 MPUJIOXKEHUS C TOMOLIbIO CIIELIMATBHOM KOMaH b
Guardant API v BBINOIHUB MPOLIEAypY OOHOBIEHUSI.

[Tocne akTuBaLMY C AITOPUTMOM MOKHO BBITIOJTHSITH BCE paHee 3ampo-
TPaMMUPOBAHHBIC TSI HEro JCHCTBUS: BBITIONHSTH MPeoOpa3oBaHMsI,
YUTATh CONEPKUMOE JECKPUITOPA AJITOPUTMA, OOHOBJISITH OITpeeIeH-
HBIE YYaCTKU JECKPUTITOPA, I€aKTUBUPOBATh JITOPUTM.
MpuMepb! ncnonb3oBaHng
1. YnmaneHHas akTMBAlLIMS aJITOPUTMa, KOTOPBIN OTBEYaeT 32 pabOTOCTIOCOOHOCTh
JOTIOJTHUTEJTBHBIX MOJIYJICi MPUIIOKEHUSI, TIOCIIEe TIOIyYEHUST OTIAThl OT KOHEYHOTO
OJIb30BATEJISI.
2. AKTUBALMS JOTIOJTHUTEIBHOTO AJITOPUTMA IO OTIpeNieJIEeHHOMY COOBITHIO IS yC-
JIOKHEHUSI JIOTUKU PabOoThI 3aILMIIIEHHOI IPOrpaMMBl.
3. AKTHBAIIMsI HOBOTO U JIEAKTUBALIMSI CTAPOTO AJITOPUTMA TPU BBIXOE HOBOIA Bep-
cuu npuioxkeHust. [Ipy 35ToM Bce arOpUTMBI JOJDKHBI OBITh 3apaHee CO3IaHbl U UX
CBOICTBA M CEPBUCHI IOJKHBI OBITH OTIPEIEICHBI.
AKTHBALIYS aJITOPUTMA U3 TIPUIIOKEHMSI BBITTOJHSIETCS] C TIOMOIIBIO KO-
MaHabl GrdPI_Activate.
YcraHoBKa (hiara AKTMBaLMSA BKITIOYAeT OJHOMMEHHBI CepBUC, MPU
3TOM CTAHOBSITCSI JOCTYITHBIMU OILIMMU (ITOIPOOHEe O HUX CM. HIXKE):

o [lone BBOma Maponb akTMBauumn
o [lone BBO/1a MOCTOSAHHDBIW/CyYaiiHbIi NApOsib
o  @jyar YCTaHOBUTb HEAKTUBHOE COCTOSIHUE

A TaKKe TTOSIBIISIETCS oIy, 06111a9{ 11 BCEX CEPBUCOB:
o [lone flonycTuMoe konnMyecTBo olunbok npu Habope naponei

IMocne BKMIOUEHMs cepBrca AKTMBaAUMS 3adaiiTe Mapojib aKTUBALUM,
OIpeeIUTe €ro BU/I U AOMYCTUMOE YKMCJIO OIMO0YHOrO BBOIA.

Eciu cxema 3aIlMTHI TIPMIOXEHMSI IIPEAIIONATAET, YTO AJITOPUTM IO~
JKeH OBITh JeaKTMBUPOBAH M3HAYAILHO, YCTAHOBUTE (hjiar YCTaHOBUTb
HeaKTUBHoe cocTosiHne. HeakTBHEI anropuT™ Bbiaessiercs B Pemak-
TOpe MackKu OJIeTHO-CEPhIM LIPUMTOM.
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AeaktMBauus
Ecnu B cBOiCTBax aJiIropyUT™Ma BKIIIOYEH CEPBUC [leaKTUBaLMs, TO aJlro-
PUTM B OIpeAeIeHHBbI MOMEHT MOXHO ClIeJlaTh HEaKTMBHBIM, 00Opa-
TUBLIUCH K HEMY 13 MPWJIOXKEHMSI C TIOMOIIBIO CIIEIMAIbHON KOMaHIbI
Guardant API vy BBINOJHUB MpoLeaypy OOHOBJICHUSI.
[Mocne neakTMBALMKM AJITOPUTM MOXHO TOJBKO aKTHBUPOBATh (€CIU
CEpBUC aKTWMBaLWK ObUT MPEeABAPUTEIbHO BKIIOUEH B CBOMCTBAX aJIr0O-
pYTMa), HO HeJb3sl BBITIOJHSITh OCTATbHbBIE ICHCTBYS, 3aPOrpaMMUpPO-
BaHHBIE JIJISI TOTO AJITOPUTMA.
JleakTuBalusl aropuT™Ma M3 MPUIOXKEHMS BBITIOJIHSIETCS C TTOMOLIBIO
koMaHawl GrdPI_Deactivate.
YcraHoBKa hiara fleakTuBaums BKIIIOUAET OJHOMMEHHBIN CEpBUC, TIPU
5TOM CTAHOBSTCSI TOCTYITHBIMM OTTIUH (TIONPOOHEe O HUX CM. HITKE):
o [lone BBoma Maponb AeakTUBaLUn
o [lone BBo/a MOCTOSIHHDBIN/CyYaiiHbIi NAposib

A TaKKe TIOSIBIISIETCS OHL[I/IH* , 061L[aﬂ I BCEX CEPBUCOB!
e [lose lonycTuMoe konuuecTBo owmnbok Nnpu Habope naponei

IMocne BrIIOYEHMST cepBrica [leakTMBaums 3a1aiite Maposb IeaKTUBa-
LI1H, OTIPEIESTUTE ET0 BHIL U TOMYCTUMOE YUCIIO OIMOOYHOTO BBOJIA.

YreHue paHHbIX. YTeHue no naponio

Ecnmu B cBolicTBax alropuT™Ma BKITIOUEH CEPBHIC YTEHUE AaHHbIX,

TO MOXHO TOJTYyIUTh MHGOPMALIMIO O COIEPXKUMOM OIpPEIeTUTEIS
3TOTO aAITOPUTMA, OOPATUBIIMCH K HEMY U3 TIPUJIOKEHHS C TTOMOILIBIO
cnelanbHoi KoMaHael Guardant APL.

Ecnu npu sToM OyneT BKIIOYEH cepBHUC YTeHMe no naposito, TO Ui
BBITIOJTHEHUST KOMaH/Ibl YTEHUST HEOOXOIMMO OYIeT yKa3aTb BEPHbIi Ma-
pOJIb.

JlocTyn K conepKMMOMY amnmapaTHOTO ajlropyuTMa U3 TIPUIOKEHUS Bbl-
TTOJTHSIETCST ¢ TOMOIIBI0 KoMaHIbl GrdPI_Read.

YcraHoBKa (iara YreHue gaHHbIX BKIIIOUACT OMHOMMEHHbIN CepBHUC,
MPHY 3TOM CTAaHOBMTCS JOCTYITHOM OILIMsI YTeHne no naposnto.
YcraHoBKa ¢iiara YreHne no Naponro BKIIIOYAET OMHOMMEHHbIN cep-
BUC, NPU 3TOM CTAHOBUTCS JOCTYITHBIMU OMIIUU (MOAPOOHEE O HUX CM.
HUXe):

e [lose BBoma Maponb Ans YTeHUs AAHHbIX

o [lone BBOo/a MOCTOSIHHDIN/CyYaiiHbIi NAposib

" Ecivt oHa yske He TIOSIBHIIACh TIOCIIE BKITIOUEHHs! IPYTOTO CEpBHCa
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PykoBoacTeo nonb3oBatens, Yacts 1

A TaxoKe NMosIBIIsieTCs ONUusl , 06LIast JU1sl BCEX CEPBUCOB:
o T[lone flonycTuMoe KonuuecTBo owM6b0K nNpu Habope naponei
[Mocne BKiIIOUEHMS cepBrica YTeHUe AaHHbIX BKITIOUMTE CEpPBUC UTeHne

no naposto, 3a1aiiTe Maposb Il YTEHUST JAHHbBIX, ONPEICIUTE €ro BUL
1 JOTMYCTUMOE YHUCJIO OIMMOOYHOTO BBOJIA.

O6HOoBNEeHUEe AAHHbIX

Ecnu B cBoiicTBax aroprtMma BKIIOUEH cepBUC O6HOBMIEHUE AAHHbIX,
TO CONEPKMMOE OTIPEACTUTENSI TAKOTO aJlTOPUTMa MOXKHO OyIeT n3Me-
HUTh, OOPATUBIIINCH K HEMY U3 TIPUJIOXKEHUST C TIOMOIIIBIO CITEITUATbHOMN
koMmaHs! Guardant API.

3anuch HOBBIX TAHHBIX B IECKPUTITOP aJITOPUTMA U3 TIPUJIOXKEHUST BbI-
TIOJTHSIETCS € TTOMOTIIbIO KoMaH bl GrdPI_Update.

YcraHoBka (hiiara O6HOBNEHUE AAHHBIX BKITIOYACT OMHOMMEHHBIN cep-
BUC, TIPY 3TOM CTaHOBSITCSI TOCTYITHBIMY OMIINH (TTOIPOOHEE O HUX CM.
HUXe):

o [lone BBona Maposnb Ans 06HOBNEHUS AAHHbIX

o [lone BBoma MOCTOAHHBIU/CyYaiiHbIii NAposib

A TaxoKe MOSIBIISIETCS OIS , OOILAst LTS BCEX CEPBHCOB:
o [lone flonycTuMoe KonuuecTBo olwM6ok Npu Habope naponeit

IMocrie BKIIOYeHUs cepBrica O6HOBAEHME AaHHbIX 3a/1aiiTe apoIib IS
OOHOBJICHUSI, OTPEICIIUTE €r0 BUA U AOMYCTUMOE YUCJIO OLIMOOYHOTO
BBOJIA.

Jnst BeimonHeHUst KoMaHa Guardant API, u3aMeHsIIoIMxX cTaTyc ajaro-
puTMa, OO0 ero comepKMMoe, TpeOyeTCsT YKa3aTh Iapoiib, TIpeaBapy-
TEJIGHO 3aJaHHBINM TIPK BKIIIOYeHNM cepBrca(-oB). st BBoma maposeit
CJTy>Kat MoJisl, pacToNIOXKEHHbIE HAITPOTUB (hJIaroB, KOTOPBIE YIIPABIISTIOT
TEM WJIM UHBIM CEPBUCOM.

[Tonst BBoma B cexiiy Maponmn CTaHOBATCS AOCTYITHBIMU TIPU UCTIOJb-
30BaHMU COOTBETCTBYIOILIETO CEPBHCa.

MaxkcumanbHas IIMHa KaxKIIoTo MapoJisi CoCTaBIsIeT 4 Gaiira.

MocTosiHHLINA/cny4aiiHbIi Naposb

[Maponb mis cepBrca MOXeT ObITh TOCTOSTHHBIM, T. €. ONMHAKOBBIM JIJIsT
BCEX KJTIOUEi, UCTIOJIB3YIOIIMX JaHHBIN aJITOPUTM, JIMOO CIIyYaliHbIM, T.
€. VISl K&KIOTO CJEMYIOIIEro Kioya, KOTOPbI MpOLIMBAETCsl JTaHHBIM
11a6JIOHOM MacKu, aBTOMAaTUYECKM 3a/1aeTCs CyJaliHbIN MapoJib.

" Ec/i oHa yske He MOsIBUNIACh MOc/Ie BKITIOUEHMs IPYTOro CepBUCca
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Baxnas undopmauusa
Vicnonb3oBaHue CryyaliHbx naponeit npeanonaraeT paboty B pexuMe 6a3bl AaHHbIX
GrdUtil.exe. TonbKo B 3TOM C/Ty4ae MOXHO OTC/IEANTb, Kakoi naposb 6bin 3aaaH npu npo-
rpamMMMPOBaHUM KOHKPETHOMO KoYa, T. K. KaXabl (hakT NpOLUMBKM K/loua PerucTpupy-
etcs B 6ase gaHHbIX.
s BBIOOpA BUA TIAPOJIST CITYXKUT Pa3BOPAYMBAIOIIMIICS CIMCOK, pac-
TTOJIOKEHHBII HATIPOTUB BHIOPAHHOTO CEpBUCA.

Cricku B ceK1iv MOCTOSIHHBIA/ Cy4aiiHblii Naposib CTAHOBSITCS 10C-
TYITHBIMY TIPU UCTIOJTb30BAHUM COOTBETCTBYIOIIETO CEPBUCA.

Aonycrumoe KosIMuecTeo olmboK.

Anropurm ¢ HEM3MEHSEMbIM CTATYCOM
3HaueHue 10151 JJonycTMMOe KO/IMYECTBO OWMNBOK 3a1aeT Ipeae/ibHOe
YKCJIO MOIBITOK OIIMOOYHOrO BBOIA IMAPOJISI IIPU IOIBITKE AOCTYIA K
aIropuT™My (3HaYeHUe o yMomdaHuto — 10).

B ToMm cnyyae, ecnu mpy akTUBALWU, J€AKTUBALIUM, OOHOBIEHUU WU
IPYTUX AEUCTBUSIX, 3alIPOrPaMMUPOBAHHBIX UISI JAHHOTO ajrOpUTMa,
YUCJIO TIOTMBITOK HAO0pa HEMPaBUIBLHOTO MapoJist ObLIO MPEBBILIEHO, TO
ITOPUTM OJIOKUPYETCSI U IPUOOPETAET CTATYC HEU3MEHSIEMOM STUEeKU.
[Ipu aTOM €ecnu anropuT™ 10 GIOKMPOBAHUSI UMETT CTaTyC aKTUBHOTO,
TO TakKoW OJIOKMPOBAHHBIN AJITOPUTM MOXKHO BBITTOJHSTH TTPU MOMOILIA
koMaHmbel GrdTransform, oHaKO ocTabHBIE TEWCTBYS, 3aITPOTPAMMM-
pOBaHHBIE UISI ITOTO ANTOpPUTMA (M3MEHEHWE CTaTyca WM CONepXKa-
HMSI), OyIyT HEMOCTYITHBI.

Ecmm xe anroput™ 10 6I0KMpOoBaHMSI He 00J1aajl CTaTyCOM aKTUBHOTO,
TO J1100ast paboTa C 3TUM aAJITOPUTMOM OyIeT HEBO3MOXKHA.

YCcTOHOBUTbD HEAKTUBHOE COCTOSIHME
@ar YCTaHOBUTb HEaKTUBHOE COCTOSIHME CTAaHOBUTCS JOCTYITHbIM
TTOCJIe YCTAHOBKM (bjiara AKTUBaLMS.
Ecnu cxema 3alUThI MPUJIIOKEHUA MPEAIIOIaracTt, 4YTo alrOpuT™M 10J1-
>XKeH OBITh JI€aKTUBMPOBAaH M3HAYaIbHO, YCTAHOBUTE (hiar YCTaHOBUTb
HeaKTUBHOE cocTosiHne. HeakTuBHBII alroput™ BoifessieTcs B Penak-
TOpe MacKM OJIETHO-CEPhIM LIPU(TOM.

Pasmep geckpunropa anropurma
B HukHeilt yactu nuanora CBOMCTBA anropuTMa oToOpakaeTcsl CTaTy-
cTuyecKass MHGopMalivs 0 pa3Mepe AeCKpUIITopa ajropuTMa (¢ ykasa-
HUEM BBIOpaHHOI CUCTeMbl CUMCIIeHMs). Pa3Mep JaecKpuIiropa ajiro-
pYTMa CKJIaIbIBACTCS U3 pa3MEPOB €TI0 COCTABHBIX YaCTEI: OIpeaeuTe-
JIs1, HAOOPOB (PJIATOB M CEPBUCOB.
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sksksk

IMocne onpeseneHss CBOMCTB alrOPUTMa OCTAETCS OTPEIaKTUPOBATh
€ro OIpeAeIUTENb (€CIM B 3TOM €CTh Heo0xomuMocTh). [1ist mepexona K
CIIeyIOIIel CTpaHUIe HAKMUTE Ha KHOTIKY [[lanee] B HUXHEW 4acTh

auajiora.

PEA(IKTHPOBCIIIHe onpepenurensa anropurma

[uanor OnpeaenuTenb anropyMTMa IpeacTaBisieT co0O0il 1ecTHaaLA-

TCpH‘IHBH‘;I PEAAKTOP J1d BBOJA U USMECHECHUA OITPEACIIUTEIIA:

OnpefenuTent anropuTMa [ x|

oooo BE EO SE
ooos  ES 1D 6C
oolo EO0 FO YE
O0is D5 43 29
oozo

72 F& D3 35 10 salrT¥ysO
93 57 FC DD B9 HO1°We4dw
9L BE 5D ZF 6L apimskd]
L7 CA F7 E6 OF HC) UReesld

SarpysiTE
COXpaHnTE

CreHepHMpoBaTE
HOBDE 3HAHEHHE

< Hazan, | 3ABEPLMTE | OTMEHS

ITo yMOT4aHUIO MPK CO3MaHUM AITOPUTMA B ONPENEIUTENb 3aChiBa-
I0TCsl CiTyvaiiHble yncna. Mx MoxkHO M3MeHUTh, ChOpMUPOBAB OIpeae-
JIUTEJIb CAMOCTOSITEIBHO, TTYTEM BBOJIA HOBBIX 3HAYEHUIl HEMOCPEICT-
BEHHO B OKHE PeIaKTOpa, UM aBTOMAaTUYECKH CO3/1aTh HOBBIiA orpere-

JiTenb (KHoTKa [CreHepMpoBaTh HOBOE 3HaueHue]).

GrdUtil.exe oTC/IeXMBAET «Ka4eCTBEHHOCTb» ONPEASIUTEIS U, B ClIyyae

HCECOOTBETCTBUA KPUTECPUAM, BbIIACT NMPEAYITPCKIACHUC!

Onpegeaurent anropHTMa HE YIOBAETEOPAET BCEM KPHTEPHAM KavecTeal Pexomennyerca ero
ey

-

MCNPaBWTh.

OTKOPPEKTHPOBATL ABTOMATHYECKH ?

&
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DeMeHTHI yTpaB/ieHus iuajiora OnpeaennTesb airopuTMa:;

dneMeHT uHTepdeiica HasHaueHue

OKHO LuecTHaauaTepu4Horo BBecTn 3HayeHune onpeaenuTens annapaTHOro anropuTMa

pepakTopa

KHonka [3arpy3uTb] 3arpysuTb AaMn u3 daiina ¢ paclumpervem *.dmp

KHorka [CoxpaHuTb] CoxpaHuTb Aamn B aiine ¢ paclumpeHuem *.dmp

®nar OEM BbibpaTb Windows- / DOS-koAnpOBKY. M0 yMONYaHUio UCnosb-
3yeTca Windows-koamposka (ANSI) — onums OEM oTk/to4eHa

KHonka [CreHepupoBaTb ABTOMAaTMYECKM CO34aTb HOBbIN OMpPeAeNUTeNb anropuTMa

HOBOeE 3HaueHue]

sk

[Tocne pepakTupoBaHusl OMpeeIUTeNsT M HaXaTusl Ha KHOTIKY [3aBep-
WKTb] IMAIOr CO3IaHMs AJITOPUTMA 3aKPBIBAETCSI, U HOBBI alrOpUTM
nosipysiercsl B cnvcke noseit macku. [lpu atom GrdUtil.exe aBTomMaTui-
YecKM MPUCBAUBAET ATOPUTMY MOPSIKOBbI HOMEP M KOPPEKTHpYET
TPAHMILY aTMapaTHBIX 3aIIPETOB C YIETOM JOOABIEHHOTO AJITOPUTMA.

Tenepb ocTaeTcs 3amucaTh MacKy B KJIIOU, M CO3[IaHHBII anmapaTHbIA
QITOPUTM MOXHO OyJIeT UCTIOJIb30BaTh.
Baxunas undopmanus
BbI30B anroputMa 13 NpunoXXeHWsi MPOUCXOAUT MO €ro NopsiAKOBOMY HOMEPY, MO3TOMY He
pekoMeHayeTcsl 106aB/ISTb HOBblE anropyUTMbl UIM 3aLLMLLIEHHBIE SHENKU MEXAY YXKe Cy-
LLECTBYIOLMMA N UCMONb3YIOLUMMUCS. 3TO MOBMIEYET U3MEHEHWE HOMEPOB 3alLMLLEHHBIX
rnosnel, pacronoXeHHbIX NOC/e CO3AaHHOrO, U, Kak CneacTBue, 6yaeT HeobxoauMo nonpa-
BWTb NapaMeTpbl Bbi30Ba (yHKUMI Guardant API.

"Ol‘ly‘lEllHe OTBETOB ANMMNAPUATHLIX GJIFTOPUTMOB

Yto6bl KCIIOIL30BATh AallllapaTHbIE AJIrOPUTMbI KIII0Ya, HEOOXOIUMO
3HaTh, KaKylo IOC/IeIOBATEIbHOCTh BEPHET aITOPUTM B OTBET Ha 3a1aH-
HBIi1 BOIIPOC. 3aTeM 3Ty MOC/IeI0BATEIBHOCTh (OTBET aJlrOPUTMa) MOXK-
HO MCIIOJIb30BaTh VIS YCJIOXKHEHMST JIOTMKHU PAaGOThI 3aIUTHI.

GrdUtil.exe npemocTaBiiseT yIOOHBII CEpBUC IS TTONyYEHUsT OTBETOB
anmapaTHbIX aJITOPUTMOB. YTHIMTA 00paIaeTcs K BBIOpAaHHOMY aJIro-
PUTMY, TIOJTyJaeT €ro OTBETHI M COXPAHSET Pe3y/IbTaThl B CHICIIMATEHOM
(aiine oTueTa.
Baxunas undopmanuus
Ecnu anroputM, Ansi KOTOPOro BLIMOJHSAETCS OTYET, elle He 6bin 3anMcaH B MaMsThb Kio-
ya, UM CBOWCTBA W/WNW ONpeaenvTeNb anropuTMa Gbliv U3MEHEHBI B XOAe peaaKTUpoBa-
HWUSI Macku, TO Nepef, reHepaLmel oT4YeTa BbiMOHUTE KoMaHay MeHio Knrou | 3anuch B
KJTIOu.

" [Ins1 3alMIIEHHBIX SYeeK U afTapaTHbIX aTTOPUTMOB JIeiCTBYET eMHast HyMepa-
st
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YUtoO0BI MOTYYUTHh MACCUB OTBETOB AJITOPUTMA, BBIIEIUTE €T0 B CITUCKE U
BBITIOJIHUTE KOMaHy MeHI0 Kntou | Co3aaTtb oTYET anropurMa:

Yneno sonpocos (DEC) I 3z Yucno sonpocos (DEC) I e
AzbiK NPOrPEMHHPOSAHHA IAnsl ClCH+ - A3l MPOrPAHMHPOBAHHA IAnsl ClC++ -
DOpMa OTHETS IZ MarcHBa - DopMa 0THETS |1 [— -

PasmMep sonpoca I 5
Pexm npeobpazosaHua IKUMDUBaTb -

MeToa npectpasosaiia  [org -

C03aTh OTHET Cnpaska | 3aKpbITh | Co3AaTh OTHET 3aKpbITh

B rosiBUBILIEMCSI TUAJIOTE YKAXKKTE YKCIIO BOIIPOCOB K aJITOPUTMY, HYX-
HBIi SI3BIK TIPOrpaMMHUPOBAaHMsI U (hOPMY OTYETOB. JIOMOIHUTEIBHO ISt
anroputMoB thmna GSII64 ykaxuTe pasmMep BOpoca, a TAKXKEe METON 1
PEXUM TIpeoOpa3oBaHMsL.

Bornpock! K anroputMy IpeacTaBIIsiioT OO0 IMOCIeA0BaTEIbHOCTH CITy-
YaHbIX YHCET.

B none Yucno BonpocoB yKaxkuTe YKMCIO OOpalleHUii B BbIOpaHHOI
CUCTEME CUMCIICHUS K anroput™My GyHKumy GrdTransform.

Ha xaxnoe oOpalieHre (BOIpocC) airOPUTM IF'eHepUpyeT OTBETHYIO I10-
CJIeOBaTEILHOCTD, JUTMHA KOTOPOI paBHA JITHE BOTIPOCa.

fsbIK nporpamMmmMmmMpoBaHUNA

C MOoMOUIBI0 PACKPBIBAIOILETOCSI CMMCKa $13blK MpOrpaMMUpOBaHMS
BbIOEpUTE SA3BIK, MO MpPaBWIaM CHHTaKCKHCa KOTOpOro OyleT co3maH
¢aitn otuera.

BoaMoxxHbre BapuaHThl BeIoopa: C/C++, Pascal/Delphi, Accembiep.
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naBa 4. MporpaMM1pPOBaHUE 3IEKTPOHHBIX KIHoYen

Borpoch! 1 MmoTydeHHBIE OTBETHI AJITOPUTMA COXPaHSIOTCS B (haiire oT-
Yyera B BUJIE OJHOIO WJIM JBYX MacCHBOB. BriOepuTe popMy OTYETA C TIO-
MOII[BIO OTHOMMEHHOTO PACKPBIBAIOLIETOCS CITUCKA.

®dopma otyeta | OnucaHue

Bonpoc 1 0TBET anropuTMa NpeACTaBNSOT YepeayoLUMeCs SN1IEMEHTLI Maccu-
Ba. KOMIMYECTBO 3N1EMEHTOB MaccMBa PaBHO YABOEHHOMY YMC/Y BOMPOCOB

Bonpockl anropuTMa COCTaBASIOT MEPBbIN MAcCUB 3/IEMEHTOB, COOTBETCTBYIO-
LLMe UM OTBETbLI — BTOPOW. KOMMYECTBO 3N1EMEHTOB KaXKAoro Maccvea paBHO
yncny BONpOCOB

JAononHurenbHbie napameTpbl ansa anropurmos GSI1164

Pasmep sonpoca GrdTransform

[Mon pasmepom Bompoca (mojie Pasmep Bonpoca) B IaHHOM Clyyae
MoJpa3yMeBaeTcsl MaKCUMallbHasl IJTMHA JAaHHBIX Ha BXONE OINepaluu
GrdTransform, KoTopylo 3Ta omepaiuss MoOxXeT oOpaboTaTb 3a OIMH
npueM (cp. ¢ IoHsATHEM Pa3Mep Bonpoca anroputmy).

g omHOHAMpaBIEHHbBIX AamapaTHbIX AJTOPUMTIMOB [UIMHA BOIPOCA
GrdTransform — 3T0 BeIMUMHA MOCTOSTHHAS!, B OTJIMUKE OT aJITOPUTMOB
tuna GSI164, kotopeie Moryt npuHuMaTh oT GrdTransform Groku
TAHHBIX Pa3HOM [UTMHBI:

Pexxumbl pa6oTbl anroputma GSI1164

Pa3smep Bonpoca GrdTransform, 6aiToB

ECB 1 CBC

Yucno, kpaTHOe 8. MakcMarnbHoe 3HayeHne — 248

CFB 1 OFB

[pon3BosibHOE YMCNo, He npesbiwatolee 255

3amaiite pasMep BOIIPOCa B OMHOMMEHHOM I10jie BBOAa (3HaYeHHUe IO
YMOJTYaHUIO 8 OANTOB).

Mertop npeo6paszoBanus

AunroputMbl Tia GSI164 nverot 4 pexkuma paboThl, KOTOPbIE OTIMYa-
J0TCsI TTI0 CBOMM XapaKTepUCTUKaM 1 HasHaueHM1o. [TogpobHee 00 ayro-
putMme GSI164 cM. B I71aBe ANNapaTHbIe a/iIfOpPUTMBbI.

BriGepute MeTon peodpa3oBaHusl ¢ MTOMOIIBbIO OMTHOMMEHHOTO Pa3Bo-
paunBaOIIEeTOCs CIIMCKA.

Pe>xum npeob6pazoeanus

Aunroput™Mbl Thnia GSI164 gBisroTCS CHMMMETPUYHBIMU: TTPeoOpa3oBa-
Hue Borpoca anroputMa GSII64 B ero oTBeT — B3aUMOOOPaTHO.

Bri0epute HanpasieHue npeodpa3oBaHus (KOAMPOBAHUE WU IEKOIV-
POBaHUE) ¢ IIOMOIIIBIO OMHOMMEHHOTO Pa3BOPAYMBAIOIIETOCS CIIMCKA.
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BekTop MHMUManusauum

ITo HaxkaTuro KHOTIKY [MIHUT. BEKTOpP] TOSIBIISIETCS IIIeCTHAIIIATepUY-
HEII PeIaKTOp, TO3BOJISIIONIN 3aaTh 3HAUEHUE BEKTOPa MHUINATI3a-

nun:

0000 65 55 10 17 3E 95 51 FF  elOO»<Ca
ooos

COoxpaHnTE |

1 oEM

Ok |
OTHEHS |

DJIeMEHTHI YIIPaBlIEHUsT UAIora BEeKTOp MHULManusaumn:

dneMeHT MHTepdeiica HasHauyeHnune

OKHO LiecTHaaLaTepu4Horo BBecTy 3HaueHne BeKTopa MHULManm3aumm

pepakTopa

KHonka [3arpy3uTsb] 3arpysutb gamn u3 daiina ¢ paclumpervem *.dmp

KHonka [CoxpaHuTb] CoxpaHuTb famn B daiinie ¢ paclumpeHuem *.dmp

®dnar OEM Bbi6paTb Windows- / DOS-koavpoBky. Mo yMonyaHuio ucnosb-
3yetcs Windows-koampoBka (ANSI) — onums OEM oTk/to4eHa

3aBUCUMOCTDb pPexXUMOB paboThl anroputMa GSII64 ot BekTopa MHM-

MaJIN3anu:

Pexxumbl pa6oTbl 3aBMCUMOCTb OT BEKTOpPa MHMLMANM3auum

anroputma GSI1164

ECB He 3aBucnt

CBC n OFB 3aBucsaT. Ans npeobpa3oBaHns MHbOpMaUMK cneayeT UCNonb3o-

BaTb OAMH W TOT XKe BEKTOP MHWULManu3aumu. B npoTMBHOM ciyyae
[AaHHble B6yayT AEKOAMPOBaHbI HEBEPHO

CFB 3aBucuT. Ansa npeobpasoBaHust MHOPMaLMK CEAYET UCMONb30-
BaTb OAMH W TOT e BEKTOP MHULManu3aumu. B npoTMBHOM cryyae
nepBble 8 6alTOB AaHHbIX 6yAyT AEKOAMPOBAHbI HEBEPHO
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naBa 4. MporpaMM1pPOBaHUE 3IEKTPOHHBIX KIHoYen

Cozpanme oTuera
IMocne Haxkatusa KHONKM [Co3paaTh OTYET] MOSIBISIETCS CTAHAAPTHBII
CHUCTeMHBIII THANIOr coXpaHeHus (aitna (MMs daityia Mo yMOTYaHUIO
Transform.rep):

Coxpanurb kak ﬂ H
Danka I 3 Bin j ¢] 53 [~
A palina I}ranslnrm rep CoxpaHITE I
Tun dpalina: I"—Paﬁnbl pezyneTaroe [C.rep) ;I Ortena
2|

[Mocne aToro HaunMHaeTcs coznaHue oryera. Micnosnb3yst onepanuio
GrdTransform, GrdUtil.exe obpaiiaetcsi K BBIOpaHHOMY aJITOPUTMY
B KJTIOYE, MOJTyJaeT OTBEThI 3TOTO AJITOPUTMA M COXPAHSIET UX B haiiie
oryera.

Hpouecc TEHEPALMM 0TYCTA WLTIOCTPUPYET MHAUKATOP BbIITIOJIHCHUS.

Ucnonb30BaHME AGHHBIX OTHETA

MaCCI/IBI)I, 3alMCaHHbIE B (bafme OT4YE€Ta, MUCIOJIL3YIOTCA B 3allUIIAC-
MOM IIPUIIOKEHUHA.

MaccuB BOIIPOCOB XpaHUTCS B Telle TIPUJIOKEHUST U TIPUMEHSIETCST IUTSI
TTOCTIEAYIONIMX OOpalieHnii K KITouy (HACTOSITEIbHO PEKOMEHIYeTCsI
XPaHUTh €TO B 3aKOIMPOBAHHOM BUIE).

MaccuB OTBETOB He CJIEAYET XPaHUTL B MPUIOXKEHUHU, B IIPOTUBHOM
cllyyae YpOBEHb 3allUIIEHHOCTH HE MOXET ObITh MpremIeMbiM. [Ipu
ITOMOILIM 3TOr0 MAacCUBa JIydllle 3aKOAMPOBATH KAKKUE-IUOO BaXKHBIE
JIAHHBIE, UCTIOIb3YyeEMbIE MPUIOXEHUEM (MOXKHO, K TIPUMEPY, UCIIOJb-
30BaTh OBICTPOE B3aMMOOOPATHOE TPeodpa3oBaHue, apoieM KOTOPOro
Oy/IeT MacCHB OTBETOB).
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AnnaparHoe B3aMMOO6GparTHoe nNpeo6pasoBanue
ACGHHDBIX

B anekrponHbix kmoyax Guardant Stealth I11 / Net 11, Stealth 11 / Net
11 peanmm3oBaH cMMMETPUYHBII anmapatHbil anroput™ GS1164. OH BbI-
MOJIHSIET amnmapaTHoe TMpeodpa3oBaHKMe AaHHBIX HEOOJbLIOTO 0ObeMa
(HECKOJIBKO COTeH Kmio6aiiTos) . [ToapoGHyo NH(GOpMAIHIO 06 aro-
put™Me GSI164 cM. B paznenie AnnapaTHbie aZirOpUTMBblI.
IpenBapuTeIbHO 3aKOMUPOBAHHBIC TAHHBIE MOTYT XPAHUTHCS B 3alllv-
IIEHHOM TIPVJIOXEHWH WU OTIEBHBIX (hailylax ¥ JeKOIUPOBaThCS He-
TTOCPEICTBEHHO Tepe UCTIOJIb30BAHNEM.

Iis Be1zoBa ayroputMa GSI164 m3 MpUIOXKEHUST UCIIONIB3YETCS OIepa-
st GrdTransform. [1lonpo6Hyro nHbopMatmio 06 oreparmsx Guardant
API cM. B paznene Guardant API.

GrdUtil.exe mpemocTaBisieT yIOOHBIM CEpBUC IUIST TPEABAPUTEIBHON
TIOJITOTOBKU JTAaHHBIX Tpeobpa3zoBaHus. C MOMOIIBIO YTYJIATHI MOXHO
3aKOIMPOBATh U JeKoAUpoBaTh MHGopManuio. [TonrotosneHHbIe qaH-
HbIE B JAJTbHENIIIEM HUCTIONIB3YIOTCS MPH 3aIUTe TPUIOKEHMUS.

MoparoroBka AAHHLIX AN NPeo6pa3oBanus

Boimenute B criucke moneii Pemakropa macku anroput Tuma GSI164 u
BBITIOJTHUTE KoMaHay Kntou | Mpeo6pasoBanme. Ha skpaHe mosiBUTCS
MaioroBoe oKHO TpaHcdopmaumsa anroputmom NeN

TpaHcdopMauMa anropurMom #6 n
EKDﬂHbIB AdHHBIE I TekcTosan CTPOES i I .- | Beinoarve |

|1 234567890 3o npyep Npeatpasyetbii aHHEIR

10 E59E 51 FB 7C 3E A7 Whuu, BekTop |
BlixnnHee AaHHEIE: ITe&c’roBblﬁ Pakn ‘I ml

IC.\PrUgram Files\Guardant'Guardant S4Bintoutput.rep

K.omanaa | Koauposats ;I Cnpagta |

MeTon |oFe =]

A3k NpOrpaMUpoEaHUA IAnsw CAT++ j Orrena |

" Takoii pa3Mep TpeoGpasyeMbIX JAHHBIX OOYCIOBJIEH OTHOCUTENBHO HEBBICOKOI
CKOPOCTbIO paboThl armaparHoro aaropurMa (~200 6aifiToB B ceKyHy). bosblimii
pa3Mep JaHHBIX MOXET HEraTMBHO CKa3aThCsl Ha OBICTPOINEHCTBUHN 3aIlUILEHHOTO
TIPUJIOKEHMUSI.

" Tne N — nopsiikoBblit Homep anroputMa GSI164.
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B nuasore onpenesute caemaytoiye napaMeTphl:
e BxoaHble 1aHHbBIE U MX BUIL
e  BekTop MHULIMAIU3ALIMU
e  BrIXomHble JaHHBIE U MX BUIL
e HanpagneHue 1 METOI KOTUPOBAHUS
e SI3BIK IpOrpaMMHpPOBaHMS (€CJTM BEIXOMHBIC TaHHBIC TTPEACTABICHBI
B BUJIC CXOIHOTO TEKCTa)
BxopHble AaHHbIE
JlaHHBIe, KOTOPbIE HEOOXOAMMO MPeoOpPa30BaTh, MOTYT ObITh MPEICTAB-
JIEHBI B BUJIE: CTPOKM CHMBOJIOB WM (paiiia Jitoboro hopmara.

s BIOOpA BUIA TAaHHBIX HA BXOJE CIYXKUT PACKPBIBAIOLIUICS CITUCOK
B BEPXHEH YacTu 1uasora.

[To HaxaTHIO KHOTIKH [...], pacroioXeHHO HAMPOTUB CIUCKA, OTKPbI-
BaeTcs, MO0 nuajior BBeaure CTPOKy [l BBOJA CTPOKU CUMBOJIOB,
JIMOO CTaHAAPTHBI CUCTEMHbBIN IUAIOT Ui YKa3aHUs UMeHU (aiina
NTAHHBIX U ITyTU K HEMY:

Beeaure ctpoky m OTKpbITE. [7] x]
Manka: |3 Bin - 5] -
1234567890 IT0 NpUMEp NpeotpasyeMel AaHHE :I - I J - =
2
Wi qpaiing |Samp\e.txl1 OTRpETE I
ml THn ®aitnoe: Iq?annm pesynsTaros [ rep) - Otrena
A

3agaHHas CTpoKa Wu umsl (paiijia ¢ JaHHBIMU U ITyTh K HEMY OTOOpa-
KaloTCs B 10JIe BBoa BXoAHbIe AaHHbIe.

BekTop HMUManusauumn

Bexmop unuuuaauzayuu — 8-6aiiToBOe CiydaifHOE YMCJIO0, KOTOPOE MC-
nonb3yetcs i pabotel anroputMa GSI164 B pexxumMax padorel CFB,
CBCu OFB.

BexTop MHMLIMAIM3AMKY TeHEPUPYETCsl aBTOMAaTUUECKU TTPU OTKPBITUU
nuanora Tpancopmaumsa anroputMoM NN 1 oToOpaxkaeTcsi B COOT-
BETCTBYIOIIIEM ITOJIe BBOJIA.

[Ipy HEOOXOMMMOCTY BEKTOP MHULIMATM3ALMU 110 YMOTYAHUIO MOXKHO
n3MeHUTh. [1o HaxkaThio Ha KHOTIKY [MHML. BEKTOP] Ha KpaHe TOsIB-
JISIeTCS IIECTHALIATEPUIHBIN pelaKTop, B OKHE KOTOPOTO MOXKHO CKOp-
PEKTUPOBaTh 3HAUYCHUE WJIN BBECTU HOBBII BEKTOP.
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,HI/IEIHOF BekTop nHMunanusauum:

Hhuu. sexTop B

ooog

oooo  2ZE F2 54 25 4E 6C 75 17 LrT(Wlud

COXPAHHTE |

[~ oEm

oK |
OTHMEHA |

DJIeMEHTBI YIIpABJICHUS Ayajiora BeKTop MHMUManusauvm:

dnemeHT uHTepdeiica

HasHauenune

OKHO LecTHagUaTepuyHoOro
pepakTopa

BBecTn 3HayeHne BekTopa MHUUManm3auum

KHonka [3arpy3uTsb]

3arpy3uTb Aamn u3 daiina c paclumpervem *.dmp

Knonka [CoxpaHuTb]

CoxpaHuTb aMn B daiine c paclumpeHveM *.dmp

®dnar OEM

BblbpaTb Windows- / DOS-koampoBKy. Mo yMon4YaHuio Ucnosb-
3yeTca Windows-koamposka (ANSI) — onums OEM oTko4eHa

[pu BBIMTONTHEHMM TIPEOOPa3OBaHUSI 3HAYEHME BEKTOpa M3MEHSIETCSI.
Knorka [BocCTaHOBUTB] CITYXUT [T BOCCTAHOBJIEHUS ICXOIHOTO BEK-
TOpa UHULIMATU3ALIUH.

BbixogHble AGHHbIe

[MpeobpazoBaHHbIE TAHHBIE MOTYT UMETH CJIEYIOLITHIT BUT;:

[laHHble Ha Bbixoae OnucaHue

WcxoaHbIi TekcT TeKCTOBbI (i)al‘;lﬂ, CO,Clep)KaLLI,VIIZ 3aKoAMpoBaHHbIE AaHHbIE B BUAE MacC-

CMBa YMCEN U CO3AaHHbIN MO NpaBuUiaM CUHTaKCMCa OAHOrO U3 OCHOB-
HbIX A3bIKOB NporpamMmmpoBaHusi: Assembler, C/C++, Pascal/Delphi

[1BOWYHbIA daiin 3akoanpoBaHHas nocnefoBaTeNbHOCTb 6alToB

s BeIOOpa MpencTaBIeHrsT JaHHBIX HAa BBIXOAE CITYKUT PacKpbIBaio-
LIMICS CIUCOK B CPEIHEN YacTy AUAIOra.
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[To HaxxaTHIO KHOTIKM [...], pacrosioXKeHHOI HAlIPOTUB CITMCKA, OTKPbI-
BaeTCsl CTAHJAPTHBIM CUCTEMHBIN AMAJIOTr JUIsl yKa3aHusl UMeHU (aiiia
¢ TIpeoOpa3oBaHHBIMU JaHHBIMM (10 YMOTUaHMIO - Quiput.rep) U TIyTH K

HEMY:
Narka: I....)Bin j ¢ ] yid -

MHraa dpalina Ibutput.rep CngpaHHTbI
Tun qaiina: Iannnblpesgana’mB[".rep] ;I Ormena |

4

Nwms daiina ¢ JaHHBIMY U MYTh K HEMY OTOOpPAXKAroTCsl B MOJIE BBOIA
BbIxoAHble AaHHbIE.

KHonka [Boinonxurs]
INo HaxaTuIO HA KHOIKY [BbINOMIHUTB] HAUMHAETCS IIPOLIECC KOAUPO-

BaHMS (IEKOOMPOBaHUSI) JaHHBIX. KHOIKa CTaHOBUTCS JOCTYITHOM TTO-
Clle 3arOJTHEH U CeKLIMii BXxoAHbIe AaHHble 1 BbixoAHble AaHHbIe.

Si3bIK NPOrPAMMHUPOBAHUS
PazBeprhIBaroluiics CIMCOK $13blK MPOrPaMMMUPOBAHUA PACTIONOXEH
B HIDKHE 4acTy Jriaiora ¥ CTAHOBUTCS IOCTYITHBIM B TOM CJTy4ae, €CJIi
BBIOpAaHO Mpe/CTaBIeHNE 3aKOIMPOBAHHBIX JTAHHBIX B BUJIE UCXOTHOTO
TEKCTA.
B crnicke npencrasiaeHbl ClEAyIOLIHE SI3bIKU TPOrPaMMUPOBAHUST:
Assembler, C/C++, Pascal/Delphi.

Kopupoeanue u aexoaupoBaHue

PasBopauuBaromuiics crmicok KoMaHga CiayXuT Ui BbIOOpa orepa-
LMK, KOTOpast OyIeT CoBepllieHa Hajl BXOAHBIMU JaHHBIMU: KOIMPOBa-
HIE WIN JEKOINPOBAHNE.

Metop npeo6pazoeaHus

Aunroput™Mbl Tiia GSI164 nverot 4 pexkuma paboThl, KOTOPbIE OTIMYa-
JOTCSI IO CBOMM XapaKTepUCTUKaM U HazHaueHu1o. [TompobHee 06 anro-
put™Me GSI164 cM. B IyIaBe ANNapaTHbIe afirOpUTMbI.

Jlnst BbIOOpa MeTona IpeoOpa3oBaHus MNpeaHa3HaueH OJHOMMEHHBIM
pa3BOPAYMBAIOIIMIACS CITUCOK.
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BoinonHeHMe npeo6pazoBaHus

IpeoGpa3oBaHre HAYMHAETCSl TMOC/IE HaXaTHsi Ha KHOIKY [Bbinon-
HMUTb], PACIIOJIOKEHHYIO B BEpXHEI YaCTH TUaJIora.

3anucb ACGHHbIX MAOCKM B NAMSATDH KJTlo4HQ

Hepeﬂ BBITTOJIHCHUEM Hp606pa30BaHI/Iﬂ YTUIWTa BbLIACT 3aIIpoC O HE-
00XOIMMOCTH 3aIMCU TAHHBIX MACKU B KJTIOY:

Brumanue! B

\_?(; 3anHcaTk Macky B KAI0Y NEpe onepauMen 7

[IpenBaputenbHas 3amich MacKu B KJIIOY HEOOXOAMMA B CIiydyae, eciu

KCIoJb3yeTcst HoBbIi anmroputm GSI164, 1160 anropurm GSII64, y ko-
TOPOTO OBLT UBMEHEH OTPEIETUTENb.

CoxpaHeHue oTueta

Jasee Ha 3KpaHe MMOSIBUTCS UAJIOT COXPAHEHMUST OTYETa O IPeodpa3oBa-

HUH, B KOTOPOM HYKHO yKa3aTh UMsl (IT0 YMOJYAHUIO report.rep) v myTh
K (haiiny oryera.

Ortyer 0 npeoOpa3oBaHUK MPEACTaBISIET CO00I TEKCTOBBIN (haiin, co3-
JAHHBII O MpaBWJIaM CUHTAKCUCA YKAa3aHHOIO paHee si3blKa Mporpam-
MUpoOBaHMs. B oTueTe comepKuTcs craTucTuyeckast iHgpopMalus o ra-
paMeTpax npeodpa3oBaHUsI U 3aJJaHHbII TTApOJIib B BUJIE MACCHUBA:

'. ort.rep - baoknor [_ O] =]
Pann [lpaeka Popmar Bua Cnpaeka

l% stealth III Key, Operation - Encode, Method - -
OFE™ / —
A% algorithm wo 5 %/

/% password size 8 bytes (CodeInit command) */

/% Input - fext str"lnglg, string length = 42 bytes %/
/¥ output - Binary TiTe, File name”™ - 'C:vprogram
FileshwGuardanthGuardant ShwBinhoutput.rep' */

#define ns_size 42

/*char *ns_string =
"12343678%20 3TO NpWMMep NpeofpazyeMex AaHHX; ¥/

unsigned char ns_initvector[8] = { ©, 0, 0, 0,
O

=
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Mpouecc npeo6pazoraHus

IMocne COXpaHEHMA OTYETA HAa SKPAaHE IMOABUTCA OKHO MHAMKATOpPA BbI-
TIOJTHCHU .

0% zakoHyeHD n

Hasraure "Mpoden’ 4.0A 0cT aHOBKM

Ocranock Bpetend; 00:00:03 -
u]
PacyetHoe spera; 00:00:03

[IpeoOpazoBaHHbIE TaHHBIEC TTOMEILAIOTCS B 3aIaHHbBIN BHIXOTHOM (haiin
B BUJIE MACCHBA WJIX NTOCJIENOBATEIHOCTH OaTOB.

AexopupoBsanue
[poriecc nekonMpoBaHMs BBITIOMHSIETCS aHAIOTUYHO TIPOLIECCY KO-
poBaHus (CM. Bblllie). B KauecTBe JaHHBIX HA BXOJE UCTIONb3YyeTcs (haiiin
C KOIMPOBaHHBIMU NTaHHbIMU. HanpasieHue npeodpa3oBaHus MEHsIET-
¢sl Ha IekoaupoBaHue (criicok KomaHpa).

Baxnas undopmauusa

[INsi KOPPEKTHOrO AEKOAMPOBaHWS AaHHBIX HEOBXOAMMO MOMb30BATLCA TEM XKE aNropuT-

MOM, BEKTOPOM WMHMLUManM3aummM 1 MeToaoM npeobpasoBaHusi, KOTOpble UCMOMb30Banuch
AN KoAupoBaHUA.

SauMieHHbIe SYeNKH

Sawuwennvte aueiiku — 310 HOBasl TexHojoruss Guardant, KoTtopasi
BIEepBbIe peainu3oBaHa B kiitouax Guardant Stealth 111 / Net I11.

3aluMuIeHHbIe STYeMKY CTyXKaT ISl XpaHeHUsI JaHHBIX, KaK U OObIYHbIE
TTOJIST TTAMSITH (ITaMIT, CTPOKa, YMCII0), HO TIPY 3TOM OHM 3allUIIIeHb arl-
TIApaTHBIMY 3aTIpeTaMK Ha YTEHUE 1 3aTTUCh.

CocTosiHMe (CTaTyc) 3allMIIEHHON SYeHKU MOXHO MPOrpaMMKHpPOBAThH
U, B JAJTbHEHUTIIEM, YIIPABIISITH UM U3 TiputoxkeHust. Kpome Toro, TexHo-
JIOTHSI 3aIIAIIEHHBIX STYeeK TIPeTyCMaTPUBAET TIOTyIeHUe TOCTYTIA K CO-
NIEPXKUMOMY slUEHKM M OOHOBJIEHUE SIYEeMKM 0e3 Tepe3anucy NaMsTh
KJTIOYA LIEJTUKOM.

J1nst paGoThI € 3alIMIIEHHBIMY STYEHKAMU U3 TIPUIIOKEHUSI TpeIHa3HA-
yeHsl Heckoibko KomaHn Guardant API:  GrdPI Activate,
GrdPI_Deactivate, GrdPI_Update u GrdPI_Read.
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Jlvanor co3maHMsl 3allUILIEHHON SYEiiKM BBIMIOJHEH B BUIE MacTepa,
COCTOSIIIIETO U3 HECKOJIBKUX CTPAHUIL;

o J[00aBUTH 3aLIUILIEHHYIO STYEUKY (HOBOE TT0JIE)
o  CBolicTBa 3alUIIIEHHOMN STYEHKKI
o ConepXumoe 3alIuILIEeHHOM STYeiiku

Ilepexon K cremyrolieit cTpaHULE MPOUCXOAUT MPU TTOMOIIM HaxKaTUsI
KHOIIKY [[Qanee] nocie BLITOJTHEHUS TEKYIIETO IUaiora.

CozpaanMe 3aWMLEeHHOM SYEe KU

YToObI co3naTh 3aLIUILIEHHYIO STYEIKY, BHIMOJIHUTE KOMaHIy MeHIO Pe-
pakTuposatb | lo6aBuThL HOBOE NMone.

B nosiBuBIIeMcs quaniore [lo6aBUTb HOBOE MoJsie BLIOSPUTE TUIT MOJIsI
3awmieHHan aueiika, 3a1aiiTe ee UMs U pa3Mep:

NotaBuTe HOBOE None m

MosanyficTa, BeifiepTe NONE, KOTORDE Bel XOTHTE AOOAEHTE B MACKY KIKIUA M HaWMHTe Janse "

[ Tun nona lAma nona

I “ew Protected Trem
0 Uenoe ukcng

O CTpoka Pastiep AaHHbx (DEC):
40 -
) CusTurk I —I

€ Aamn namaTH
& AnropuTn
@ 3awMweHHan auelica

) TaBniua nnuenswi

< Hazaa I fanee = I OTHEHS I

Pasmep maHHBIX 3alUIIEHHON STYEHKU MOXKET COCTaBJIsITh OT 1 10 255
0alToB.
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CBoOMCTBA 3ALMILLEHHON SYEeHKH

B oxHe CBoiicTBa 3aliMLLEeHHO A4eiKK pacTiooKeHbI (hJ1ary, yrpas-
JISIOIIME CepBUCaMU 3allIMILeHHbIX styeek Guardant Stealth I11/ Net I11:

CeoficTea anropuTMa/3amMueHHoN avelku n

A0CTYNHBIE CEPBHCE! Mapond CNyHaRHBIRMOCTOAHHEI
¥ ficrpauns [ 123654789 [cnyaaiivii ~1
W AeakTheauma |987456321 ICnyuaﬁHb\ﬁ j
[V Yrerme AamHsn:

[¥! Urerme no napono [ 147852389 [cnyaaiiveii ~]
[l iOﬁHanaHne AGHHE(X; | I6IET2147 ICnyuaﬁnmﬁ j

AonycTiMoe KonmuecTso ownbok (DEC): I 10
[¥! WCTaHDBMTE HESKTHEHOE COCTORHHE Pasmep AanHer: (DEC): 34 Gait
< Hazaa I fanee > I OTMEHA |

CepBI/ICI)I TTO3BOJIAIOT:

e 3amaBaThb COCTOSIHME 3aIIMIIIEHHON sTUeiiKK (aKTMBHOE, HEaKTHB-
HOE) U, B JAJIbHEWIIIEM, YIIPABIISITh UM U3 TIPUIIOXKEHUSI VI ITyTeM
VAAJIEHHOTO OOHOBJICHUST

e [TomyyaTb 10OCTYM K COAEPXKUMOMY SIYEHKU U OOHOBIISITD €70, HE 3a-
TparuBas (He Tiepe3aIichiBasi) OCTATBHYIO TTAMSTh — CP. C WIE0JI0-
THeit anmapaTHBIX 3aITPeToB.

AxTBauusa

Ecnm B cBOIiCTBaX 3alUIIIEHHON STYSUKY BKITIOUYEH CepBUC AKTMBALMS,
TO 3TY STIEUKY B OTIPEIEIEHHBIX MOMEHT MOKHO ClleJIaTh aKTHBHOM, 00-
PaTUBIIINCH K HEH U3 TIPUIIOKEHUS C TIOMOIIBIO CTIEITUATbHON KOMaH/TBI
Guardant API viu BBIMOJIHUB TTpoLieRypy OOHOBICHMUSI.

[Mocne akTrBaIMy ¢ 3aMUIIIEHHON STYEKOIT MOYXKHO BBHITIOJTHSITH BCE pa-
Hee 3arporpaMMHUPOBaHHBIE Ul Hee AEHCTBUS: UMTAThb COOEPKUMOE
STYEUKU, OOHOBJISITb CONEPXKUMOE SIUEMKHU, IEAKTUBUPOBATD SUEHKY.
AKTUBALIYS STYEHKY U3 TIPUIOXKEHUST BBITIOIHSETCS C TOMOLIbIO KOMaH-
bl GrdPI_Activate.

YcraHoBKa ¢hyiara AKTMBaUMsl BKITIOYAeT OMHOMMEHHBIN CepBHC, TpU
5TOM CTAHOBSTCSI TOCTYITHBIMU OTLUH (TIOIPOOHEE O HUX CM. HIXKE):

¢ [lone BBona Maponb akTMBauum

e [lone BBoga MoCTOSAAHHBIN/CNy4aiiHbIi Naposnb
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e  @jar YCTaHOBUTb HEAKTUBHOE COCTOsSIHUE

A TakKe MOSIBJISIETCS ONUMs™, 001Last ISl BCeX CEPBHUCOB:
o [losne AonycTuMoe konnuecTBo olwM60K Npu Habope naponei

IMocne BKIIIOYEHMsT cepBrica AKTMBAUMS 3aaiiTe Mapoiib aKTHUBAIUM,
OTIPENIeIUTE E€ro BUIT U IOTTYCTUMOE YHCIIO OLTMOOYHOTO BBO/IA.

Ecmu cxema 3ammThl TIPUJIOXKEHUST TIPENIIoaraeT, 4To 3alllUIeHHasT
siyeiika JOJDKHA OBbITh eaKTHBUPOBaHa M3HAYAIbHO, YCTAHOBUTE (hiar
YCcTaHOBUTb HeaKTUBHOe cocTosiHne. HeakTrBHas stuelika BbIIessieTcst
B Pemakrope Macku 6;1¢THO-CEPhIM HIPUGDTOM.

HAeakTusauusa
Ecnu B cBoiicTBaxX 3allMIIEHHOI sIYEKKM BKIIIOYEH CepBUC [leakTuBa-
LUMA, TO 3Ty SIYEHKY B OINpeneIeHHbIi MOMEHT MOXHO CIe/1aTh HEAKTHB-
HOW, OOpaTUBIIMCH K HEW U3 TIPUJIOXKEHHUS C TTIOMOILBIO CHELUATIBHOMN
komaHabl Guardant API vu BBITTOTHUB TTPOLIEAYPY OOHOBJICHUSI.
[Tocne neakTUBALMM 3aIIUIIEHHYIO SYEKY MOXHO TOJIbKO aKTUBUPO-
BaTh (€C/IM CEpBUC aKTUMBALMU ObLT MPEABAPUTENIBHO BKIIOYEH B CBOMA-
CTBaxX STYEMKU), HO HEJIb3s1 BBIMOJIHATL OCTaJbHbIE NEHCTBUSI, 3aIpo-
TPAMMUPOBAHHBIC [UIST 3TOU STYEUKU.
JleakTuBalYsl 3alUILIEHHON SYEHKU U3 MPUIOXKEHMS BBITIOIHSIETCS C
riomo1ibio KomaHas!l GrdPI_Deactivate.
YcraHoBKa (hiara [leaktuBaums BKJII0YaeT OTHOMMEHHBIN cepBUC, TIPU
3TOM CTaHOBSITCSI IOCTYITHBIMU OILIUU (ITOIPOOHEe O HUX CM. HUXKE):
o [lone BBONma Maponb AeakTMBaumm

o [lone BBona MoCTOAHHDBIW/CyYaiiHbIi NAposib

A TaxoKe NosIBIsieTCs oMl , 06LIast JUIsl BCEX CEPBUCOB:
o Tlose flonycTMMoe KonMYecTBo owmn60K Npu Habope naponei

IMocne BrIIOYEHMST cepBrica [leakTMBaums 3ajiaiite Maposib 1eaKTUBa-
LIUM, OTIPEJIENTUTE €T0 BUJL U TOMYCTUMOE YMCIIO OLTMOOYHOTO BBOMIA.

Yrenue panHbIX. YTeHue no napono
Ecnu B cBoiicTBax 3allMILEHHON STYEKM BKIIIOYEH CepBHUC YTeHue
AQHHBIX, TO MOXKHO CUMTATh JAHHbIE 3TOM STYEMKM, 0OpAaTUBLIUCH K HEll
U3 TIPUJIOKEHUSI C TOMOIIIbIO crielaibHOi KoMaHael Guardant API.
Ecnu nipu aToM OyneT BKITIOYEH cepBUC YTeHMEe no nmaposio, TO Ui
BBITIOJTHEHUST KOMaH/Ibl YTEHUSI HEOOXOMMMO OYIET yKa3aTb BEPHbIii Ma-
pOJIb.

" Ec/v oHa He NMosiBIIAch paHee, TIocJle BKITIOUeHHsI KAKOTo-T160 IPYroro cepprica
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JlocTyn K coaepXXUMoMy SIUSMKKM M3 TPUIIOKEHUS! BBITIOHSETCS C T10-
Mollibio KoMaHbl GrdPI_Read.

VcraHoBka (hirara YreHme AQHHbIX BKITIOYAET OXHOMMEHHBINA CEPBHC,
TIPY 3TOM CTAaHOBUTCSI NOCTYITHOM OMIMs YTeHne no naposio.

YcraHoBka ¢iara YreHMe no Napono BKIIOYAET OMHOMMEHHBI cep-
BUC, TIPY 3TOM CTAHOBUTCS JOCTYITHBIMU OIMIIUU (ITOAPOGHEE O HUX CM.
HUXe):

e [lone BBoa Maponb ans uTeHNs AaHHbIX
o [lone BBo/a MOCTOSIHHBIN/CyYaiiHbIi Naposib

A TaKKe TIOSIBIISIETCS OHL[I/IH*‘, 06].[1215[ JJIA BCEX CEPBUCOB!
e [lose flonycTuMoe konuuecTBo owmnbok Nnpu Habope naponei
[Tocite BKITIOUEHUS cepBHUCa YreHune AaHHbIX BKITIOUNUTE CEPBUC YreHune

Mo Naposto, 3a1alTe NMapoJsib IS YTEHUS JaHHBIX, ONPEACIIUTE €0 BU
" 10IMyCTUMOE YHUCIIO OIIMOOYHOTO BBOJA.

O6HOBNEHME AUHHDbIX

Ecnu B cBoiicTBax sTYeiiky BKJIIOUEH cepBUCc O6GHOBMIEHME AAHHbIX, TO
JIaHHbIE TAKOU STYEMKU MOXHO OyAeT M3MEHUTb, OOPaTUBILMCH K HE 13
MPUJIOXEHUS C TOMOIIBIO crielMaibHoi KoMaHabl Guardant API.
3anuch HOBBIX IAHHBIX B IECKPUTITOP STYEHKU U3 TIPUIOXKEHUST BBITION-
HsleTcs ¢ moMolIbio KoMaHnbl GrdPI_Update.

YcraHoBKa (hriara O6HOBNEHME AaHHBIX BKJIIOYAET OTHOMMEHHBIN cep-
BUC, TIPY 3TOM CTaHOBSITCSI TOCTYITHBIMU OMLIMK (ITOAPOOHEE O HUX CM.
HUXe):

e [lone BBOna Maponb Anst 06HOBMEHUA AAHHbIX

o [lone BBo/a MOCTOSIHHDIN/CyYaiiHbIi NAposib

A TaKKe TIOSIBIISIETCS OHI_II/IH** , 06].[121;1 TSI BCEX CEPBUCOB:
e [lose lonycTuMoe konuuecTBo owmnbok Nnpu Habope naponei

IMocne BrIIOYEHMsT cepBrica O6GHOB/IEHUE A@HHbIX 3a/1aiTe TAPOITH LTS
OOHOBJICHUSI, OTIPEIENTUTE €r0 BHA W JOMYCTUMOE YHCIIO OIIMOOYHOIO
BBOIA.

s BeinoHeHust komana Guardant API, u3MeHsTIoImxX cTaTyc siueiiku,
JMbOo ee coepKuMoe, TpedyeTcst yKasaTh MapoJib, PeABAPUTEIHLHO 3a-
JNIAHHBIA MpU BKJIIOYEHUM cepBuca(-oB). s BBoga maposieii ciryxar
T0JIsI, PACTIONIOXKEHHBIC HAMPOTUB (hJIarOB, KOTOPHIC YIPABISIOT TEM
WJI MTHBIM CEPBUCOM.

" Ec/iu oHa He MOSIBIIACh PaHee, Moc/Ie BKITIOYEHHS! KaKOro-TMG0 PyToro cepBrca
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[Tonst BBOma B cexkumu Maponun cTaHOBSITCS JOCTYITHBIMU TIPU UCTIONb-
30BaHMU COOTBETCTBYIOLLETO CEPBUCA.

MakcumanbHasl IIMHa KaxKIIoTo MapoJisl COCTaBIsIeT 4 Gaiira.

MocroanHbIli/cnyualinbii naponb

[Maposb 15t cepBrca MOXET OBITh TOCTOSIHHBIM, T. €. OAMHAKOBBIM ST

BCEX KITIOUEH, MCTTOB3YIONINX JaHHYIO STYEUKY, JTMOO0 CIydailHbIM, T. €.

JUI KaXJAOro CJIENYIOLIEro KJoya, KOTOPBIA IMPOLUMBAECTCSA JaHHBIM

11a6JIOHOM MacKu, aBTOMAaTUYECKM 3a/1aeTCs CTyJaliHbIi MapoJib.
Baxxnas nndopmauus

Vicronb3oBaHWe CNyYalHbIX Maponelt npeanonaraeT paboty B pexume 6asbl AaHHbIX
GrdUtil.exe. TofbKO B 3TOM C/lydae MOXHO OTCNeAWTb, Kakoi NMaposb 6bin 3aaaH npuy npo-
rPaMMMPOBaHUM KOHKPETHOO K/toUa, T. K. KaXXabl haKT MpOLUMBKY Kikoua perncTpupy-
eTcs B 6a3e AaHHbIX.
J1ns1 BBIOOpA BHMIA TTApOJIst CITYXKUT pa3BOPAauYMBAIOIINIACS CIIMCOK, pac-
TTOJIOXKEHHBIN HAITIPOTUB BEIOPAHHOTO CEPBUCA.

Cricku B cek1iuy MOCTOsIHHbIA/ Cly4aiiHbli Naposib CTAaHOBSITCS J0C-
TYITHBIMU TIPU UCTIOJIb30BAaHUY COOTBETCTBYIOIIETO CEPBUCA.

Jonycrumoe KOJIMuecreo olnboK.
flueika ¢ HEM3MEHSAEMbIM CTaTyCOM

3HauyeHue 1011 [JonycTMMOe KONIMYECTBO OWMBOK 3a1aeT Ipeae/ibHOe
YKCJIO MOMBITOK OLIMOOYHOrO BBOMA MAPOJISl IIPY IOIBITKE JOCTYIIA K
syeiike (3HaueHue 1o ymoayaHuto — 10).

B ToM ciydae, eciii py aKTUBALMK, N€AKTUBALIMM, OOHOBICHUM MK
TIPYTUX JEHCTBUSIX, 3aTIPOrPaMMMPOBAHHBIX TSI JAHHOM STYEUKH, YUCITO
MOIBITOK Habopa HEMPaBUIBHOTO MTapoJist ObLIO MPEBBILIEHO, TO STYeiiKa
OJIOKHpPYETCS U IPUOOPETAET CTATYC HEM3MEHSIEMOIA.

JI1obast paboTta ¢ HEeM3MeHsIEMO STYSMKOI HEBO3MOXKHA.

YcTaHOBUTH HEAKTUBHOE COCTOSTHUE
®nar YcTaHOBUTbL HEaKTUBHOE COCTOSIHME CTAHOBUTCSI JOCTYITHBIM
OCJIe YCTAHOBKHU (bara AKTUBaLmS.
Ecnu cxema 3aluuThl MPUIOXKEHUS MPEAroaraeT, yTo sueika JomKHa
OBITh TEAKTUBUPOBAHA U3HAYATBHO, YCTAHOBUTE (hiar YCTAHOBUTb He-
akTMBHOe coctosinne. HeaktuBHas styeiika BblnessieTcss B PenakTope
Macku 0J1eTHO-CEepPbIM IPUDTOM.

Pazmep AGHHBIX 3AWMILEHHOW SYEHKM
B HuxHeit yacTu 1ranora CBOMCTBA 3alMLLEHHOW Aueiikn oToOpaxa-
€TCsI CTaTUCTHUECKasT MH(pOpMAIIUS O pa3Mepe ee COIepKUMOoro (¢ yka-
3aHUEM BbIOPAHHOI CUCTEMBI CUMCIICHMS).
Pa3mep meckpumnropa sSI9EiKM CKIIaIBIBAcTCS M3 Pa3MEPOB €r0 COCTaB-
HbIX YaCTeli: onpeaeanTesisi 1 Habopa CepBHCOB.
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sk

IMocne orpenesieHus1 CBOMCTB SIUEMKKM OCTAeTCsl TIOMECTUTh B Hee JIaH-
Hble. JI1s mepexona K cleayroliell CTpaHUIIe CITYyKUT KHOIKa [[lanee] B
HVDKHEI YacTu iuasiora.

PeaaKTHpPOBAHME COAEPIKMMOrOo SHEeHKN

Jnanor Copep)xmMoe 3alMLEeHHOW AYeKM MpeCTaBiIsieT CoOOoN 1e-
CTHAIUATEPUYHBIN PEIAKTOP T BBOJAA M UBMEHEHMS TaHHBIX STICKI:

ConepxumMoe SallUIEHHOR AYefku B

0000 DD Fz EE 20 E4 EO ED ED  9ro mamm S
0008 FE E5 2C 20 EA EE F2 EE  He, ROTO ﬂl
0010 FO FE E5 20 F5 FO EO ED  pMe xpan Conpare

0018 FF F2 F1 FF 20 E2 20 E7  aroa B s —I

0020 EOD F9 ES F9 ES ED ED EE  supmnesso
0028 E9 20 FF F7 ES E9 EA E5 i mesinfl
003o [T oEm

< Hazan, I JABEPLMTE I OTMEHS

,Z[aHHble BBOIATCA HETIOCPEACTBCHHO B OKHO pE€IaKTopa B BUIC IICCTHA-
JUATCPUYHBIX YU CETT NI Ha6opa CHUMBOJIOB.

DJIeMEHTHI YITpaBJieHUs Arajiora Coaep)xuMoe 3aluMLLEHHON AYeiiku:

AneMeHT nHTepdeiica HasHaueHue

OKHO LuecTHaauaTepu4Horo BBecTv 3HaueH1e 3alMLLIEHHON SHENKK

pepakTopa

KHonka [3arpyauTb] 3arpysutb Aamn u3 daiina c pacumpervem *.dmp

KHonka [CoxpaHuTb] CoxpaHuTb Aamn B daiine C paclumperunem *.dmp

®nar OEM BbibpaTb Windows- / DOS-koAnpOBKY. M0 yMONYaHUIo UCMosb-
3yeTca Windows-koamposka (ANSI) — onums OEM oTko4eHa

111




PykoBoacTeo nonb3oBatens, Yacts 1

sksksk

[Mocne penakTupoBaHust COOEPXKUMOTO STYEMKUA U HAKXaTUSI Ha KHOIIKY
[3aBepwmTb] 1UAIOT CO3MAaHUS 3ALIUIIEHHON SYEUKU 3aKPbIBAETCS, U
siyeiika rmosisieTcs: B crucke moseit Mmacku. ITpu atom GrdUtil.exe aB-
TOMATHUECKW MIPUCBANBAET HOBOI sTueiike TMOPSIKOBLII HOMEP U KOp-
PEKTUPYET TPAHMUILY arlliapaTHbIX 3alIPETOB.

Ter{epb OCTAaEeTCs 3aMKcaTh MacKy B KJIIOY, U CO3IAHHYIO STYEMKY MOXHO
6y,£[CT HCIIOJIb30BATh.

Baxnas undopmauus

CrnepyeT yuuTbIBaTh, YTO BbI30B 3aLLUMLLEHHOW SYEVKN U3 NPUIOXKEHUST MPOUCXOAMT Mo ee
NopsiAKOBOMY HOMeEpPY, MO3TOMY He peKoMeHayeTcsi [06aBnsiTb HOBble anropuTMbl WM
AYelikU MeXay YXKe CyLLeCTBYIOLMMU. DTO MOBMEYET U3MEHEHWE HOMEPOB 3alUMLLIEHHbIX
ronew, pacrosioXeHHbIX MOCe CO3AaHHOrO, U, Kak CeacTeue, 6yaeT HeobxoarMo norpa-
BWTb NapaMeTpbl Bbi30Ba (yHKUMIA Guardant API.

Tabnuua nMueH3um

Tabaunua auyen3uii — TEXHOIOTVISI, IPUMEHSIIOILASICSI B CETEBBIX KITIOYAX
Guardant Net I1I/ Net 11/ Net. Ee Ha3HaueHHe - KOHTPOJIb U YIIpaBJie-
HYE JTULIEH3USIMU B CETEBBIX TPOrPaMMHBIX KOMIUTEKCAX, COCTOSILINX U3
HECKOJIbKUX Moayeil. B Guardant Net 111 naruvue mabauypbt auyeH3uil
00513amMevHo, M. K. 8 Hell CO0ePICUMCL PeanbHblil pecypc AUUeH3ull Kara!

[lpu ucnonb3oBaHuU Tabnuiibl JauiieH3uil cereBoe 10 Guardant Net

OCYLIECTBJISIET ABYXYPOBHEBbIV KOHTPOJIb JIMLIEH3UI:

o OO0IIee KOMMYECTBO KOIUH TIPYJIOXKEHUST WA pabOvVX CTAHIIAIN, Ha
KOTOPBIX OMTHOBPEMEHHO 3aITyIIeHBI TIPYJIOXKEHSI, OTPAHITINBACTCST
peanbHBIM CETEBBIM PECYPCOM KJTI0Ua, 3alIMCAaHHbIM B cyeTynke No2

o KonuuecTBo KoMuit MPUIOXKEHUs, TUO0 pabounX CTAaHILIUIA, UCTIONb-

3YIOIIUX ONPEIEICHHbI MOIYJIb IPOrPaMMBbI, OTPAHUYMBAETCS Pe-
CYPCOM 3TOTO MOJYJISI, 3alIMCAHHBIM B TAOJIMUIIE JTULEH3UI

Ta6muua nuueHsuit B Kmodyax Guardant Net I11 otiuaercst ot TabauLibl
snen3uii B Guardant Net I / Net:

Kniou AnnapaTtHble | Pacnonoxenue Pa6oTa U3 npunoxe-

3anpertbl B MaMATU KJlo4a Hua (Guardant API)
Guardant Net Il | Ha uTeHune Mexay ntobbiMu annapaTHbIMU GrdPI_Activate,

1 3anucb anroputMamm / 3almLeHHbIMU GrdPI_Deactivate,

(3awmuieHHas AYenkamu, Ao Havana nonemn GrdPI_Read,

syenka) Apyrvx TMnos GrdPI_Update,

GrdLogin, GrdLogout
Guardant Net / Ha 3anucb Crporo nocne annapaTHbIX GrdRead, GrdLogin,
Guardant Net 11 anroputMoB U A0 Havana GrdLogout
ronein Apyrux TMnos

" JInst 3alMIIEHHBIX STYeeK 1 AITOPUTMOB IeiCTBYET eIUHast HyMeparst
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Takum obpaszom, Tabnuua guneH3uit B Guardant Net 111 npeacrapisieT
€000l YaCTHBII ci1ydaii 3alUILIEHHON STYSKM.

Cospanme TaGAMLUBLI NMLLEH3UNA
Baxnas undopmauus

[nsa Guardant Net 11l Hannune Tabnuupbl NMUEH3WIA 06s13aTeNbHO! B Hel copepxuTcs pe-
anbHbI CETEBOM pecypc kioya!

Juanor cozgaHus TaGaULIbl JULEH3MI BBIITOJHEH B BUAE MacTepa, Co-
CTOSIIIIETO M3 HECKOJIbKHUX CTPAHMII;

o Jl0GaBUTH TAOIUILY TUIICH3UIA

e  (CpolicTBa TAOIUIIBI JIMLICH3UI

e  CBolicTBa 3ammMIIeHHON ssueiiku (mst Mmacku Guardant Net 111)

[lepexon K cnenyooleil CTpaHULIE MPOUCXOAUT MPU TIOMOLLN HAXATUS
KHOIIKM [[lanee] 1rmocie BBIIOJHEHUS TEKYLLIErO 11uajora.

HAo6asnenme Ta6MLbI AMLEH3UNA

YTo0B!I co3maTh TaOIMILY JIMLIEH3UI, BHITIOJTHUTE KOMaHIy PefaKTupo-
BaTb | [lo6aBuUTb HOBOE None.

B nmosiBuBIIIEMCS IMasIoTe BRIOEPUTE TUII T10J1s1 Tabnuua NMLEH3ni,
3aaiTe UMSI TAOJTUIIBI U BHIOEpUTE pa3Mep ee STUeHKU:

MloamyicTa, GLIEEPHTE NGNe, KATORGE Bbl XOTHTE ASBABHTE & MACKY KAMHE H HEKIHTE ‘danees'

[ Tun noms
© Uenoe srcno
© CTpoka
) CaeTHie
O Lawn namati

© AnropuTm

O JawmwerHan Ausdica

® Tabniua HueHsHii

A nona

| Ticense Table

Paswep ausiin (DEC):

[2 [

craan | Aenees | | Ornens

Pasmep suerku

Bo3MoxkHBII pazMmep siueiiky TabauLbl auleH3uii — 1 wiu 2 6aiita. Pas-
Mep STYEUKU BIIMSIET HAa PeCcype JTMLECH3UI MOMYJIS 3alIUILIEHHOTO TIPHU-

JIOXKCHUA:

Pasmep suelikn, 6aiitoB

MaKcuManbHbI pecypc MLEeH3ni

1

254

2

65534
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CBoMCTBO TAGAMLbI NMLEH3UHA

Junanor CBoMcTBa Tabnuvubl IMLEH3UA CITYKUT JUISI OTIpeIe/IeHUsT T1a-
pamMeTpoB TaOJIUIIbL:

o PeannbHoro cereBoro pecypca Kimoua Guardant Net 111
o  HaspaHust MPOM3BOIUTESI U TIPUITOXKEHUS

o KonuuectBa Mojiysieii MpUIoKeHust

e HasgaHus 1 pecypca Kaxaoro MOIyJIst

Taxkxe B Auaore MpeaycMOTPeHa BO3MOXHOCTb 3KCIIOPTa 3alaHHBIX
rapaMeTpoB B KOHGbUTypalluoHHbIH (aiin cepepa (GrdSrv.ini).

MNpamseaaHTENS I SuperJaft
HazsaHme nporpams I My Finances
Hoeki oAy e g
HoebiA MoAynE #1 g
HoBbIA MoAYNE #2 3
HoBbIA MoAy e #3 2 MsMEHHTE
HoBkIA Moay e #4 4

¥ AannTeE

SrkcnopT

Konmiecteo moayned; S(DEC)

< Hazaa I fanee = | OTMEHE |

Jlnsg BBOHA Ha3BaHWI TTPOW3BOIUTENS U TPWIOXKCHUST CIIyXKaT OIHO-
WIMEHHBIE TTOJISI, pACIOIOKEHHbBIE B BEPXHEM YacTH Juajiora.

Criucok MomyJieil Tabauubl JIMLEH3UI OToOpaXkaeTcss B OKHE, 3aHU-
MaloIlleM IIEHTPaIbHYIO YacTh auayiora. CIipaBa OT CITMCKA PacTIONoXKe-
HBI KHOIIKH /IS Pa0OTHI C MOLYJISIMU:

KHonka HasHaueHune

[Ao6aBuTb] BbIBECTU Ha 3KpaH Avanor Moaynb Ta6nuubl TNLEH3NI
NS CO3[4aHNS HOBOrO MOAYNS

[U3MeHuTb] BbIBECTU Ha 3KpaH Avanor MoAaynb Ta6nuLubl TMLEH3NI
AN pefakTupoBaHUs NapamMeTpoB BbIGpaHHOro Moayns

[Yaanuts] YpanuTb Bbl6paHHbIN MOAY b

[3xcnopT] 3apaTtb AONOMHUTENbHbIE MApaMeTPbl MOUCKA KTloYa U MepeHecTy Ux BMecTe C
[aHHBIMM Tabnuubl NMUEH3WIA B (ain HacTpoek cepeepa GrdSrv32.ini
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Huxe cniucka momyneil BBIBOAMTCSI CTaTUCTUYeCKash MHGopMalus o
KOJIMYECTBE MOJYJICi B BLIOPAHHOI CUCTEME CUMCIICHMSI.

Mopaynsb Ta6nuubl AMLBEH3VK

Monyny TabnuLbl JIMLEH3UI colepKaT MH(OpMaLIUIO O CETEBOM pe-
cypce KaXIoro U3 MOIYJIei 3alUIIeHHOTO PWIOXeHus. MakcuMaib-
HOE KOJIMYECTBO MOJYJICH TaOIMIIbI JIMLIEH3UT — 127.

YT1o0bI 106aBUTH HOBbBIM MOIYJIb B TAOIMILY JIMLIEH3UM, HAXKMUTE KHOII-
Ky [[A06aBuTb], pacrioioXXeHHYI0 B MpaBoii yacTu nuajora CBoMCTBa
Tabnuubl nuueHsmuin. Ha skpane mosiButcs auaior Mogynb Tabnuubl

JIMLIEH3UI:

A moayna

I HoetiA moayne #1

THugHzmi 5

OTmeHa

[Monst Uma Mmogyns 1 JINLeH3UKM CITyXar JUisl BBOJa Ha3BaHUSI MOIYJISI U
KOJIMYECTBA JIMLIEH3UI COOTBETCTBEHHO.

ITo HaxxaTuio KHonKM [OK] auajior 3aKpbIBaeTCsl, U CO3AaHHBINA MOIY/Ib
TOSIBJISIETCS B CITUCKE.

JKCnopT AAHHbIX B Gaiifl HACTPOEK CEPBEPU KNIOUa
,):[aHH])IC Ta6.]'[I/II_IBI IlI/IL[eH3I/II7I 1 JOMNOJJIHUTECIILHLIC IMapaMETpPhbl ITOMCKa

KJTIoYa HEoOXOAMMO TepeHecTH B KOH(UIypallMOHHbIN (haii cepBepa
Guardant Net — GrdSrv.ini.
[Mo Haxatuio kHOMKU [dkcnopT] mnosiBisercs nuaior UHdopmaums
Tabnumubl NMMLEH3NIA:
Yeraosure dnaru
[ 1D Kniowa
¥ Hovepnporparrass | (]
P! Hepens [ o |
[ Macka [ o [ fee=a |
[ Cepuireiirorep | (]

B3ATE SHAYEHHA W3 MaCkK |

Wra paina
Ic:\GUAF\DANT\LATEZT\gldstZ\ni Erifiop.. |

[¥ Mokasats nonyeHsR $ain
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[omonHuTeNnbHbIE TTapaMeTPhl MOMCKA KITI0Ya 3aHaloTcsl YCTaHOBKOM
COOTBETCTBYIOIIUX (hy1aroB. YCTaHOBJIEHHBIN (hiar 03HAYaeT, YTo MpHU
TOKCKE CETEBBIX KJIIOUE CepBEP JOKEH YUUTHIBATECS YKa3aHHBIN Ma-
pameTp.

dnarn pacnonoxeHbl B Iuayiore mo yobiBaHuio npuopurera. T. o., ID
KJTIoYa MMeeT abCOMIOTHBIN TIPUOPUTET, a OUTOBasT Macka — HM3IIUH.
YpoBeHb 6ojiee MPUOPUTETHOTO IMapaMeTpa BBIIe CYMMBI BCeX MeHee
TIPYOPUTETHBIX.

3HaueHMsI TTapaMeTPOB TIOMCKa OepyTcs M3 3arpy>kKeHHOU B pPelakTop
Macku, kpome ID kimoua, 3HaYeHe KOTOPOTO BBOOUTCS BpYUHYIO. Jli1st
aBTOMaTMYECKOTO BBOAA 3THX 3HAYEHWId B COOTBETCTBYIOIIME TIOJISI
ciyxaTr KHOnku [Macka] u [Knrou] B cekunu BpaTb 3HauyeHus u3...
[1pu HEoOXOAMMOCTH TIOJISI BBOAA MOXKHO 3aIIOTHUTD BPYIHYIO.

[Tone BBOma UMa dpaiina u kHomKa [Bbi6Op] ciayxkar IUIsl yKazaHUs
MMEHU 1 TYTH K (haitty HacTpoek.

[Ipu ycraHoBneHHOM ¢Jare MokasaTb NosyyYeHHbI daiin mocie 3Kc-
MopTa JaHHBIX Ha 3KpaH BeIBOOUTCA comepxkuMoe GrdSrv.ini ¢ mobas-
JIEHHBIM OIMcaHueM Kimtoua (cekiust [Key xx|, rme xx — HoMep onuca-
HUSI).

ITo HaxaTtuio KHONKK [COXPAHUTb] JUaJIOr 3aKpbIBAeTCsl, U OIMCAHUE
KJII04a sKcnopTupyercs B paitn HacTtpoek GrdSrv.ini.

ITpu 3amycke cepep Guardant Net cuMThIBaeT JaHHBIE U3 TTOACOEIV-
HEHHBIX KJTIOUEi M COMOCTABIISIET MX C OMTMCAHUSIMU KJTIOUel, comepka-
UMUcs B KoHDUrypanmoHHoM daiiie. MHbopMalivis U3 moaxoasiiero
omvcaHus (BIajesel] Kofa KiToJya, Ha3BaHue TTPUIOXKEHUS U eT0 MOITY-
JIeit) oToOpakaeTcs B INIABHOM OKHE CepBepa KiTroua.

skokok

Ha s1oM coznanue Tabauisl viieH3uit B Mackax Guardant Net I1 / Net
3akoHuYeHo. [lo HaxaTuio Ha KHOMKY [3aBepwmTb] IUAJIOr CO3IaHUS
HOBOTO TIOJIST 3aKPHIBACTCS, Y TabIMIIA JTMILICH3UIA TTOSIBIISIETCS B CITMICKE
MoJIeil MacKU.

Juanor co3nanus Tabnuiibl auteH3uit B Macke Guardant Net I11 umeer
JTOTIONTHUTEIBHOE OKHO, B KOTOPOM MOXHO 3aIeiCTBOBATh CEPBUCHI
3aIINIICHHBIX STICCK.

CBOMCTBA 3ALMILEHHON AYEeHKHM

st Tabmmnel uueH3uii popmarta Guardant Net 111 moctymHbI Bee cep-
BUCBI, KOTOPBIE YIIPABIISIOT COCTOSTHUEM 3allUILEHHON sTueiiku 1 obec-
TIEYUBAIOT IOCTYTI K €€ COIePXKUMOMY U3 TIPUIIOKEHUS:

o  AKTMBalIMsl/neaKTUBAIIUS
e YreHue/0OHOBIECHUE
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Pabota ¢ cepBrcamu TaGJIULIbI JIMLEH3UI MOJHOCTHIO MISHTUYHA pabo-
Te C CepBUCaMU 3alUIIIEHHBIX SYEEK U anmnapaTHbIX alropuTMoB. [lom-
poOHYyI0 MH(OpMaLIMIO cM. B pa3esic CBOMCTBA 3aLUMULLEHHOW SUYEKN.

sekok

[Mocne akTMBaMM HEOOXOAMMBIX CEPBUCOB CO3IaHNE TAOIUIILI JTULICH-
3uit B Macke Guardant Net III 3akondyeHo. [lo HaxaThioO Ha KHOIKY
[3aBepumTb] AMAJIOT CO3AaHUs HOBOTO ITOJISI 3aKpbIBAeTCs, U TabauLa
JIMLIEH3UH MOSBIISIETCS B CIIMCKE TOJIEN MACKU.

Aamnbil, Benbie YMCNA, CTPOKU M CHETUMKM

Kpome paccMOTpeHHBIX paHee 3alIMIIEHHBIX SIUeeK, AITOPUTMOB U Ta0-
Jatl siiensuii, B GrdUtil.exe MOXHO cO31aBath MOJIsl CJICAYIOIIMX TH-
TIOB: IAMIT, LIEJI0e YKCJI0, CTPOKA U CUCTUKK.

Jlnanor co3naHusl YKa3aHHBIX TMOJICH BBITIONHEH B BUE MacTepa, CO-
CTosILLIETO U3 cTpaHUil [lo6aBuTb HOBoe none 1 Ceoilicrea nons. [epe-
XOJI B HOBOE OKHO TTPOMCXOIUT 10 HAKaTHIO Ha KHOTIKY [[lanee] nocJe
BBITTOJTHEHUSI TEKYILIETO T1aJIora.

YT00Ob!I CO3AaTh M0JI€ OAHOIO U3 YKa3aHHbBIX TUIIOB, BHITIOJHUTE KOMaH-
ny PepgaktupoBatb | [lo6aBuTb HOBOE NoJie.

B nosiBuBILLIEMCs inaiore Jlo6aBUTb HOBOE MoJie BLIOEpUTE TUII,
3amaiiTe UM M BEIOEpUTE pa3Mep TTOJIST:

MowanyicTa, BeifepuTe NONE, KOTOPOE Bel X0THTE ADDAENTE B MACKY KNHYA M HaxmHTe 'fanees'

[ Tvn nona lma nona

| Mew Field

0 Uenoe smcno

 CTpoka Pasmep & bartax (DEC)

[ =

) CHeTUMR

{8 JamMn namATH

0 ANropuTH

) SawrwerHan Aueika

) Tafinnus nHueHsHi

< Hazaa I Aanee = I OTHEHS
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Pa3mepsl moseli pa3HbIX TUTIOB:

Twvn nons B03MOXXHbIN pa3Mep nons, 6aiToB
amn o
A Mpon3BobHbIN pa3Mep
Crpoka
Llenoe uucno
1,2,4,8
CueTunk

CeodicTBa nons

I[I/IEU[OF CBoiicTBa nons CJIIY2>KMT JIJI4 BBOAA JaHHBIX U OIIPEACICHUA 10~

TTOJTHUTEJIBHBIX ITApaMETPOB TTOJIS:

0000 CF FO E@ EC ES FO 20 F1  Opmeep ©

onoa 7 E4 E0 ED EA FF 20 ammanms

gy
oo1a FF 20 F2 B0 EF  nom Ten f—
ool E0 2 E0 EC EF a "Hean”
000 00 00 00 00 o 0
ooEe

oo

eaeme ooy v pBemTE ETDEY

Fowpoes
 ar £ o

Mimirmarmmss avms: BIDEC) ot

=]

Buadiagury oo

— =

CHCTa Cunmes

<ty [ smepwm | omesa cpea |

P Ganasneces usmos

CCTING e cec =

<Hoa | Geopume Omesa :T,‘..\]
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DeMeHTHI ypaBieHusl Auaniora CBOMCTBa JUTs1 KaXKI0ro TUIa MOJIs:

Twvn nons dneMeHT uHTepdeiica HasHaueHue
Oamn OKHO LecTHaaLaTepUYHOro BBecTu 3HayeHune aamna
pepakTopa
®dnar OEM Bbi6paTb Windows- / DOS-KOAUPOBKY.
Mo ymonuanuio ncnonb3yetcs Windows-
koavpoBska (ANSI) — onuua OEM oTk/to4eHa
KHonka [3arpy3uTsb] 3arpy3uTb Aamn u3 daiina c paclumperuem *.dmp
KHonka [CoxpaHuTb] CoxpaHuTb famn B aiine ¢ paclumpeHvem *.dmp
Crpoka OkHo BBOAA BBecTn 3HaueHne CTpokn
MNepekntoyatens Bbi6paTb ANSI/Unicode-koanpoBKy.
ANSI1/Unicode Mo ymonuanuio ncnonb3yetcs ANSI-KoaMpoBKa
Llenoe ®nar be33HakoBoe Uenoe BblbpaTb noaTvN nonsi: co 3HakoM/ 6e3 3Haka
uncno Crnmcok BbIbpaTh CUCTEMY CHUCTIEHMS
Cucrema cuncnenus
MNone 3HauyeHne Bsectu uncno
CueTunk Cnmcok BblbpaTb cucTEMY CYMCIEHUS

Cucrema cuncnenms

Mone 3HaueHue

Bsectu uncno

IMocne BBOma maHHBIX HAXKMUTE Ha KHOMKY [3aBepluMTb], TIpU 3TOM
JIAAJIOT CO3[aHMS TTOJISI 3aKPBIBAETCS, M HOBOE I10JIE MOSBIISIETCS B CIIU-
cke nonieit Peqakropa Macku.

NMpoeepka BLINONHEHUNA
dynxkuuii Guardant API

GrdUtil.exe nmpenocTapisieT yaoOHbBIM CEPBUC ISl TTIPOBEPKU BBITIOHE-
Hus GyHkumii Guardant API ¢ 3amaHHbIMEM MTapaMeTpamu. Takast Bo3-
MOXHOCTh CYIIIECTBEHHO KOHOMUT BpeMsl IpU pa3paboTKe CUCTEMBI
3alIUTHI TPUIOXKEHUs: BbI3bIBaTh (yHKLIMU Guardant API u npoBepsiTh
PE3YBTAThI X BBITTOJTHEHUS MOXKHO 0€3 KOMITWISIIIUY W OTJTaIKH TIPH-

JIOXKCHUA.

YT1oObI MPOBEPUTH KOPPEKTHOCTh PabOThl (DYHKIIMY C 3aJJlaHHBIMU Ta-
paMeTpaMH, BBITIOJIHUTE KOMaHoy MeHI0 Kntou | BbinonHntb ¢yHk-

uuro Guardant API.

Baxuas undopmanuus

OnwucaHure onepaumii Guardant APl cM. B pazaene WHTepdelic npukiagHoro nporpaMMm-
poBaHus Guardant.
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B nosiBuBLIEMCS TMasiore BeIOEpUTE pabouyro Bepcuto DLL u3 crivcka:

Buitiepure patiowyw sepcuio DLL

BrifepHTe AHHAMHHECKYHD BHBNHOTERY H3 CHCKa

grdapi I: Nepedett dwHicuHid Guardant APT
nvskey32.dll: knrog Guardant Stealth

OTHEHE |

IMonnepxuBarotes cnenytomue Bepcur Guardant API:

e GrdAPI32.dll — 6ubauotreka ¢pyHkuuit Guardant API Bepcuu 5.X,
uHTepdeiic MporpaMMUPOBAHUS VTSI pAOOTHI CO BCEMM TUTIAMU
kmoydeit Guardant

e NvsKey32.dll — oubmoreka Guardant API g kmoueit Guardant
Stealth II / Stealth / Fidus, a Takxxe Guardant Net / Net 11, eciiu oHun
WICTIOJTB3YIOTCS B JIOKAJIbHOM BapuaHTe

ITocne BBIOOpPa OUOIMOTEKM M HaxXaTUsl HA KHOMNKY [OK] MoOsIBJsIeTCSI
nuasior Boimonuutb pyHkumro Guardant API; B 3arojloBKe KOTOPOTO
oTtobpakaeTcst UMsi BBIOpaHHOI OUOIMOTEKH:

Buinonnute gynkyuo Guardant AP [grdapi32.dil] [7]x]

oy | Cramemica |

[GrdSetFindiade - YeranenT rpHTERHH NovEka H ek paBOTE! ATA KoHTEAHEPa

int GrdSetFindMade (HANDLE hGrd, DWORD dwRemoteMode, DWORD dwFlags, DWORD dwProg, DWORD dwID, DWORD
dwS, DWORD dwer, DWORD dwhask, DWORD dwType, DWORD dwModels, DWORD dwinterfaces)

BEINOnHHTE

[ e[ Sraverie
HANDLE W KEHAN KOHTERHERa
DWORD IU— _I TOKANGHBI H-HIM ¥ASNEHHsIH (GrdFMR_Local + GrdFMR_Remote)
DWORD IU— _I Ak novcKa
DWORD IU— Haomep nporpariris:

DWORD ID— WAEHTHGHKETOR Kkoda
DWORD ID— CERHIAHEIR HoMep
DWORD ID— BepCHA nporpan
DWORD lg— BHTOBaA Macka

DWORD lg— _I GrdDT_DOS + GrdDT_win
DWORD lg— ;IGrdFMM_ALL

DWORD lg— ;IGrdFMI_ALL

Peymrs [

IGrdE_OK, OepaUKA YCMEWHD 3aBepWEHa,

JaKpaITE Crpaska

JInanor coCcToUT U3 ABYX BKJIAAOK: DyHKUmMSA 11 CTaTUCTUKA.
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Dyukuua
Bxiianka mo3BosisieT BRIOpaTh M3 CIMCKA, 3a1aTh IIapaMeTPhbl M BBIIOJ-
HuTh ¢yHKuMio Guardant API, a Takke BBIBECTM B OKHE AMaliora pe-
3yJIBTATHI €€ BHITTOJTHEHWS.

ONeMeHTHI YIpaBIeHUs BKIaIKU OYHKUMSA:

dneMeHT uHTepdeiica HasHaueHune
PazBopaumBaloLwmMincs CNMCoK yHKLNM, Bbi6paThb HyXHyto yHKLMIO Guardant API
[OCTYMHbIX N5 BbINO/HEHMS
MpoToTUN BbIGpaHHON (DYHKLUMM C NEpeYnCeHn- | poTOTMN aBTOMATUYECKW BbIBOAUTCS
€M napaMeTpoB 1 TUMOB B CTaHaapTe si3blka C HWXe cnucka nocne Bbibopa hyHKUMK
KHonka [BbInosnHUTL] BbINONHWTL BbIGPaHHYIO GYHKLMIO
nocre 3afjaHusi napamMeTpoB ee Bbl30Ba
Cron6ey, Tun/Ums OTobpaXkeHne TMNa M Ha3BaHWs NapaMeTpoB
yHKUMM
Cronbel, 3HaueHve 3afjaTb NnapameTpoB yHKLUN
Mone Pe3ynbTat BbiBOZ KOA@ OLUMOKM, ero paclumdpoBka

Hexkotopbie 107151 BBOma mapaMeTpoB (YHKIIMU CHAOXEHBI KHOTIKOM
[...], KOoTOpast CIIy>KUT sl BEI30BA TOTIOJTHUTETLHBIX TUAJIOTOB:

I - |
GrdFM_NProg [ GrdFM_Mask. oooo 1z 34 56 78 O4vx SarpysHTe
O crdFv_ID [ fardFm_Type!
GrdFM_sh CORPAHHTE:
GrdFM_Yer
- " oem

@ Grdab_G5Ied Q) GrdaN_HASHES_DEMO
O crdar_HASHES O erdsc_aEs25e
O Grdan_RANDE4 Q) GrdsH_Crosz

O Grdab_READ_OMLY O &rdsH_sHAZSE
O Grdan_READ_WRITE

O Grdak_G5Ie4_DEMO oK
QOTheHa
o] .
Boi3oB pyHKUMH

Br130B yHKIIMIT TPOU3BOAUTCS CIIEMYIOIIMM 00Pa30OM:

e BriGepute HyXHYIO DYyHKIIMIO U3 Pa3BOPAUMBAIOILETOCS CITUCKA
e BaenuTe 3HaueHUsI ee TAPAMETPOB B COOTBETCTBYIOIIME TTOJIST

e HaxxmuTte Ha KHOTIKY [BbINOAHUTB]

o [Ipoananu3upyiite Ko Bo3BpaTa GyHKUNN
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Baxxnas unpopmauus

CyLlecTByeT onpeaeneHHbIn Nnopsaaok Bbi3oBa dyHkUMA GrdAPI32.dll. MoapobHo cM. pas-

nen Guardant API.

Craructuka

PesynbraThl BeI30Ba (DYHKIIMIA COXPAHSIIOTCSI, X MOXHO IIPOCMOTPETh
BO BKJanke CraTtucTuka. Bkianka opraHusoBaHa B BHIE TaOJIMIIbI,
CTPOKM KOTOPOii 06pa3yeT crucok hyHKIMiA, OTCOPTUPOBAHHBIX B MO-

PSIIKE BBI30BA, a CTOJIOLBI — XapaKTEPUCTUKY (DYHKIIMIA:

Cron6ey OnucaHue

NO MopsiAKOBbI HOMEP BbI3BaHHOW hYHKLMK

DyHKUMA Ha3BaHue Bbi3BaHHOM hyHKLMK

MapameTpi MepeyeHb 1 3HaYeHNe 3aaHHbIX NapaMeTPoB yHKUMM
Koa Bo3Bpata Koa oMKy, MosyyeHHbIN Nocsie Bbi30Ba yHKLMUM
Pe3ynbTat PaclumdpoBka Koaa owwmbkm

Bxiianka CraTucruka:
Buinonxuts @yHkumio Guardant APl [grdapi32.dil] nm
Oyrrupa | CTaTHCTARS |
# | Dyrcuna [ Raparerpe: [ oa eosepara [ Pesynerar |
0 Grdstarbup ] 0, GrdE_OK Onepauma yorewHo saBepwena,
1 GrdCleanup 0, GrdE_OK DNepauHA YonewHo 336eplWeHa,
2 ardCreateHandle  Handle, 0, 0 138018816 DNEpPaLHA YCNEWHD 336EPLWEHS,
3 GrdSstWorkMode Handle, 0, 0 0, GrdE_Ok ONEPALMA YOMELWHD 33EEPLIEHA,
4 Grdlagin Handle, 0, 0 1, Grdf_KeyhotFaund 3 necTpomHeIi Ky GUardant He ofHapyeH
5 GrdTransform Handls, 0, 4, MemDump, 0, Vector 21, GrdE_Meedlogin Heofix01ma DErMCTRAaUMA Ha Cepeepe Guardant Met
& Grologout Handle, 0 21, GrdE_Meedlogin Heofix0anma DErMCTRAaUAR Ha Cepeepe Guardant Met
7 GrdGetinfo Handle, 12289, MemDump, 4 ONEpaumA YoNewHo 3aBEpLWEHa,
% GrdPl_Update  Handle, 0, 0, 4, MemDump, 0, 0, 0 21, GrdE_Needlogin  Heofxoarma pervcTpaums Ha cepeepe Guardant Met
9 GrdlsValidHandle  Handle 1 DNepauHA YonewHo 336eplWeHa,
10 GrdCheck Handle 1, GrdE_KeyhotFound  3nekTROHHEIA KAk Guardant He oBHAPY¥EH
11 GrdGetlastError  Handle, O 1, GrdE_KeyMotFound  ZnekTpoHHENd kaked Guardant He ofHapymeH
12 GrdClaseHandle  Handle 1, GrdE_OK OMepaLKA YENELHD 33BEPIEHE,
13 @rdCreateHandle  Handle, 0, 0 138149888 ONEpaLMA YENELWHD 33EEPLIEHS,
14 GrdsetFindvode  Handle, 0,0,0,0,0,0,0,0,0,0 0, GrdE_OK ONEpaLMA YONEWHD 33EEPLWEHA,

CMHCTHTE COXpaHATE I

Hwxe Tabmmiipl pacmonoXeHbl KHONKK: [COXpaHUTb] 1 [OYMCTUTDL].
[lepBast ciy>xuT m1st coxpaHeHusI TIPOTOKOJa BbI3oBa B (aitie opmara
*.cvs (logfile.cvs 0 yMOIT9aHM10), a BTOpasi — IJIst COpoca pe3yIbTaToB.
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O6HoBNEeHME NAMATH KJTIIOHA

OOHOBJIEHME TIaMSITH KJTIoua IIMPOKO HUCIOJB3YETCA 1A U3MCHCHUA
YCJIOBUIA 3KCILTyaTallMy 3alIMIIEHHOTO TTPUIIOXEHUS I/I.T[I/I/ " €ro CucC-
TEMbI 3allIUTbI, HAITIPUMED:

L npOIUTeHVIe CpoKa UCITI0JIb30BaHusA IIporpaMMblI, 3alIAILIEHHON ¢
OIrpaHUYCHMEM BPEMCHMU UCITOJIB30BaHMA WM YUCJIa 3aITyCKOB

e OOHOBJIEHUE BEPCUU TTPOTPAMMBI
e AKTMBAIMs IEMO-BepCUit

e YBenMueHUe YMCIia JIMIEH3UI Ha UCTIONB30BAHUE CETEBOI BEpCUM
TIPOTPAMMBI

e PacmmpeHue (pyHKLIMOHATLHOCTH ITPOrPaMMHOTO KOMILJIEKCA
e l3MeHeHMe JaHHBIX WX CTPYKTYPBI ITAMSITH KJTI04Ya

Bo3MoxHbBI Ba BapriaHTa OOHOBJICHMSI ITAMSITU KJTIOYa:
o Yoaaennoe (Oucmanuuonnoe) — OOHOBJICHME TAHHBIX B KJTIOUE,
HaxoIsIIeMcsl y YIATIEHHOTO KOHEYHOTO TTOJIh30BaTe s

o Jloxaavnoe — OOHOBJICHUE TAHHBIX B KITI0Y€, IMOJACOCAUMHEHHOM
K KOMITBIOTEPY pa3pa60Tl{1/IKa 3alIUIIEHHOI'O IMPUIIOKEHUA

3aBucumocts o6HOBNEHMNSA
OT NOABMAU UCMONb3YEMOi MACKM

Ipoiienypa OOHOBIEHYSI TAMSTH KJTIOYa 3aBUCUT OT TOTO, B KAKOM BUIIE
XPaHUTCSI Macka OOHOBJISIEMOTO KJTF04a — KaK MPOILIMBKa, 11a0JI0H WIn
aiin *.nsd:

BapuaHTt NMoasua Macku
o6HoBNEeHus Daii
ann La6noH
MpowmBka
Mackm | Macku
MonHoe obHoBNEHME MonHoe obHOBNEHME NAMATK @
g COAEPXMUMOTo NamMATH YacTuuHoe o6HOBREHWE MaMsiTh 9
I yAaNEeHHoro Koya % 6 ]
3 NPV NOMOLLM OnepaLi HOBJIEHWE CYETYMKa BPeMeHn paboTbl ;
= Kniou | O6HOBnEeHMe Npunoxerins T
> Kaoua Onepauuu akTMBauumn / aeakTvsaumm ¢
o =
(Tonbko Ansa kntoyen Stealth 1117 Net 11T) §
MNonHas nepesanucb MonHoe 06HOBNEHNE NaMATK S
g COAEPXMUMOro NamATH YacTuuHoe o6HOBMEHWE MaMsiTh z
I JIOKanbHOro Kno4a 06 6 g
S MPM MOMOLLY OnepaLM HOBJIEHWE CYETYMKa BPeMeHn paboTbl 2
3 Kntou | 3anucb Npunoxerns z
= B KJIHOM Onepauuv akTuBauwu / aeakTmeaLmm a
(Tonbko ans kntoyen Stealth 111/ Net 111)
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YpaanenHoe o6HoBnexnue

Ipotiece yaaneHHOTo (IMCTaHIIMOHHOTO) MPOTrPAMMMPOBAHUST KITIOUEi
Guardant cOCTOUT U3 CJIEAYIOLINX 3TArlOB:

Ne¢ dtan Kro BbinonHser
Co3paHue 3anpoca Ha 06HoBNeHWe | KoHeYHbIVi Monb30BaTesb MO CaHKUMM pa3paboTymka
2 Co3paHue gamna o6HOBNEHWS! Pa3spaboTunk nocne nosyyeHus 3anpoca
Ha 06HOB/EHNE OT KOHEYHOrO MoNb30BaTeNs
3 O6HoBNEHWE NamMsATH Koya KoHeuHbIl Nonb30BaTesNb NOce NoyYeHUs
OT paspaboTumka Aamna 06HOBMEHUS
3a MNepepaya paspaboTumky KoHeuHbIl nonb3oBaTesnb
KoAa-NoATBEPXAEHWS nocne 06HOB/EHNS NaMATU KitoYya
4 3aBepLUeHne ANCTaHLMOHHOMO PaspaboTumk nocne nonyyeHus
06HOBNEHWS Kofa-NoATBEPXKAEHUS OT KOHEYHOrO MOsb30BaTeNs

Iasee aeTanibHO pPaCCMATPUBAETCS KAXIIBIA STaIl.

1. Cozpanme 3anpoca Ha o6HOBNEHME

KoHeuHblIi monb30BaTeNb MO CAaHKIMKM pa3paboTuyrKa TeHepupyeT 3a-
MPOC Ha OOHOBJIEHUE (UMCIIO-BOIPOC) MPU MOMOILY CTIEUUaTbHON yTH-
JIUTBI U TIEPENIAET €ro pa3paboTUUKYy 10 JI0OOMY KaHaJTy CBSI3U.
Baxxnas undopmauus
1. HaunHas c Bepcvm MO Guardant 5.1, ans yaaneHHoOro obHoBneHWs kntoveld Guardant
Stealth 111/Net 111 1 knoyeit Guardant npeapbliayLLMx NOKoNeHnin mcnonb3ytotcs PASHBIE
KIIMEHTCKWE YTUUTBI.
2. Mpoueaypa AUCTaHUMOHHOTO 0bHOBNEHMS Ktoda Guardant Stealth 111/Net 111 Tpebyet
HanMuMa y KOHeYHoro mnonb3osatens ytwamtel GrdTRU.exe wu  6ubnnoteku
GrdVkc32.dll, Heobxoanmol ans paboTbl yTUAUTLL. TW dalinbl AOMKHbI BXOAUTL B KOM-
NMEKT NOCTABKM 3aLUMLLEHHOMO NPUIOXKEHMS.
3. MNpoueaypa AMCTaHLUMOHHOrO 06HOBMEHMS Ktodel Guardant Stealth 11/Net 11, Guardant
Stealth/Net n Guardant Fidus TpebyeT Hanuuus y KOHEYHOro Mosb30BaTens YTUAUTLI
GsRemote.exe n 6ubnmotexkn Grdvke32.dll, Heobxoaumolt anst paboTbl yTUAUTBIL. ITU
aiinbl LOMKHBI BXOAUTb B KOMMNEKT MOCTaBKM 3aLLMLLIEHHOMO MPUIOXKEHWSI.
4. ins ycnelwHoro 3anycka KIMEHTCKOW YTUNWTBI yAaneHHoro o6HOBNEHUs! K NMOpTy KOM-
nbloTepa A0MKeH ObiTb NOACOEAMHEH KIKOY C KOAAMM AOCTYMNa pa3paboTunka.
5. ECM y KOHEYHOrO MoJb30BaTeNs YCTaHOBEHO HECKO/bKO 3alUMLLEHHbIX MPOrpaMM oA-
HOro paspaboTuuka, TO B MOPTY HEOBXOAMMO OCTaBUTbL TOMBKO TOT KIIOY, KOTOPbLIN Tpeby-
€T 06HOBNEHMS.
6. MHdbopmaumio, kacatoLLytocsi paboTbl C KIMEHTCKON YTUNWUTOW, PEKOMEHAYEeTCS BKIIO-
YaTb B MHCTPYKLMIO AN KOHEYHOrO MoMb30BaTens.

Yrumira GsRemote.exe’ BEITIONHEHA B BUIE MacTepa, COCTOSILETO U3
HECKOJBbKUX cTpaHull. [lepexom MexXmy CTpaHMIIAMM OCYIIECTBIISETCS
MpU TTIOMOILIM KHOTOK [[lanee] u [Ha3aa], pacnosoKeHHbIX B HYKHE
4yacTu 1uasora.

" lna mpuMepa Mcrionb3yercs: onvcanne GsRemote.exe, padota ¢ GrdTRU.exe
TOJIHOCTBIO AHAJIOTHYHA.
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1. ITocne nepsoro 3ammycka GsRemote.exe Ha KpaHe MOSIBUTCS CTpaHU-
11a, Ha KOTOPOii HEOOXOAMMO BIOPATh IMyHKT CO3AaTb YMC/I0-BOMPOC...

JIHCT aHUHWOHHOE NPOrpaMMUPOBaHKe KmoveR Guardant ﬂ

[OWcTaHUMOHHOE NporpaMMUpOBaHne
kroden Guardant

AaHHEA YTHAMTA NOZBONAST MNONHOCTER) MK YSCTHUHO OBHOBMTE
COAEPHHMOE N3MATH KNHI4a.

BrifiepHTe ASFCTENE W HEXMATE KHONKY 'Janee="

(¥ HadaTs HOBYHD Oriepaukta OOHOENEHHA KNtoa:

' MpoAmKHTE OMEpauke OBHOBNEHHA KNHHa,
HHHUMHPOBAHHYH) B0 BDEMA NPEABLAYLLED CRaHCA,

YGEJJMTECb, HTO K KOMOEHITEDY NOACOSAMHEH TONEBKD
TOT KNHY, KOTORBIA HEOBX0AMMD OGHOBMTE.,

English | < Hazaa I Janes = I OTHeHa |

2. Ha cnenytolnieit crpaHuiie 0To0pa3uTcsl CreHepUpOBaHHBIN 3anpoc Ha
00H061eHue (YVCII0-BONIPOC) — TOCTIeA0BaTeIbHOCTD IIeCTHAAIIATEPUY-
HBIX CUMBOJIOB, cojiepkaliiasi “HhOPMALIMIO O KITIoUe:

‘.5 JIHCT aHUHWOHHOE NPOrpaMMUPOBaHKe KmoveR Guardant ﬂ

Mporpata CreHEpHpOEana YMCNo-BONPOC, KOTOPOE HEOGX0AHMD
NEPECNACTE NOCTABLLHKY NPOrpaMMHOra ofEcneHeH A,

3EN0MHHE YACA0-EONPOC ANA ASNEHEAWLER 0TCHINKK, Bbl MOMETE
'ZaEepuwHTe' pa00TY NPOrPaMME M NPOAOIKMTE NOCNE NONYYEHHA
YHCNE-0TEETE 0T NOCTABLHKS,

Ecnu Bl yBEPEHEN, UTO UMCNO-0TEET By 48T NONyUEHD
HEMEANEHHD, HAXMHTE KHOMKY ‘Aanee " ANA NOOAOMHEHHA
0MepauHk oBHOENEHHA,

05 FC 26 44 DS 20 EE 5C 52 52 DC 50 16 70 9E ES EC 76 06 54
47 B1 950 10 CF FA 48 55 66 ED (0 00 80 35 50 5F C0 BD 44
60 F0 45 CA 4F 72 CB 5C 56 BE 40 (8 46 40 25 36 16 18 7F 0D
£F 4F 10 F& |

Mo noqTe E dakin B Bydep

< Hazan, I Hanee > I JABEPLMTE

125



PykoBoacTeo nonb3oBatens, Yacts 1

3anpoc Ha OOHOBJIEHME HEOOXOAMMO COXPaHWUTH B (aiiie (KHomka [B
cain]), ckonupoBaTh C TIOMOIIBIO KHOMKU [B 6ydep] wim cpaszy
chopMUpOBaTh MOYTOBOE COOOIIEHNME LT pa3paboTYMKa MPUIIOKEHUS
(xHoriKa [Mo noute]).

Paboty yrunutel GsRemote.exe MOXHO 3aBeplUUTb (KHOMKa [3aBep-
LWNTB]) 10 MTOJTyYEHUSI TaMITa-0TBETA OT Pa3paboTIMKa.

2. Cozpanmne pamna o6HOBNEHMS

IMocne momyyeHus 3ampoca Ha OOHOBJIEHUE Pa3padOTYMK (OpMUpPYET
damn 00Ho64eHUA Y OTIIPABJISIET €T0 KOHEYHOMY MOJIb30BaTeNIO.
BoaxHas unpopmauus
1. Bo Bpems onepauun O6HOBMEHWS K MOPTY KOMMbIOTEPA AOMKEH ObiTb NOACOEANHEH
KITtOY TOM XKE MOAENM, YTO U OGHOBINSIEMBIN.
2. OB6HoBneHWe Ktoyei Guardant Stealth 111 / Net 111 BbINONHAETCS Mo TexHonorum fo-
BEPEHHOro yaasneHHoro o6HoBneHus (CM. NyHKT [loBepeHHoe yaasieHHoe O6HOB-
nenune). CornacHo 3TOW TEXHONMOMMKM AOMKeH BbiTb 3apaHee 3adaH Naposb yAaneHHOro
06HOB/EHMS, KOTOPbI BMECTE C aHHBIMU MAcku 3anUCbIBAETCA B KIOY Nepea Npoaaxei
KOHEYHOMY MO/Ib30BaTENH0, @ TAKXKE COXPAHSAETCA B MPOLLMBKE.
1. [epen HavamOM IPOLIEAYPHI TTOJYIEHUS JaMIla OOHOBIICHUS 3arpy3H-
Te B Pemakrop mMacky, KoTopas OyaeT MCIOJIb30BaHa ISl OOHOBJICHUS
yIaJICHHOTO KJTI0Ya, ¥ MPOU3BEIUTE B HEil HEOOXOIMMbIE M3MEHEHUSI.
JInsi oOOHOBJIEHUST MOXET MCIOJb30BaThCsl 11a0JIOH WK (haiinl Macku,
a Tak>Ke TPOIIIMBKa.

Ecmu YAAJICHHOC OOHOBJIEHME BBITIOJIHSIETCSI HA OCHOBE MpOIIMNBKHU, TO
npu 0OJIBIIIOM KOJIMYECTBE TIPOIINBOK ObIBAET CJOXXHO HAUTHU HYXHYIO.

YT0OBI aBTOMATUYECKH 3aTPy3UTh B PenakTop Macku MOC/EAHIO Mpo-
IIUBKY JUTSI YIAJIEHHOTO KJTI0Ya, BBITIOTHUTE KOMaHIy Bba3a AaHHbIX |
3arpy3uTb NPOLUMBKY MO YMCITy-BOMNPOCY.

BBenute B OKHO MOSIBUBLIETOCS AUAJIOTa 3arpoc Ha OOHOBJIEHUE, TTOJTY-
YEeHHBII OT KOHEYHOT'O TToJTb30BaTelis (KHonKa [U3 daiina] wiu
[BcTaBuTb]):

Yucao-sonpoc. N0AYYEHHOE OT NOALSOEBATENA n

BEEANTE YMCN0-BONPOC, NOAYHEHHOE OT NONB30B3TENA ANA
38MPY3KH NOCNEAHEA NDOWHEKH W3 Bazel A3HHBLX

05 FC 2644 DB 20 EE 5C 52 52 DC 5D 1B 70 9E ES EC 76 06 5A
47 B1 €950 1D CF FA 49 5566 E0 CC 0D 80 35 50 5F CO BD 44
GO FD 48 CA 4F 72 CB 8C 8B BE 40 (5 46 4D 25 36 1B 15 7F DD
6F 4F 10 F5

W3 daFina | [s]4 OTHEHA
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IMocne HaxkaTust KHorky [OK] akTyanabHasl MPOLIMBKA JJIs1 yaaJIeHHOIO
KJII04a OyzeT aBToMaTiyecky HaineHa no ID ypajeHHoro Kiiova u 3a-
rpyxeHa B Penakrop Macku.
BHecute HeoOX0omMble U3MEHEHHS B MIPOIIMBKY M HAYHUTE MPOLIEAYPY
CO3/IaHUS 1aMIia OOHOBJICHUSI.

Baxnas undopmauus

EcM B xoAe peaakTVpOBaHWs LIA6IoHa Macku WM MPOLLMBKM MEHSIETCA UX CTPYKTypa®,
TO ANs NPOAOHKEHMS MpoLiecca 06HOBNEHWST HEO6XOAMMO COXPaHUTL OTPEAAKTUPOBAHHYIO
Macky B 6a3e. T. 0. co3aaeTcsi HOBbIN WABMOH — C YHUKaNbHLIM UMEHEM U/WUN BEPCHEN, U
06HOB/IEHME NPOBOAUTCS YXKE Ha €r0 OCHOBE.

2. YtoObl co3maTh gamIl OOHOBJIEHUS, BBITIOJIHUTE KoMaHay Knrou |
O6HOBMTDb KJIHOM.

Ha skpaHe nosiButcs auaior O6HOB/IeHUE NaMATH KJIOUYA, KOTOPBIA
peaM30BaH B BUE MacTepa, COCTOSILIETO U3 HECKOJIbKUX cTpaHull. [1e-
pexon MeXIy CTpaHHLIAMU IIPOVICXOOUT IIPY ITOMOILN KHOIIOK [[anee]
" [Hasaa], pacroyioXXeHHBIX B HUXKHEW YaCTU AUAJIOra:

D6HOBAEHUE NAMATH KMDYa n

MoswanyficTa, YiKaKHTE, Kakkh 00pason Bol x0THTE 0BHOBHTE NaMATE
KNHOHa: NoKaneHo (KN NOACDEAHHEN K NORTY KOMMBKTEDE) HAH
yAaneHHD (KAMEHT MPMCNAN YMCAO-B0NPOC Ha OBHOBNEHME)?

) Knhou NoACOSAHHEH K NOPTY KOMMEHITERS

(: ;{J‘IMEHT MpHZNEN YACNo-E0NPOC Ha ofHOENEHHE ¥AANeHHOr D
¥HHa

BE&2AMTE YMCNO-BONPOC OT KAMEHTS

05 FC 26 44 D8 20 EE 5C 52 52 DC 5D 1B 70 9E ES EC 76 D6 54
47 B1 C9 5D 10 CF FA 49 55 66 E0 CC 0D 80 35 S0 5F COBD 44
60 F) 45 CA 4F 72 CB 6C 56 BE 4D C5 46 4D 25 36 1B 16 7F DD
EF 4F 10F8

11z tharna | BrTaBMTh

10 Konroqa I 1}

< Hazag I Hanee = I OTMEHA Cnpaeka

Tlon u3MeHeHreM CTPYKTYpbl IOHUMAETCS yaaJieHre / ToOaBRIeHUE MOJIei, a TAKKe
PpenaKTUpOBaHKE COIEPKMMOTO MOJIEH, 3ALMILEHHBIX alapaTHBIMU 3aIpeTaMu
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a) Beibepute ¢ MOMOIIBIO TIepeKiovaTesisl MyHKT KnueHT npucnan
YNC0-BONPOC Ha OGHOBNIEHWE YAA/IEHHOrO KtoYa 1 BBEIUTE IOMy-
YEHHBII 3armpoc Ha oOHOBJIeHUE B mosie. 1 BBoJAAa BOCIMOJNB3YyUTECH
KHOITKOM:

e [BcTaBuTb], €CJIM YUCIIO-BOIIPOC HAXOAUTCS B Oydhepe oOMeHa

e [U3 daitna], eciiu YMCIO-BOMPOC XPAHUTCS B TEKCTOBOM (haitsie

ITocne storo B moje ID kiro4ya MOSIBUTCS 3HaYEHUE MOeHTH(UKATOpa
KJTIIOYa, M3BJIEYEHHOE U3 3aIIpoca Ha OOHOBJICHUE.
Baxnas undopmauus
Ecnv npu 06HOBMEHUM OT MPOLUMBKM Bbl1a YCMEeLLIHO BbINOsIHEHa koMaHaa ba3a AaHHbIX
| 3arpy3uTb NpowIMBKY MO YMC/TY-BOMPOCY, TO 3anpoc Ha O6HOB/EHWE 3aHOCUTCS B
none aBTOMaTUYeCkU, a 3HadyeHue 1D He BbIBOAUTCS.
0) Ilocne Haxkatus KHoONkW [[lanee] Ha 3KpaHe IMOSIBUTCS CTpaHULIA
Tun o6HoOBNEHMs C celieKTopoM BbiOopa. CocTostHMe celleKTopa (1oc-
TYIHbBIE BApUAHTHI OOHOBJIEHNST) 3aBUCUT OT Pa3HOBUIHOCTY MAcKH, Ha
OCHOBE KOTOPOIi BBIITOJIHSETCS MeperporpaMMUpOBaHie Kioda (IIpo-
IIMBKa, I1a0JIOH WM (Daiil MacKu), ¥ OT TUIIA KITIoYa:

Tun ofiHoBNEHUS [<]

MosanyiicTa, BeifepTe cnocof ofHOBNEHMA KkoYa:

@ MNonHoe oBHOENEHME NaMATI KNkaua)

£ YacTuHoE OGHOBIEHME NAMATH KIKDYa

€ OBHOENEHUE EPEMEHW PADOTE! ZALMLLEHHOMD MPUIOHEHUA

€ OnEpaLyi SKTUBALMW LEaKTUBALIA

< Hazaa Hanee = I OTMEHS Crpaeka |

BriGepuTe HYXHBI MyHKT OOHOBJICHUSI U HAXXKMUTE Ha KHOIKY [Aa-
nee]. Crenyoniye HECKOIBKO CTPAHMUIL CITyXaT IS 3aIaHUsT TTapamMeT-
poB oO0HoBJIeHMs. [TompoOHO 0 KaxKIoM U3 BapMaHTOB OOHOBJIECHMS CM.
nanee B pasnesie Tun o6HoOBNEHuUs.

" Tpu 0GHOBMEHUH (AilIOM WM LIAGTOHOM MACKU 3TOT TYHKT SBISETCS eAMHCT-
BEHHO JIOCTYITHBIM
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Baxnas undopmauusa
Bo MHOrvx cnyyasx yaobHO MCnonb30BaTh CEayHoLLly0 CXeMy MonyyeHus Aamna obHOB-
NeHWs: 3apaHee Npou3BECTM B Macke HeObXoanMble U3MEHEHWS, a 3aTeM, B XOAE BbiMos-
HeHus avanora [iucraHuMoHHoe o6HoBeHKe BbibpaTh NyHKT MonHoe o6HoBNEHMe
namMAaTH KIova.
B) [locne onpenenenust mapaMeTpoB OOHOBJIEHUST HA SKPaHE TIOSIBUTCS
cTpaHulia OTBET creHepvMpoBaH, ITO3BOJISIOLIAs BbIOPATh CIIOCO0 Jajib-
Helileit 00paboTKU MOTyYEHHOTO JaMIIa:

OTBET CreHepupoBaH [ x}

Mporparna creHepHpOBana oTeeT, KOTOpE HeolixoAumo oToCnaTE
KOHEUHOMY NONBI0BATEND ANA 0BHOBNEHNA Kto4a. BribepuTe
AANEHEAWEE SSACTEME M HaMMMTE KHoMKy 'fanee’

{7 MocnaTh OTEET NO 3NEKTPOHHOA MOUTE KaK BNOKEHHE

< Hazan I flanes > I OTHEHA | npaska |

r) [Tocne HaxxaTust KHOTKY [[lanee] 1amr coxpaHsieTcs B (aiiie

WY TIPUKPETUISIETCS] K TOYTOBOMY COOOIIEHHIO B KAYECTBE BIOKEHUSI.
Ha skpaHe nosieinsiercsi PesynbraTt — [ociieIHsisi CTpaHULa qUaiora 00-
HOBJIEHUSI, HA KOTOPOH BbIIA€TCSI COOOILIEHNE 00 UTOTE ONepaLiM:

Pesyncrar B

ONEPALMA YCNEWHD SAEEPIWEHS,
MecTo pacnonoxeHra darna; C:iDocuments and
Settingst Andr, AMDR-BUTOWO Mom AokymeHTeidump, bzt

< Hazaa

Znpaska
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Ecnu ncrionb3yercs 6a3a JaHHBIX, TO MOCJIE CO3MAHMS 1aMIla OOHOBJIEe-
Hus GrdUtil.exe ¢ukcupyeT dakT MpOIIMBKY YIAJ€HHOTO Kiroua U
MPKUCBAaUBAET 3TOM OIEpalK CTaTyCc He3aBeplleHHOW. T. e. K crucky
TPOIIMBOK MAacKW C YKa3aHHBIMU TlapaMeTpaMM JO0O0aBIISIeTCS HOBast
TIPOIIIMBKA, a B cTONIOIIe MpU3HaK 3aBepLUEHHOCTY [UTsT Hee YKa3hIBaeT-
cs1 — B npouecce (cm. pasnen MpowmBky).

CreHepUpOBaHHBIN JaMIT OOHOBJIEHUSI HEOOXOIUMO TiepeaaTh KOHEU-
HOMY TTOJTE30BaTETIO.

3. O6HOBNEHME NAMATH KJTIOHA

[Mocne nomydeHust qamria OOHOBJIEHUST KOHEYHBIH MTOTh30BATETh MOXKET
ripu oMot GsRemote.exe mepernporpaMMrpoBaTh MamsITh KITIOYa.

Baxnas undopmauus
1. [laHHble 06HOBNEHMS NepeaatoTcs B 3aKOAMPOBAHHOM BuAe M MOryT BbiTb MCMONb30Ba-
Hbl TOSbKO OAMH pas.
2. Mpu reHepnpoBaHUM AaHHLIX OBHOBMEHUS W MPOLUMBKE WX B KIOY BbIMOMHSAETCS psij,
npoBepok napameTpoB kitoda (1D, O6LUMIA KOA U HEKOTOopble APyrie). STUM UCKIIoUaeTCs
BO3MOXHOCTb NMOAMEHbI NepernporpaMMMpyeMoro Kitoya.
Heob6xonumo cHoBa 3armyctuts yruiuTy GsRemote.exe, ¢ moMolblo ce-
JIEKTOpa-TIepeKIItouaTesisi BBIOpaTh MyHKT O6paboTaTbh YNCII0-OTBET.. U
HaxXaTb Ha KHOIIKY [[anee].
Ha skpane nosiButcs cTpaHulia MacTepa, CoaepxKallias nosje s BBoaa
U OTOOpaKeHUsI 1amIia OOHOBJIeHUs. BBoa 1aMIia mpOMCXOAUT Npu Mo-
MOIIIM OHOM M3 KHOMOK: [U3 6ydepa] wiu [U3 daiina...]:

48 Mucranuuonnoe nporpammuposanue kmoved Guardant m

EEEAMTE YUMCNO-0TEET, NONYHEHHEI OT NOCTAEILHKS
NPOrpaMMHOrD OOBCNEHEHHA M HAXMATE KHONKY 'Aanee’ AnA
MPOACAXEHHA ONEPAaLMH OOHOBNEHHA

E3AF 3D 19 B2 43 5A 99 DF 45 19 2D EB CB 54 27 88 10 10 00
FCDE4A 07 FSAEN4 D1 BSG6 D2 05 1S E0 1324 1D 57 ELOD
693940 EB 3E 13 AE AL 45 09 43 93 0C 07 FA 40 3B CA 22 AB
F7 01 BC ZE 96 BC 1 ED B& FC BF 92 6F 82 76 AF 31 96 C2 04
S3E72C 824077 CO7F7 COFZSAB3 3217 AB20 22 COSEEZ
3F 42 06 14 D1 19 5C BO 57 B4 00 CA ED 99 C5 57 94 54 34 F2
DE 35 A1 DO 4D 54 1A 5E 54 94 Ad 14 BA 2C FE 76 DZ 65 14 4C

W3 Gybepa

< Hazaa HAanee = OTMEHS
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ITocne BBoaa naMIia M HaxkaTusl Ha KHOITIKY [[lanee] OyaeT mpousBeneHa
orepalys Mo OOHOBJIEHUIO MaMSITU KJIoYa MPUCIaHHBIMU JTaHHBIMU.
3aTeM Ha 3KpaHe MOSBHUTCS MOCTCTHSIA CTpaHUIIA MacTepa ¢ UTOraMu
BBITIOJTHCHUST OTICPALI:

{4 Nucranumontoe nporpammuposaHie Kmoved Guardant E

ONEPALMA YOMEWHD 3EESPLIEHS,

Mporparma creHeprpoBana Ko N0ATBEM%AEHHA 3AEEDLIEHHA
OMEpauKn, KOTOPOE KPakHe Heo0X0AHMD NeECAATE NOCT ABULHKY
nporpatMHora ofecnedeHid, B npoTHeHoM ciydas Bel noTepasTe
EOSMOMHOCTE AaNbHEAWErD OBHOBNEHHA KNKYa,

S8 77 A6 74 58 BC DS D9 55 96 38 0C 94 BE FS 83 71 22 7S BF
OB E4 11 32 E3 8A FA BZ FC AZ 22 16

Mo noqTe B Aydep E dafin

Baxxnas undopmauus

Mocneaytowme aTanbl HEO6X0AUMbI B Clyvae, Koraa OBHOBMEHWE Kioua MpoMCXoauT no
(hakTy NpowmBKM MK WwabnoHa Macku. Ecim ke 06HOBNEHWE BbIMOMHANOCH Ha OCHOBE
AaHHbIX (halina Macku, To Lar 3 SB/SIETCS 3aBEPLUAOLLIMM 3TaroM OBGHOBIIEHMS.

3a. Mepeaaua paspaboTunKy KOAA-NOATEEPKACHUS

B niporiecce obHoBneHust mamsiti Kitoya GsRemote.exe BblaacT ¢u-
HaJIbHbIN K00-nodmeepircdenue, conepxaiivii MHGOPMAIIUIO O Pe3yJib-
TaTte OOHOBJEHMsI (YCIIEIIHO/HeynauHo). Kon-monreepxaeHre HeooXo-
MO COXPaHMTH B (aityie (KHOTKa [B ¢pain]) Wi CKONMMpoBarh ¢ 1o-
MOLIbIO KHOMKHU [B 6ydep] u nepenath pa3paboTIUKy MPUIOKEHUS
JIIOOBIM YIOOHBIM CTIOCOOOM.

4. 3aBeplieHME YAUNEHHOTO OGHOBNEHUS

[Mocne monmydeHust Koaa-TOATBEPXKAECHUS pa3pabOTYMKy HEOOXOIMMO
3aBEPIINUTH OOHOBJIEHME: 3aHECTH B 0a3y JaHHBIX MH(OPMAIIUIO 00 UTO-
rax COCTOSIBILIETOCsl OOHOBJIEHUSI.

YTo0OB! 3aBepILIUTh MPOLIEAYPY YAAJCHHOTO OOHOBJIEHUS KIIOYa, BbI-
MoJTHUTe KoMaHIy Kntou | 3aBeplumTb yaaseHHoe 06HoBIEHHE.

Baxunas undpopmanuus
3aBeplueHue yaaneHHoro obHoBNeHUs He TpebyeT 3arpy3ku obpabaTbiBaeMoii NPOLLMBKM
B PegakTop Macku.
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B mosiBuBIIEMCST  nuariore 3aBepu.|eHMe yAaJNeHHoro o6HoBNEeHUs
K/Ilo4a BBCOUTC KOA-TIOATBCPXKIACHMUCE, HOJIy‘{CHHbIﬂ OT KOHEYHOrIO

TI0JIb30BaTEeJIAd:

BERAMTE K04 NOATEENHARHNA SAESPIIEHNA ONEPALKA,
NOAYYEHHEIA OT KNHEHTA!

SAYT A6 74 5B BCDEDISS 96 3B 0C 94 BEFSE3 71 2275
EF OB E4 11 32E3BAFABZ FC AZ 22 16

1=z dhafina |

< Hazaa | Hanes > CTMEHA Cnpagka |

TTocne BBoa Koma-monTBepKACHMS U HaXKaTHsl Ha KHOTIKY [[anee] Oy-
JIET TPOM3BENCHA OTepalusl 10 3aBePILICHUIO TPOLECAYPhl YIaIeHHOTO
OGHOBJICHUSI. 3aTeM Ha 3KpaHe TOSIBUTCS TIOCIIEIHSISI CTPaHUIIa MacTepa
C UTOTaMM BBITIOJTHEHYST OTICPATTAN:

JapepweHde YynaneHHoro 0GHOBAEHHA KA0Ya n

ONEPAUMA YINEWHD S3EEPWEHS,

<Hasaa | ToToea | OTMena Cnpaska
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B ciyyae ycriexa onepaiiiu ¢hakT MPOIIMBKY YIaJI€HHOIO Kio4a IojIy-
YaeT CTaTyc 3aBeplieHHOro. Ipu3Hak 3aBepllieHHOCTH sl 3TOM Ipo-
LIUBKU MeHsieTcsl Ha 3aseputer (CM. pasnes MpowwmBkm).

JosepenHoe yaanenHoe o6HosneHmne

B xmouax Guardant Stealth 111 / Net I11 ucnionssyercs Joéepennoe yoa-
aennoe obnosaenue (Trusted Remote Update). OcHOBHOE TOCTOMHCTBO
STOM TEXHOJIOTMU 3aK/II0YAETCS B TOM, YTO BCS MHMOpMALIMSI, TIpeIHa-
3HAYEHHAs1 TSI TUCTAaHIIMOHHOTO OOHOBJIECHMSI, PaCIIM(PPOBHIBACTCS 1
00pabaThIBaeTCs TOJILKO BHYTPH JICKTPOHHOTO KJTIOYa.

JloBepeHHOE yIalleHHOE OOHOBIEHUE — TEXHOJIOIMSI GE30IIACHOrO ya-
JICHHOrO OOHOBJIEHMsI MAMSITH 3JIEKTPOHHOIO KJII04a, MCKIIIOYAIOIast
BO3MOXXHOCTb KOMIIpOMeTaluu 1/win daibcudukauu naHHbix. [Tpu
OOHOBJICHMM WCITOJIb3YIOTCI  alroput™Mbl ImidpoBanus GSII64 u
Hash64. Vneosnorust [JoBepeHHOIO yIaIEHHOIO OOHOBJIEHMSI FapaHTH-
PYeT, 4TO OMHAXKIBI 3aIMCaHHAs! B 3JICKTPOHHBIN KJTF0U MHGOpMAIIUS He
MOXET OBITh 3aIlICaHa B HETO IIOBTOPHO, a JaHHBIE, CTEHEPUPOBAHHBIE
LTSI OMHOTO KJTIoYa, He IOIOMIYT It APYIoro.

Baxnas undpopmauus

Mpouenypa [oBepeHHOro yaaneHHoro ObHOBMEeHUs MpearnosaraeT UCMosb30BaHUE YHW-
KanbHbIX AaHHbIX, B YaCTHOCTW, Mapons yAaneHHOro ObHOBMEHWS, AN KaXAOro Ko4a.
MoaToMy HacTosTeNnbHO pekoMeHayeTcs nmpu pabote ¢ Guardant Stealth 111 / Net I nc-
Mosb30BaTh PEXWUM 6asbl AaHHbIX A4S PErYCTPALIMM U COXPaHEHUS YHUKaNbHOM MHdOopMa-
umn. B npoTvBHOM Crlydae, npoueaypa yAaneHHoro obHoBneHWs 6yaeT 3aTpyaHeHa, um
BOBCE HEBO3MOXHA.

Maponb yaaneHHOro o6HoBNeHUA

Ilapoav yoaaennoezo o6no6aenus — 310 16-6aiiTOBas IOCIEAOBATEILHOCTD
LIECTHAALIATEPUYHBIX CUMBOJIOB, KOTOpAsl UCIIONb3YETCS B IPOLIELYPE
JloBepeHHOro ynajJeHHOro OOHOBJIEHUSI JUIsl IpeoOpa3oBaHusl JTaHHBIX
ooHoBneHus. [Taponb ynajieHHOro OOHOBIEHUST MOXKET ObITh, KaK Oy~
HaKOBBIM JIJIS TAPTUH KITIOUEH, TaK M YHUKAJTbHBIM [UTS KaXKIOTO KITIoYa.
Baxnas undopmauus
NS ycnewHoro BbINoMHeHUs! [JOBEPEHHOMO yAaNeHHOro O6HOBNEHNSI NApOSib, COAEpXa-
LUMIACA B yAQNEHHOM K/HoUe, AO/MKEH COBMaAaTh C MaposieM, XPaHSLLMMCS B NPOLLMBKE ANs
3TOro K/ltova.
IMaponb ynaneHHOro OOHOBJIEHUSI COAEPXKUTCS B HeaapecyeMoM, J0C-
TYITHOM JIJIsl PeIaKTUPOBAHKS M0JIe, KOTOPOE PACIOIOXEHO B MaCKe TH-
ma Guardant Stealth IIT / Net III cpa3y mocie obimactu moseit crierm-
JTHOTO Ha3HAYCHMUSI.
[t 3amaHvist TTapoJist yIaJIeHHOTO OOHOBJICHUS U3 TIPYITOKESHWYSI CITY>KUT
onepauust GrdTRU_SetKey.
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YT00BI MPOCMOTPETH,/ OTPENAKTUPOBATh MAPOJIb YIAIEHHOIO OOHOBIIE-
HUS1, 3arpy3uTe HYXKHYIO MackKy, BbliAeauTe rnojie Maponb yaaneHHoro
06HOB/IEHMS U BBITIOJIHUTE KOMaHIy MeHI0 PepakTupoBath | CBoiicT-
Ba nons.

B nosiBuBILEMcs auanore CeoiictBa nonsi Maponb yaaneHHoro o6-
HOBJIEHMS1, KOTOPBII IPEICTABIISIET COOOI IECTHAALIATEPUYHBIN PelaK-
TOp, OTPEJAKTUPYIATE ITApOJIh:

Ceofictea noan Tapons ynaneHHoro ofHoBAeHHA" nm

JamMn NaMaTH |

oooo ZC E4 2B 21 29 CAL 4E SE  ,m+!)ENE
ooos 73 1D 60 BS 1B C6 38 A7 =0 E0KES

ooio COXPAHHTE |

T cem

[ ¥hmkanshos
SHaUEHHE ANA
KauA0H 3arHMcH
& KM

CreHepHpoBaTE
HOBOE SHAUEHHE

QK | OTMEHA | I'IpnmeHthl

ITo ymomuanuto GrdUtil.exe aBromaTuecku (hopMUpyeT Iapojib yia-
JIeHHOro OOHOBNIeHUs. IIpyu HEOOXOOUMOCTH €ro MOXHO M3MEHWTh,
c(hopMUPOBAB IAPOJIb CAMOCTOSITENILHO, ITyTEM BBOJA HOBOTO 3HAYEHISI
HEIOCPEICTBEHHO B OKHE peIaKTopa, VI aBTOMATUYECKU CO3[aTh HO-
BBIii IIapoJib (KHOIKa [CreHepupoBaTh HOBOE 3HaueHue]).

JIMajior TakKe TIO3BOJISIET OIPEIENTh, OYIET JIM MCIIOIb30BAThCS YHH-
KaJTbHBIN WK TIOCTOSTHHBIH apostb. Eciiu hyiar YHUMKanbHoe 3HaueHue
ANS KOKAOM 3anucy B KIKOY YCTAHOBJIEH, TO MPU KaXIOi orepaiiu
MPOIIMBKK B KJTI0Y 3HAYEHME MapoJisi aBTOMATHIECKH MEHSIETCS Ha HO-
BYIO CJTyJaifHyIO TOCJI€I0BATeIbHOCTD. T. 0. KaXIblil KITIOU MMOJTy4acT
YHUKAJIbHBIN MMapoJib Ha OOHOBJIEHUE, XPAHSILIUIACS B MAMSITH KJTIOYa 1
B €T0 TPOIIMBKE.
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DieMeHTHI yIpaB/ieHus auajiora Maposb yaasieHHOro 06HoBEHMS:

dneMeHT nHTepdeiica

HasHaueHue

OKHO LIecTHaaLUaTepUYHOro
penakTopa

BBecTu 3HayeHne napons yaaneHHoro obHoBNEHUs

KHonka [CreHepupoBaTb
HOBOeE 3HaueHue]

3aMeHUTb TEKyLLEEe 3HaYEHWE Naposis HOBOW ClyyaiiHoM nocneno-
BaTENbHOCTbIO

®nar YHuKanbHoe
3HaueHue ANA Kaxaon
3anucu B KJIOY

Mcnonb3oBaTb YHUKasbHbIN/ NOCTOSAHHBIN Naposb. 1o yMonyaHuio
MCMOSb3YeTCs MOCTOSIHHbIN Naposib — (nar He YCTaHOBNEH.

®nar OEM

BblbpaTb Windows- / DOS-koaMpoBKy. Mo yMOnyaHuio Ucnonb3yeT-
¢ Windows-koampoBska (ANSI) — onuusi OEM oTko4eHa

KHonka [3arpy3uTtb]

3arpy3uTtb Aamn 13 daiina c paclumperueM *.dmp

Kronka [CoxpaHuTb]

CoxpaHuTb Aamn B aiine ¢ paclumpeHveM *.dmp

ITocne BBOJA TaHHBIX HAXKMUTE HAa KHOIKY [[IpUMEHUTb] U 3aKpoiiTe
JUAJIOT.

Oco6ennoctu npoueaypsb! JlOBEPEeHHOro yaaneHHOro OGHOBNeHUs

[pouenypa JJoBepeHHOro yaaaeHHOro OOHOBJIEHUS MPY UCIIOIb30Ba-
HuM GrdUtil.exe mpakTUyecKu He OTJIMYAETCSI OT OOBIYHOTO YIAJIEHHO-
ro OOHOBJIEHUS (CM. pa3zien YaaneHHoe 06HOBAEeHNe), 33 UCKIIIOYEHU-
€M HECKOJIbKUX eTaJICH:

1) Ilpu BbImONHEHUM KoMaHAbl Kmiou | O6HOBnNeHuMe KIlOYa
GrdUtil.exe aBTOMaTMYeCcKN 3alMCHIBAET B TMAMSATH «MacTep»-KITI04Ya
Guardant Stealth III / Net I, moacoenHeHHOro K TOPTY, CHeIaIb-
Hble aaroput™bl GSI1164 1 Hash64. DTi aliropuT™Mbl y4acTBYIOT B 00pa-
0OTKe 3ampoca Ha OOHOBJIEHWE W KOAMPOBAHUM JAHHBIX OOHOBJIEHMSI,
WCTIOJTB3YsI TIAPOJTb, XPAHSIIIWICS B TIPOITUBKE OOHOBIISIEMOTO KITIOUa.

IMocste Toro, Kak gamil OGHOBIEHHUST C(POPMUPOBAH, COAEPKUMOE «Mac-
TEp»-KJII0Ya aBTOMAaTUYECKI BOCCTAHABIMBAETCS ITYTEM 3aITCH B KIIIOY
MOCJIeIHE N TIPOIMBKM /ISl 3TOTO KJTIoUa .

BHelHe 3T geiictBust TIPOABJIAIOTCA TOJIBKO B BUIE IPEAYTIPEXKACHMA:

L ] Jlanubie nokansHoro kmoua Stealth 11l [Homep 526082578) B xone 06HOBAEHHA GYIYT USMEHEHDBI,
\_-/ OAHAKO €ro TEKYWEE COCTOAHME GYLET BOCCT Ha
NPOWHBKH 4nA 3Toro kmova. Mpogonsure?

' KpOMC, CUTyallMu, Korga 0OHOBJIEHVE TIPOMCXOOUT HE OT IMPOILIMBKHA. B atom Ciy-
4ae COACPKMMOE «MaCTEP»-KiTto4a BOCCTAHOBJIEHO HE 6yz[e'r .

2 NanHbie nokansHoro kmova Stealth 1l (Homep 526082545) & xone 06HOBAEHHA NPONANYT, T.K. HE
2’ ynacres nafTw npowmoky A oToro kmova. NpogomeT?

Her
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2) Ecnu ynaneHHOe 0OHOBJIEHME BBITIOTHSETCS 03 UCTONb30BaHUsI Oa-
3bl JAaHHBIX, Ha OCHOBE (paitna macku, To GrdUtil.exe mpemyrpexnaer,
YTO 3ampoc Ha OOHOBJICHUE He pacirdpyeTcsl MU HeCOBMANCHUM Ta-
porieii ynaieHHOTo OOHOBJIEHUS B (haiiyie MacKu U B yIAICHHOM KITIOYeE.

YTunuTa npeanaraeT B 3TOM CIIydae BOCIOJIB30BAaThCSI MTPOrPaMMHBIM
CIOCOOOM YIATEHHOTO OOHOBJIEHUS (KaK Ui KITIOYed MpeablayluX
MOKOJIEHUIT) — CM. KHOTIKY [HeT] B OKHe MperyrpeXIeHust:

Naponk 4nA pacWHPPOBKH YMCAG-BONPOCa OT KAHEHTA AAA YCTAHOBAEHHONO Y KAHEHTA KADYa He

ogHako napont B Texywel sarpyxeHHoi macke[watnone]. On moxer nogofitH
ANA PACHWHPPOBAHKA 8 MOXKET W HeT. Ecau Bl xoTHTE HCnOAbL30BaTL €ro To HaxmuTe “Mla". Ecau xoTuTe
MECNOAL3OBATh TOALKO NpPOr| cucTEMY naxmute "Het". [laa npexpamenun
onepanuy HaxmuTe "OTmena”.

Her Ormena

JlokannHOe o6HOBREHME

JlokanbHOe OOHOBJIEHME MAMSITH KJIloYa Iopa3yMeBaeT repenporpam-
MMpOBaHME MaMSITU KJloua, TOACOSIMHEHHOIO K MOPTY KOMIIBIOTEPA,
Ha KOTOpoM ycTaHoB/IeH KomriekT pa3padboTurka.

YT1oObl OOHOBUTH TaMSITh JIOKAJILHOTO KJTIOYa, BBITTOJIHUTE KOMaHIy
MeHIo Knrou | O6HoBneHue kiroua, oo Knwou | 3anucb B Kkou.
[MpryeM mepBast KoMaHAa OyIeT JOCTYITHA TOJBKO B CITydae, KOTraa Mc-
TTOJTB3yEeTCs TIPOIIMBKA KJTFo4a, a He IA0JI0H WIIH (haill MacKu.
OcobeHHOCTH CITOCOOOB JIOKAJTBHOTO OOHOBJIEHUST:

Cnoco6 o6HoBNEeHUs

Ocob6eHHOCTH

KomaHpa
Kntou | O6HoBneHue
Kao4a

Cnocob aocTyneH ToNbKO NpW 06HOBNEHNW OT MPOLUMBKM.
Mo3sonseT BbIbpaTh TN 06HOBNEHWS: NOHAs Nepe3anucb
WU U3MEHEHVIE COAEPXXMMOr0 OTAENbHBIX Nonei

KomaHaa
Knrou | 3anucb B ko4

MponcxoauT nonHas nepesanvcb COAEPXKMMOro NamMsATH Ko4a
AaHHbIMU TeKyLI.I.ef;I Mackun

JloxansHoe o6HoBnenne xomanpoi Kniou | O6noenenne kmoua

[pakTryeckass HEOOXOAMMOCTh B JIOKAJTbHOM OOHOBJIEHUU TTYTEM BbI-
MOJHEHUSI KOMaHIbl Knrou | O6HOBNEHMe KaKoYa BO3HUKAET, Koraa
TpeOyeTcst COXpaHUTb B KITIOUE «HapaOOTaHHbIE» TaHHBIE (CYETYMKHU aJl-
TOPUTMOB, K MIPUMEPY), T. €. IPOM3BECTU U3MEHEHUE COEPKUMOTO OT-
NIeJIbHBIX TOJIEi, He 3aTparuBasi OCTaJIbHbIE MOJs. B ocTaTbHBIX CiTyvasix,
MpOoLLE OTPENAaKTUPOBaTh JaHHbIE HY>KHOW MPOIIMBKY WK 11a0JI0HA
MAaCKU U BBITIOJIHUTE KOMaHIy Koy | 3anuck B karou.

[Mocne BemonHeHMsT KoMaHAB! Kntou | O6HOBNEHMe Kiroya Ha dKpaHe
TIOSIBIISIETCST IMATOr O6HOBNEHME NaMATHU KIKoYa, KOTOPBI peann3o-
BaH B BUJE MacTepa, COCTOSIILIETO0 M3 HECKOJNbKUX cTpaHull. [lepexon

136



naBa 4. MporpaMM1pPOBaHUE 3IEKTPOHHBIX KIHoYen

MEXIY CTPAaHMULIAMU IIPOMCXOIUT IMPU ITIOMOIIU KHOIIOK [[Aanee] u [Ha-

3aA], pacroOXKEHHbIX B HYXKHEN YacTH AMaJIOrOBOrO OKHA.

D6HOBAEHHE NAMATH KMDYa m

MowanyHcTa, yraknTe, Karkkn 00pason Bel x0THTE 00HOBHTE NamMATE
KIHI4A: NOKANEHO (KW NOACOEAMHEH K NORTY KOMMBHTERA) MM
¥ AaNEHHD (KAMEHT NPMCNAaN YMCA0-B0NPOC Ha OBHOENEHNE)?

%) }niou NoAcoeAHHEH K NOPTY KOMNBHOTEPS]

) KAMEHT NpHCAEN YMCNO-BONPOC Ha OBHOBNEHKE Y AaNeHHOMD
KNH4a

BEEAHTE HHCNO-BONPOC OT KAMEHTS

Mz dadina | BCTAEHTE

1D Knoua | i

< Hazag I Hanes = I CTMEHS | Cnpaska |

Bri6epurte ¢ momoliipio mepekioyaresst MyHKT Koy noacoeauHeH

K MOPTY KOMMbIOTEpa U TepeiiInTe Ha CIIeAyIOILYIO CTPaHUILY.

Ha skpane nosiButcst crpanuiia Tun 06HOBMIEHMS C CEIEKTOPOM BBIOO-
pa. CocrosiHue ceJieKTopa (IOCTYITHbIE BapUaHThI OOHOBJICHMSI) 3aBUCUT

OT TUIIA KJTro4a:

Twun o6HoBNEHUA [x]

MockanyiicTa, exbepuTe cNocod o0HOBNEHMA KIKYa:

@ TlonHoe 0BHOBNEHWE NaMATH KK,

© HacTiuHoe 0BHOBNEHME NAMATH KU

0 OBHOBNEHME BEMEHW NA00TEI SALUMLLEHHOTD MPMMOKEHUA

€ OnepaLvii akTHBALMIA/ A KTHEALMA

< Hazag fdanee > | OTMEHa Cnpaexa
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BuiGeprTe HYXHBII MyHKT OOHOBJIEHWS WM HaXKMUTE Ha KHOIKY [Aa-
nee]. Cieayoliyie HECKOJIbKO CTPAHULI CIyKAT LIS 3a0aHuUsI ITapaMeT-
POB OOHOBJIEHUST U PAaOOTHI ¢ peaakTopoM cueHapust. [TogpoOHO 0 Kax-
JIOM 13 BAPUAHTOB OOHOBJICHHUSI CM. JIajiee B pasziesic Tun o6HOBNeHuUs.

[Mocnennsst CTpaHula auajiora JOKaJIbHOIro OOHOBJIEHMSI Ha3bIBaeTCs
PesynbTaT, OHa 0T06pa>KaeT coo0l11IeHUE O pe3yabTare orepaiuuu:

Pesynbrar B

ONEQALMA YNEWLHD 33BEPIIEHA,

= Hazaa FoToso | Cnpaekxa |

[Mocne HaxxaTnst KHONKK [FoToBO] oOHOBIeHUE 3aBepiaercs, 1 GrdU-
til.exe (pukcupyer B 6a3e JaHHBIX (paKT MPOLIMBKH JIOKAJTLHOIO KJTIOUa.

Tun o6HOBREHNSA NAMATH KJTIOUA

[Ipu ynaneHHOM WK JTIOKQIbHOM OOHOBJIEHUY MAMSITH KJTI0Ya 0 (hakTy
TIPOIMBKY TOCTYIIHBI CJEAYIOLINE BAPUAHTHl OOHOBJIECHUSI:

Tun o6HOBNEHUA

XapakTepucruka

MonHoe o6HoBnEHME
namsTn KoYa

lMepe3anucb BCEro COAEPXXMMOro NaMsTV Kitoda AaHHLIMU TeKy-
LEen Mackm

YacTuuHoe 06HOBNEHNE
namsTn Koya

Mepe3anucb CoAePXMMOro MosEN NAaMsATK Koua, He 3almLLeH-
HbIX annapaTHbIM 3anNpeToM Ha 3anuck. [ns kntodei Guardant
Stealth 111 / Net 111 MOXXHO O6HOBUTb TONBKO OAHO MONe 3a Npo-
uenypy obHoBneHus

O6HoBNEHWE BpEMEHU
paboThl 3aLMLLEHHOTO
NpUIOXKEHNS

Mepesanucek coaepxxumoro nona Cyetunk N21 (GP)

Onepauuu aktusaumu/ pe-
aKTuBaumu (Tonbko Guard-
ant Stealth 111/ Net I11)

AKTUBaUmMA, AeaKTUBauUMs UK Nepe3anucb Bbl6paHHOF0 y4acTtka
3aLUMLLEHHON SYeiKu, anroputMa nnu Tabnuubl NMUEH3UIA.
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NMonHoe c6HOBNEHME NAMATH KIIOHA

[Ipy momHOM OOHOBJIEHMM TMAMSITU KJTI0Ya TPOUCXOMUT Tepe3aruch
BCell MaMsTH KJTIo4ya TaHHBIMU BBIOPAHHOM MacKu.

[MonHoe 0OHOBIIEHUE BHITTOMHSIETCS B TEX CIydyasiX, KOraa He TpeOyeTcst
COXpaHEHUsT KaKUX-TM00 «HapabOTaHHBIX» TaHHBIX B KJIIOYE, a TAKXKe
KOTJa 3TOT BapMaHT OOHOBJCHUSI SIBJISIETCSI €IMHCTBEHHO BO3MOXHBIM
— Mpy OOHOBJICHUY OT (paitia win 1mabdJoHa MacKu.

YTOOBI MOJHOCTHIO OOHOBUThH MaMATh KJOYa, BBITOJHUTE KOMAHIY
Kniou | O6HoBneHue kitoua. Ha skpaHe mosiBUTCS Auaior macrepa
OOHOBJICHMSI.

CrmcoK CTpaHuIl MacTepa OOHOBJICHHUS TIPU TTOJIHOM OOHOBJIEHUM Ta-
MSITH KJTIOYa:

N2| CtpaHuua [eiicTBua paspaborumka
1 | ObHoBnEeHWe NamMsTu BblbepuTe yaaneHHoe uimn NnokanbHOe 06HOBNEHME.
Mpun yaaneHHOM 06HOBNEHWUW BBEAWUTE B MONE 3arnpoc
Ha 06HOB/IEHME OT KOHEYHOrO MoJb30BaTeNs
2 | Tun obHoBNEHMS BbibepuTe nyHKT MosHOe 06HOBIEHME NaMATH KJlova
3 | Pe3ynbtaT MpoKOHTpoNUpyiTe pe3ynbTaThl paboTbl MacTepa 06HOBNEHUS

YacrvuHoe OGHOBNEHNE NAMSATH KNIoua

Bapuant YactmuHoe o6HOBNIEHME NAaMATH KJIKOUA CITYXUT 11s1 OOHOB-
JIEHUS Y4aCTKOB MaMSTH, KOTOPbIE HE 3allUIIEHBI alnapaTHbIMU 3a1ipe-
TaMu Ha 3anuch. [lpuyem mpu ynajieHHOM oOHOBieHMu Guardant
Stealth 111 / Net 111 MoxxHO OOHOBUTH TOJIEKO OMH YIACTOK MTAMSITH, BO
BCEX OCTATBHBIX CITYJasiX TAKOE OTPaHUIECHUE OTCYTCTBYET.

YactuaHoe OOHOBJIEHWE MAMSITH aKTYallbHO [UTS TeX CUTYalluid, KOoraa
HEOOXOIMMO COXPaHUTb «HapabOTaHHYIO» B KJItoue UHdopmaluio (mo-
JIS CYETYMKOB, CUYETYMKHU AJITOPUTMOB), U TIOJTHOE OOHOBJIEHUE MaMSITU
HernpuemiaeMo. YacTUYHO OOHOBUTH MaMsITh MOXHO TOJBKO TMpPU 00-
HOBJIEHUM OT MPOLIMBKU, COXPAHEHHOI B 6a3¢ TaHHBIX.

Uto0Bl OOHOBUTH YYACTOK MAMSITU KJIIOYA, HE 3allUILIEHHBIN anmapar-
HBIM 3alPEeTOM Ha 3aIlvCh, BBITIOJIHUTE KoMaHy Kntou | O6HoBneHue
wiova. Ha skpaHe mosiBUTCS iMaior Mactepa OOHOBJIEHUSI.

CnucoK CTpaHul Mactepa OOHOBJIEHMS MPU YACTUIYHOM OOHOBJICHUU
MaMsITH KJToya:

N2| Crpanuua [eiicTBua paspaboTumnka

1 | O6HoBneHuwe namMsTM | BbibepuTe yaaneHHoe unm nokanbHoe obHoBneHwue. MNpu yaaneHHoM
06HOBNEHUN BBEAWUTE B MOJIE 3anpoc Ha OOHOBIEHNE OT KOHEYHOrO
nonb3oBarens

2 | Tun obHoBMEHWs BbibepuTe NyHKT YacTuuHoe 06HOBNEHMe NaMATH KIKoua

YactuyHoe
obHoBneHne
namsTn Knoya

YKaXuTe TUN AaHHbIX, aApec U pa3Mep y4yacTka NaMsaTn, CoAepXu-
MO€e KOTOPOro Heo6xoAMMO O6HOBUTL (CM. CKPUHLLOT W OnucaHve
nocne Tabnuupl)
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N¢| CrpaHuua

[AelicTBua paspaborumka

4 | YactuyHoe
obHoBNeHne
namsiT Ko4a

BeeanTe aaHHble 06HOBNEHUS.

CKPVHLIOT ¥ onucaHve uHTepdeiica CTpaHuLbl CoBMaaaoT

C AManoroM peaakTMpoBaHUs CBOWCTB COOTBETCTBYIOLMX Nonen
(cM. pa3gen AlaMnbl, Lenble YUC/a, CTPOKU U CHETUUKMN)

5 | Pesynbtat

MPOKOHTPONMpYiiTe pesynbTaThl paboTbl MacTepa O6HOBNEHMS

CrpaHuua «HactMyHoe 06HOBNEHUE NAMATH KJTlIoYa»

Ha crpanniie YacTuuHoe o6HOB/IEHME NaMATU KJIOYA YKAKUTE THUIT
JIAHHBIX, aZpec M pa3Mep ydacTka MaMsITH, COIEPXKUMOe KOTOPOro He-
00XOIMMO OOHOBUTB:

YacruyHoe oGHOBAEHHE NAMATH KM0Ya B

YEA#ATE AGHHBIZ, KOTODBIE Bbl XOTHTE NOMECTHTE N0 BbIGDAHHDMY
aApecy {AaMN HIH Wenoe HHcno)

€ /laMn NamATk No YKasaHHoMy aapecy

% YMCNo No ykazaHHOMY aapecy

Aapec: I 0
Pazmep: |1 - I

= Hazaa I fanee > I OTMEHa Cnpaekxa

Baxxnas unpopmauus
Mons namsTu, KoTopble HeO6X0AMMO O6HOBUTL, AOMKHBI BbITb NMPeABapUTENbHO CO3AaHb

B PefjakTope Macku.

DJIleMEeHTBI YIIPABJIEHHUsT CTPaHUIILI YacTMYHOe OGHOBNEHME MaMATH

K/1ro4a:

dneMeHT uHTepdeiica

OnucaHue

MNepekntoyatens Bbi6paTb TMM AaHHbIX OGHOBMIEHWSI: AAMM UK LieNoe Yncno
Aamn namaTtu / Yucno
MNone Appec YkasaTb appec, HauMHasi ¢ KOTOpPOro ByayT 3anucaHbl AaHHble

06HOB/IEHUS. DTOT aAPeC He AO/MKEH 6biTh 3alUMLLEH annapaTHbIM
3anpeToM Ha 3anucb

MNone/cnucok Pasmep

YKazaTb pa3Mep AaHHbIX 06HOBNEHMS, B BaiTax.
BO3MOXHbIE 3HAUEHMS: A1 AaMMa NaMSTY — NPOU3BO/IbHbIN
pa3mep, ana nons — 1, 2, 4
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OGHoBJNEeHNE BpeMEeHM Pa6oThbl 3aLMLLEHHOTO NPUJIO)KEHUS

Ecnu nmpunoxeHue 3aiyilneHo B peXXrMe OrpaHUIIeHMsI BpeMeHH pabo-
TbI, BOSHMKAET HEOOXOMMMOCTD YIaJIeHHO MPOIJIeBaTh CPOK SKCIUTyaTa-
uvu. s sroii nenn B GrdUtil.exe nmpenycMoTpeH crielMaibHbIi pe-
KM OOHOBJICHUSI.

IMpomTh BpeMsl pabOTHI TIPWIOXKEHUST 0e3 M3MEHEHMS BCEil TTaMsITH
KJTI0Ya MOXKHO TOJIBKO MPY OOHOBJIEHHMH OT MPOILMBKHA, COXPAHEHHOM B
0ase TaHHBIX.

YT1oObl MPOMLIUTH CPOK PabOThl MPUIOXKEHMS, BBITOJHUTE KOMAaHIY
Kntou | O6HoBneHune knroua. Ha skpaHe mosiBUTCSI auajior Macrepa
OOHOBJICHMSI.

Cricok cTpaHMI] MacTepa OOHOBJIEHUSI TIpU OOHOBJIEHUM Pa0OTHI 3a-
IIUIIEHHOTO MPWJIOXEHHS:

N9 Crpanuua

[eiicTBua paspaborumka

1 | O6HoBnEHWe NamsaTu

BblbepuTe yaaneHHoe uimn nokanbHoOe 06HOBNEHME.
Mpun yaaneHHoM 06HOBNEHUM BBEAUTE B Mone
3anpoc Ha OBHOB/NEHWE OT KOHEYHOTO MO/b30BaTENS

2 | Tun obHoBnEHMS

BblbepuTe nyHKT O6HOBMIEHUE BpeMeHn paboTbl

3 | O6bHoBNEHWe BpeMeHU

OnpenenMTe HOBbI€ 3Ha4YeHUA AN «4UCTOro» BpeMEHU paGOTbI

paboTbl NPUNOXEHNS, @ TakKe NPOAC/HKUTENBHOCTU paboyero AHs, ecim
3T0 HEO6Xx0AMMO. CKPUHLLOT M OnucaHue nHTepdeiica cTpaHuUbl
COBMagatoT C AMANoroM peaakTMpPOBaHWS CBOWCTB nonst CUeTumK
GP (cM. pa3pen «OrpaHuyeHve BpeMeHu paboTbl MPUOXEHUSI»)
4 | PesynbtaT MpOKOHTpONUpYiTe pe3ynbTaTbl paboTsl MacTepa 06HOBNEHUS!

Onepauumn akTeauumn/ AeaKTUBALUM

Jns xmoyueir Guardant Stealth I11/Net III cymectByer crienmaibHbI
PEXUM YIPABJIEHUsI CTATyCOM 3alllMILEHHBIX SYeeK U OOHOBJICHUSI MX
COZIEP>XKUMOTO.

Ero nocTonHCcTBO 3aKiTI04aeTCsi B BO3MOXKXHOCTH YIIPABJISITh COCTOSTHUEM
3aLIUILEHHON STYeKU (aKTUBUPOBATh/IEAKTUBUPOBATh) U U3MEHSITH €€
comepkuMoe (YUTaTh/TIepe3anchiBaTh), He 3aTparuBasi OCTATbHYIO Ta-
MSITh.

PexxvM n3mMeHeHMsT ConepKIUMOTO U cTaTyca 3alUILEHHON ek goc-
TYIIEH TOJIKO MTPU OOHOBJIEHUU OT MpoIlrBKYU Ktoua Guardant Stealth
I1I/Net 111, coxpaHeHHOI1 B 6a3¢ JaHHBIX.

Baxunas undopmanuus

1. O6HOBNSITb MOXHO TOMbKO TE 3alLMILEHHbIE SYElKW, Ansi KOTOPbIX Nepes 3anuchbio
MPOLUMBKY B KITtOY Gbl BKIKOYEH XOTS 6bl OAMH M3 CEPBMCOB: aKTUBALWS, [AeaKTUBaLMs
UMW 3annCb AaHHbIX.

2. ins 06HOBNEHNS AOCTYMHbI TONBKO paHee BKITOUYEHHBIE CEPBUCHI SHEMKM.

3. 3a CeaHc yaaneHHoro 06HOB/MEHWSI MOXKHO BbIMOTHWATL TOMBKO MO OfIHOM Ornepauuy ak-
TVBALMU, AeaKTUBALIMM M 3aMUCU JaHHbIX, €U PaHee 3TY CEPBUChI BbIN BIITOHEHI.
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Uto0bl OOHOBUTH YYACTOK MAMSITU KJTIOYA, 3ALIUILEHHBIN armapaTHbIM
3aMpeToOM Ha 3aMuCh, BLIMOIHNATE KoMaHAy Kntou | O6HoBNeHue Kkito-
ya. Ha skpaHe nosiBUTCS 1Majior Mactepa OOHOBJICHUSI.

CITHCOK CTpaHMII MacTepa OOHOBJIEHHUS B pexXnMe Onepaummn aKTuea-
UMM / feaKTUBaLMK:

N¢| CrpaHuua

AeiicTBua paspaboTumka

1 | O6HOBMEHWE NaMSTU

BbibepuTe yaaneHHoe v nokanbHoe o6HoBneHue. Mpu yaaneHHoM
06HOBNEHWM BBEAWTE B MO/ 3aMpoc Ha OBHOBNIEHNE OT KOHEYHOIO
nonb3oBaTens

Tun obHoBNEHWS!

BbibepuTe NyHKT OnepauMm akTMBaumn/ feakTuBauumn

AkTMBauUmMs
1 obHOBNEeHne
[aHHbIX

BbibepuTe 3alUMLIEHHYIO SUeliKy, annapaTHbIf anroput™ unm Tab-
NULY NIULIEH3WI 1 3apaliTe ANst Hee HeobXoaMMble onepauum (CM.
CKPUHLLOT M onucaHue nocsne Tabnuupl)

4 | PesynbTar

MpoKOHTpONMpYiTe pe3ynbTaThl paboTbl MacTepa 06HOBMEHWS

CrpaHuua «<AKTUBALUSI U OGHOBNIEHNE AAHHBIX»

Ha crpanuue AktmBaums M O6HOBJIEHME AAHHbIX BbIOEpUTE 3alllU-
LLIEHHYIO STYEHKY, anmnapaTHbIA aJITOPUTM WIK TabauILly JULEH3UI U 3a-
Jaiite U1l Hee HEOOXOMMBIE OIepaLin:

Bo3MO)<Hble onepauum

OnucaHue

AkTuBauns

Onepauvm BbINOJHSETCS HAZ SYEKON, HaXOAALWENCs B HEAKTUBHOM
COCTOSIHMM. [1N8 yCMEeLWHOro BbIMOIHEHWUS onepauunu AYelika Jo/KHa
WUMETb paHee BKJTHOYEHHbIV cepBuC AKTUBaLMS.

[JeaktuBaums

Onepauvm BbINOJHSETCS HAZ AYENKON, HaXoAALWENCs B aKTUBHOM
COCTOSIHMM. [1N8 yCMeLwHoro BbIMOIHEHWUS onepaunn AYelika Ao/KHa
WUMETb paHee BKJTHOYEHHbIV cepsuC [leakTMBaLumA.

O6HoBNEHME yyacTka
3aLLUMLLEHHOW SAYEKK

Onepaums BbINOSHAETCSA Haj SYENKOM, HaxoAsILLencs B akTUBHOM
COCTOSIHWUW. [INsi YCMELLHOro BbIMO/IHEHWS OMnepauumn siuelika Ao/mKHa
MMETb paHee BK/OYEHHbIN cepBuC O6GHOBJIEHME faHHbIX.

Mpu BbINOAHEHWM Onepaumny NPOUCXOAWT Nepe3anuch BbIGpaHHOroO
yyacTka sueliku: 1) MeTofoM ucknouvatowero WIN, 2) metopom
MOJIHOTO 3aMeLLeHUs COAEPXKNMOro
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CTpaHI/lLla AkTBaums n o6HOBJIEHNE AAaHHbIX:

AKTHBAUMA W 06HOBABHHE AAHHBIX m

AocTynHelE nona

ONepallik Ha A NonemM

Tan

| IAKTMBGLLMH LI

SalHLEHHEA AYEFiKE
LN OpHTH
ANFOpHTH

'Write user data

54 DEmo ¥ OBHoEneHMe

HASHE4 Demo

HauaneHeld aapec
I il
Pazmep Aamna

e

MeToa ofHOENEHHA

AOR, -
WETAHOEHTE NapaMeTpbl
OfHOENEHHA

« Hazaa I Hanes = I CTMEHS | Cnpaska |

DJIeMEeHTHI VIIpABJIEHUS JUajiora AKTUBaLMa U 06HOBNEHNSA AAHHbIX:

dneMeHT uHTepdeiica

HasHaueHune

OkHo [locTynHble nonsi

MepeyeHb 3aLUMILEHHBIX SYEEK, HAA KOTOPbIMUA MOXHO
NpoBOAMTbL onepaunn obHoBeHUs. YTobbl 3a4aTh one-
pauun Ans nonsi, BblAENUTE ero B Crmcke

Cnncok Het He ncnone3oBaTb
Onepauum Onepauuu akTMBauun/ geakTusaumm
Hap nonem AKTMBaLMS AKTUBMPOBATb AYeliKy

[eakTnBaums [leakTVBMPOBaTb SYENKY

®nar O6HOBNEHNE

YcTaHoBUTb nar,
YTOBbI UCMOML30BaTh ONepaLmnio 06HOBNEHUS AUEKK

Mone HauanbHbIl agpec, 6aiiToB

3afaTb CMeLLEHME OTHOCUTENBHO Havana o6HOBNSIEMOi
AYenKu

Mone Pasmep aamna, 6aiiToB

3afaTb pa3Mep 06HOBNSEMOrO y4acTka SYenku

Cnncok MOV
MeTon

BbINOMHWTL MOTHOE 3aMeLEHNE COAEPXKMMOTO yYacTka
AYENKN Ha AaHHblE OGHOBMEHMS

o6HoBNEeHUs XOR

BbinonHuTb onepaunto ucknovatowero NN
HaZl COAEPXKMMbIM YUacTKa SYerkn

KHonka [YcTaHOBUTb NapaMeTpbl
obHoBneHus]

BBecTn AaHHble 06HOBNEHNS
B WeCTHaauaTepuyHoOM Bnae
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MporpammupoBaHmne Kao4Yen
M3 KOMOHAHOM CTPOKM

OCHOBHBIE OIepaliy 10 IPOrPaMMHUPOBAHUIO KITIOUE MOXKHO BBIIIOJ-
HATh U3 KOMaHIHOM CTPOKU. DTO OCOOEHHO YIOOHO B TEX CIydasx, KO-
raa HeoOXOAMMO OTAEIUTh 00SI3aHHOCTH T10 paboTte ¢ PemakTropoM Mac-
K1 ¥ 0a30if JaHHBIX OT 00sSI3aHHOCTEN MO MPOLIVBKE M OOHOBJIEHUIO
MMaMATH KJTI0YA TTOATOTOBIEHHBIMU JaHHBIMH.

[Ipenmonaraercs, 4To BCIO MOATOTOBKY JAHHBIX JUTS TIPOIIMBKHY KiTI0Ya
BBIMOJIHSIET IIPOrPAMMHUCT-Pa3pabOTIMK CHUCTEMBI 3AIIUTHI IIPUIOXKE-
HIsI, @ OIIEPALIMH IT0 IIPOLIMBKE ¥ OOHOBIICHUIO IIAMSITH KIIIOUEii BO3/Ia-
raloTcs, HaIpuMep, Ha MEHEKEPA 110 MPOIaKaM.

it ynoOcTBa paboThI M aBTOMATU3ALMHM IIPOLIECCA IIPOrPAMMHUPOBAHKS
Kinoueit pa3padbotunk MoxeT cozgatb GUI-yrunuty unm Ha6op BAT-
¢aiinoB Ha ocHoBe cTpouyHbiXx KomaHa GrdUtil.exe.

GrdUtil.exe mpeqocTaBisieT CTPOUHbIE KOMaH/AbI JJIs1 BHITIOJIHEHUS Clie-
NYIOIIYX OCACTBUIM:

e 3anuch MacKu B KITIOY

e ViajgeHHoe OOHOBJIEHKE KTI0Ya

e 3apepilieHye IPOLIEAYPHI YIAJICHHOTO OOHOBICHMSI KITI04Ya

o JlokarbHOE OOHOBJIEHNME KITIOYA

Baxnas undopmauus

1. [Ins ycnewHoro BbIMOMHEHUs onepaLiyii TWM 3ar1cbiBaeMol Mackv U TUM NporpaMMm-
pyeMmoro K/loua [OMKHbI CoBMazaTh.

2. Mpy onepaumsix € IokasbHbIM KIOYOM HEO6XOAUMO YUMUTLIBATL, YTO 3aMnch NPOM3BO-
[WTCS B MEPBbI HalAEHHBIN KITHOY HY)XKHOTO TUMa.

3. Bce uMcna, nepeaaBaeMble B KOMaHAHYO CTPOKY, AOMKHbI BbITb B LIECTHAALATEPUYHOM
CUCTEME CHUCTIEHUSI.

3anucb MAcKM B K104

11 3ammcy comep:KMMOro MacKH B KJTIOY CJTy>KMT KOMaHIa -wrife.

B mpoliecce BBIIOJIHEHUST KOMAH/IbI IIPOMCXOIUT IIEPE3aIiuch BCeil ma-
MSITH KJTI04Ya TaHHBIMU BBIOpaHHOM MacKu. B KauecTBe MCTOYHMKA JaH-
HBIX MOXET MCIIOIb30BaThCs 11a0J0H MaCKK M3 0a3bl JaHHBIX WM Mac-
Ka u3 ¢aiina *.nsd.

Komanna -write iMeeT HECKOJIBKO OITLIMIA:

Oonuus

OnucaHue

-mask(name, version) 3anucaTb B KoY coAepXXMMOoe WabnoHa Macku.

name, version — nMs 1 Bepcus WabnoHa Macku 3 6asbl
AaHHbIX GrdUtil.exe
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onuus OnucaHue
-user(user_name) 3aperncTpupoBaTh NPOLLMBKY KtOYa Ha YKa3aHHOTO KOHeY-
HOro nonb3oBaTens.
user_name — UMsi KOHEYHOro nonb3oBaTens u3 6ase AaH-
HbIX GrdUtil.exe
-infile(file.nsd) 3anucaTb B K04 coaepxxvmoe daiina Macku.
file.nsd — nma daiina dopmara .nsd, KOTOPbLIN UCMONb3yeTcs
KaK UCTOYHUK OBHOBNEHMS
OMIMY KOMaHIIbI -Write ICTIONB30BYIOTCS B CJICAYIOIINX COUCTAHMSIX:
CoueTaHus onumi OnucaHue
- write -mask(name, version) 3anucaTb B KoY WABMOH Macku C ykasaHHbIM UMeHeM
1 Bepcveld. Mpolmeka ByAeT 3aperncTpupoBaHa
B 6a3e JaHHbIX Ha TeKyLLero KOHeYHOro nosnb3oBaTens
- write -mask(name, version) 3anucaTb B KoY LWABMOH Macku C ykas3aHHbIM UMeHeM
-user(user_name) 1 Bepcueit. MpolwnBka ByaeT 3aperucTprpoBaHa
B 6a3e JaHHbIX Ha YKa3aHHOr0 KOHEYHOro Nosb3oBaTens
- write -infile(file.nsd) 3anucaTb B K04 MacKy M3 ykasaHHoro daiina

YaanenHoe o6HoBNEeHME KJIIOUA

J171s1 OOHOBJICHUS TIAMSITU KJTFOUYa, HAXOSILETOCS Y KOHEYHOTO TI0JTh30-
BaTesIsl, CAYKUT KOMaHIa -remote(query, outfile), rne query - 3anpoc Ha
OOHOBJICHUE, TIOYYeHHBIN OT KOHEYHOTO TOJIb30BaTels, a outfile - iMst
TEKCTOBOTO (haiiia, B KOTOPbIiA OyIeT MOMEIIIEH JaMIT OOHOBJICHUS.

B xauecTBe UCTOUHMKA AJAHHBIX MOXKET MCITOJIb30BAThCS 111a0JIOH MACKU
13 0a3bl JAaHHBIX, Macka U3 ¢aiiia .nsd, a TakKe 1aMIl JaHHBIX. B ciyyae
OOHOBJICHMSI OT IIa0JI0HA 1 (paiiyla MACKM TIPOMCXOIUT TOJTHAs Tiepe3a-
TIHCh COIEPXUMOTO KiTtoua. OGHOBIIEHNE TT0 JaMITy MO3BOJISIET TIepe3a-
MCcaTh YKa3aHHBIE YIACTKM TTaMSITH, He 3allMILEHHbIC arrapaTHBIM 3a-
MPETOM Ha 3aIKCh, HE 3aTparuBasi OCTaJIbHYIO MaMsITh KJIlova.

[MonyyeHHBIN naMIT OOHOBJIEHHMS HEOOXOOUMO TiepenaTh KOHEUHOMY
TOJTB30BATENTIO ISl 3aBEPILCHUST TIpoliecca YIaJeHHOTO OOHOBJICHUSI.
[MonpoGHoe onurcaHue MPoLEeRYpPhl yIAIEHHOTO OOHOBJIEHHS CM. B Pa3-
nesie YaaneHHoe o6HoBNeHue.

Baxnas undopmauus

B TekyLiel Bepcum KoMnnekTa paspaboTunka yaaneHHoe obHoeneHve Guardant Stealth 111
/ Net 111 U3 KOMaHAHOW CTPOKM He NOAAEPXUBAETCS.

OOHOBJIEHUE MO JaMITy BO3MOXHO TOJIBKO TMPH MCMOIB30BaHUM 0a3bl JTAHHBIX
GrdUtil.exe. [Tpuuem B 6a3e M0OJKHA XpaHUTBCS XOTS Obl OIHA MPOILIMBKA 1Sl 00-
HOBJISIEMOTO KJTI0Ya.
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Komanna -remote(query, outfile) iMeeT HeECKOJIBKO OTILIMIA:

Oonuus OnucaHue

-mask(name, Co3aatb AamMn 06HOBNEHMS HA OCHOBE COAEPXKMMOro LwabnoHa Macku.

version) name, version — nMs 1 Bepcusi WabnoHa Mackn u3 6asbl AaHHbIX
GrdUtil.exe

-dump(address, Co3aatb AamMn 06HOBMEHMSI HA OCHOBE YKa3aHHOro AaMna AaHHbIX.

hex_dump) address — aapec B NaMATW K/loya, HauMHas ¢ KOToporo ByaeT 3anmcaH

aMn O6HOBNEHUS;
hex_dump — faHHble, KOTOopble A0MKHbI BbITb 3anuncaHbl B KIOY; nocne-
[l0BaTeNbHOCTb LWECTHAALATePUYHbIX CUMBOJIOB

-infile(file.nsd)

Co3paTb AaMn 06HOBNEHMS HA OCHOBE COAEPXXUMOro dalina Macky.
file.nsd — nmsa daiina dopmata .nsd, KOTOPbIA UCNONB3YETCA KaK UCTOUHMK
06HOBNEHUS

Onuu KoOMaHbl -remote(query, outfile) MOXHO WCIIONb30BaTh B Clie-

OYIOIIMX COUYETaHUIX:
CoueTaHusa onuui OnucaHue
-remote(query, outfile) Co3aaTb AamMn 0H6HOBNEHMSI HA OCHOBE COAEPXMMOTO LwabnoHa
-mask(name, version) Macku C ykasaHHbIM UMeHeM v Bepcueit. Mpoluveka Gyaet 3a-
pernctpuposaHa B 6a3e faHHbIX Ha TEKYLLEro KOHEYHOro
nonb3osarens
-remote(query, outfile) Co3paTb AaMn 06HOBNEHWS! HA OCHOBE yKa3aHHOro Aamna

-dump(address, hex_dump) | AaHHbIX (HECKONbKMX AaMMOB). OnumMs Ucnonb3yeTcs Ans 06-

HOBJIEHNA Y4aCTKOB MaMATU, HE 3allMLLEHHbIX annapaTHbIMU
3anpeTamMu Ha 3anuchb. Mpolumneka 6y,CleT 3aperncTpmpoBsaHa B
6a3ze AaHHbIX Ha TeKyLlero KoHe4yHoro nonb3oBaTtens

-remote(query, outfile) Co3paTb AaM 06HOBMEHUS! HA OCHOBE COAEPXXMMOTO yKa3aH-

-infile(file.nsd)

Horo chaiina Macku.

3aseplieHMe YAQNEGHHOro o6HOBNEHMUA

st 3aBeplieHst OGHOBJICHMS TIAMSITH KJTFOUa, HAXO/SIIIETOCs Y KOHeu -
HOTO TIOJIE30BATEsI, CIIY>KUT KOMaHna -complete (final_query), tre fi-
nal_query — XOI-TIONTBEPKICHUE, TIOJYUYCHHBI OT KOHEYHOTO TTOJIh30-
Barenst. Kon-moarBepxkaeHue coaep:KuUT MHpopMaLuio od6 urore o0-
HOBJICHUSI.

3aBepliicHUE YIaJeHHOT0 OOHOBJIEHUS HEOOXOAMMO TOJBKO B CITydae
pabotel B pexxume 0a3bl gaHHbIX GrdUtil.exe. ITonpoOHoe ommcanue
MPOLEYPHI 3aBEPLICHNUST YIATEHHOrO OOHOBJIEHUSI CM. B pasfeiie Yaa-
neHHoe o6HoBNEHME.

KomaHpa

OnucaHue

-complete(final
_query)

06paboTaTb KOA-MOATBEPXAEHWE, MOMTyYEHHbI OT KOHEYHOTO MOb-
3oBatens. B cnyyae ycnexa onepaummn ¢akT NpoLUMBKY YAaIEHHOMO
K/toYa MOJyYaeT CTaTyC 3aBepLIEHHOro (CM. pa3zaen MpoLmBku)
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JlokannHoe o6HOBNEHME

J1i1s1 OGHOBJIEHUST TTAMSITU KJII0Ya, TIOACOEIMHEHHOIO K IMOPTY KOMIIbIO-
Tepa pa3paboTynKa, CIy>KUT KomaHaa -local.

B kauecTBe MCTOYHMKA JAHHBIX MOXKET MCIOJIb30BAThCS IAOIOH MAaCKK
13 06a3bl JaHHBIX, MacKa U3 ¢aiiia .nsd, a Takke 1amI JaHHBIX. B cirydae
OGHOBJICHUSI OT 11a0JI0Ha U (haitia MacKu TIPOUCXOIMT TOJTHAs Tiepe3a-
TMHCh COAEPXKUMOTO KiTtoua. OGHOBEHNE MO TaMITy [03BOJISIET Mepe3a-
TVCaTh yKa3aHHbIC yIaCTKH MaMsITH, He 3alUIIIEHHbIC arllapaTHbIM 3a-
MIPETOM Ha 3aIKCh, HE 3aTParuBast OCTAJIbHYIO MaMsITh KITIoYa.

KomaHna -local iMeeT HeCKOJTBKO OTIIINIA:

onuus OnucaHue

-mask(name, 3anucaTb B K04 coaepXXmMmMoe WwabnoHa Macku.

version) name, version — uMs 1 Bepcus WwWabnoHa Macku u3 6asbl AaHHbIX
GrdUtil.exe

-dump(address, 3anucatb B K04 AaMn AaHHbIX

hex_dump) address — aApec B NaMATH K/1loYa, HAuMHas C KOTOPOro

6yaeT 3anucaH gamn
hex_dump — AaHHble, KOTOpbIE AOMKHbBI 6bITb 3aN1CaHbl B KItOY;
nocneoBaTeNbHOCTb LWeCTHAaALATEPUYHBIX CUMBOJIOB

-infile(file.nsd) 3anucaTtb B K04 coaepxxumoe aina Macku.
file.nsd - ums aina dopmarta .nsd, KOTOPbLIA UCMONL3YETCS
KaK UCTOYHUK OBHOBNEHUS

Onuyy KoMaHbl -local CTIONbB3YIOTCS B CACAYIOIINX COUETAHMSIX:

CoueTaHus onuui OnucaHue

-local -mask(name, version) | 3anucaTb B k04 CoAepXMUMOe LabnoHa Macku C yKas3aHHbIM
MMeHeM 1 Bepcuelt. Mpolwmeka 6yAeT 3aperncTpupoBaHa
B 6a3e faHHbIX Ha TeKyLLero KOHEYHOro Nonb3oBaTens

-local -dump(address, 3anucaTb B NaMsTh KoYa yKasaHHbIV Jamn 06HOBNeHUs
hex_dump) (Heckonbko Aamnos). Onums ncnonb3lyeTcs Ans 0bHoBNeHMs
YYacTKOB NaMsATH, He 3alUMLLEHHbIX annapaTHbIMK 3anpeTamMm
Ha 3anucb. MNpolunBka 6yaeT 3aperncTpupoBaHa B 6ase aaH-
HbIX Ha TEKYLLEero KOHeYHOro Nonb3oBaTens

-local -infile(file.nsd) 3anucaTb B K04 COAEPXKMMOE YKa3aHHOro daiina Macku

OOHOBJIEHUE MO JaMITy BO3MOXHO TOJIBKO TMPH MCMOIB30BaHUM 0a3bl JTAHHBIX
GrdUtil.exe. [Tpruem B 6a3e JaHHBIX JODKHA XPAHUTHCS XOTs1 Obl OJJHA MPOLIKBKA
1S OGHOBJISIEMOTO KJTIOYA.
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BcnomorarenbHbie onepauum

B sTOT pazmen BhIHECEHO omMcaHKMe BcrioMoraresibHbIX (FMonyuyeHue
MH(OPMaLMK O KJIIOUE), a TAKKE PEIKO UCIOJIb3yeMbiX (KOHBEpTUpO-
BaHMe MACKM) WM YCTapeBIIMX BO3MOXHOCTEH YTWJIMTHI, KOTOpPBIE
noaaepkuBatorces B GrdUtil.exe Bepcuu 5.X 111 COBMECTUMOCTH € KJTIO-
yamu Guardant Stealth / Net (MporpaMMHoe npeo6pa3oBaHue fAaH-
HbIX Npu nomMowm GrdEncode n GrdDecode).

Monyuenune undpopmaunum o Knoue

YroObl MomyynTh MHGOPMALIMIO O KITIOYE, MOICOEAUHEHHOM K MOPTY
KOMIIBIOTEPA, BBIMOJHUATE KOMaHAy MeHI0 Kmou | UHdpopmaums o
Kroue.

Hupopmauun o kmovax [DEC). Pexum agpecaunn: SAM m

Momens mmmwa: Guardant Stealth ITT
Hurepbefic: USE

Hara eEmIycHa: £7.10.z2005

OBupsi mom: 513175B7/'DEMONVE'

ID: 526082565

Bepcma mmosa: 1.4

Bepcmr nporoxonma: 00

Bepcmr nporpamm: 01

Bepcmr wmemra: 0.0

Pasmep madATH EMEda (Bafir): Z048
Anpec ofmaces TAM: 30

Axpec anropHTHOE: 44
NMogmepseEasae 0C: DOS, Windows, OLD LAN
Baw ceresci pecypc: O
Mermcrnsanninot cerepoft pecypo: 00
Homep mpogyrra: 0O

Bepeoma mpogyrTar 1

Ceprfnnm mouep: 0

Hacra: 0

CyHeTyHE ZanycEok O

Hugerc 0

Sanpers Ha wremme: 132

Janpers ma zamicn: 132 =l

B Byiep | < Hazaa | Aanes = | OTHEHS I

Ecnu K moptam noacoeamHeHO HECKOIBKO KITtoueid, To MHMopMalius o
KaXJI0MYy M3 HUX BbIAAaeTCs Ha OTAEJbHOI cTpaHuue auaiora. [lepe-
KJIIOYEHUE MEXy CTpAaHUIIAMU TTPOMCXOIMT IO HAXKaTHIO KHOMOK [[Aa-
nee] u [Hazan].

KHonka [B 6ydep] ciyXuT [U1si KOMUPOBaHUS MHGOPMAIIUK O KITIoue B
Oydep ooMmeHa.

GrdUtil.exe BbIIaeT Ty ke MHGOPMALIUIO O KITIOYE, YTO U YTUJIUTA Juar-
HOCTUKM KJTIOYA: 3HAYECHUS TIOJIEH TOCTYITHBIX TOJIBKO [UISl YTEHMS, TTO-
JIel crieliaIbHBIX OTIePaLIMii U TToJIelt 0011Iero HazHaueHus. Kpome To-
TO, TTOKA3bIBACTCSI TPAHMUIIA ATTITAPATHBIX 3aIIPETOB.

-

HMudbopmalinst o Kirode BBIBOIUTCS B CUCTeMe anpecaliid SAM 1 BbI-
OpaHHOI paHee CHCTeMe CUUCIICHYSI.
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KonBepTuposaHue mackm

Ipu moamepkke HECKOJBKKMX TUIIOB KJIIOYEl MOXET BO3HMKATh HEOO-
XOIMMOCTB ITepeHoca MHGOPMALIMK 13 MAaCKH JUTsI KJTFOUYe OTHOTO TUIa
B MAacKy JIPYroro TUIa (HarpuMep, ISl COXpAaHEHMUsT CIOXUBIIICHCS af-
pecaiui Tosnei).

GrdUtil.exe nmpegocTaBisieT CleAylolve BapuaHTbl KOHBEPTUPOBAHUSI
MAacoK:

Guardant Stealth Il / Net Il

)
s K3
% &
> &
1) &
K F
o, &
% o
% F
~ @
Z
D

Baxnas undpopmauus

Henb3si KOHBEPTMPOBaTL Macku kitodeii Guardant Stealth 111 / Net 111
YTOoOB!I BBIITOJHUTH MEPEHOC JAHHBIX B MACKY JJISl APYrOro THUIa KITIO-
Yyeil, BBITIOJTHUTE KOMaHIy ®ain | KoHBepTMpoBaTh Macky.
B mosiBuBIIIEMCSI TMaiore BHIOEPUTE MACKY-NPUEMHUK U3 CITMCKA J10C-
TYMHBIX BAPUAHTOB CJI€BA U YCTAHOBUTE HEOOXOAMMBIE OIMLIMM KOHBEP-

TUPOBAHUA:

[ Actasmte anroprmu GSII64 Cosaate PIAT

BoccTaHosHTE PIAT M3 aauna Algorithms

HACTOATENEHD DEKONEHAYETCA ADBABHTY ANrOpHTH GSTIEY, MCTonE30BaHHE
KOTOPOrD NO3BONAET CYWLECTEEHHD NOBEICHTE YPOBEHS JaluTLl Balera M0
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Habop omuit KOHBEpTUPOBAaHUS 3aBUCUT OT TUTIA MACKU-nepedam1uxa

U MACKU-npuemMHuKa::

Oonuus Macka- Macka- ®dnar yctaHOBJ1EH ®dnar He ycTaHOBJ1EH
nepe- npuem-
AATYUK | HUK
Cozpatb Fidus Stealth / | B macke-npueMHuke 6ynet | lMone, 3ape3epsnpoBaHHOE
PIAT™ Net, co3naHa Tabnuua pasme- noa Tabnuily anropuTMoB,
Stealth LLEHNS anropuTMOB U 6yneT 3anonHeHo HynsMu,
1/ CTaHAapTHbIE annapaTHble | anropuTMbl He ByayT Co3-
Net 11 anropuTMbl faHbl
BoccraHo- Fidus Stealth / | B macke-npuemHuke 6yayt | lMone, 3ape3epsnpoBaHHOE
BUTb PIAT Net, BOCCTaHOB/IEHbI Tabnuua nog Tabnuuy anroputMos,
13 gamna Stealth pasMmelleHns anropuTtMoB 6yneT 3anonHeHo HynsaMmu,
Algorithm”™ 1"/ W annapaTHble anropuTMbl anroputMbl He 6yayT BOC-
Net 11 CTaHoBneHbl. VX AaHHble
6yayT nepeHeceHbl B MacKy-
NPUEMHVK «KaK eCTb», T. €.
B BMAe Aamna
[ob6asnTb Stealth / | Stealth B Macke-npuemMHuke CopepxuMoe MacKu-
anroput™ Net 1/ K anropuT™am Guardant nepesatuvka byaet nepe-
GSl164 Net 11 Stealth 6yaet nobaeneH HECEHO B MacKy-MpUEMHNK
aNnropuTM yKasaHHOro 6e3 13MeHeHui
TMna
Coxpanutb | Stealth / | Fidus B Macke-npueMHuke 6yaet | [daHHble anroputMoB
PIAT B Net, €O3AaH Aamn, coaepxa- He 6yayT nepeHeceHbl
naMne Stealth WMIA AaHHbIE Tabnuupbl B Macky Guardant Fidus
11 / Net pasMmelleHns anropuTtMoB

M cCaMux annapaTHbIX an-
ropuMTMOB. DTOT Aamn
MOXHO UCMONb30BaThb ANS
BOCCT@HOBJIEHWSI AAHHbIX
annapaTHbIX anropuTMoB
npu obpaTHOM KOHBEPTU-
poBaHun

" PIAT — Protected Item Allocation Table, TaGauIa pa3MeILEHNs! 3aIMIIEHHBIX
SYEeK U aNTAapaTHBIX AITOPUTMOB

" Omnuws JOCTYIHA TPy 0GPaTHOM KOHBEPTUPOBaHMM AaHHBIX Guardant Stealth /
Net wm Guardant Stealth IT / Net I, coxpaHeHHbIX paHee B Macke Guardant Fidus
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MporpammHoe B3aMmoob6parHoe npeobpasosanue
ACGHHDbIX

TexHuYecKre XapaKTePUCTUKU 3JICKTPOHHBIX KIIIOYE He IMO3BOJITIOT
BBITIOJTHSITH KOAMPOBaHUE / AEKOAUPOBAHUE JAHHBIX OOJIBILIOr0 00beMa
(~ ot Mmerabaiita u OoJiee) 3a TpuemsieMoe BpeMs. I BBITIOJIHEHUS
STOM 3ama4M TIPUXOOUTCS UCIOb30BaTh MIPOrPaAMMHOE B3aMMOOOpaT-
HO€ Mpeo0pa3oBaHKe MH(POPMALIUK.

B xmouax Guardant Stealth / Net, Guardant Stealth IT / Net II mono6-
HO€ TIpeo0pa30BaHKe BHIIOIHSIET IIPOTPAMMHEI aJITOPUTM, Pealn3ye-
Mmblii onepauysiMu GrdEncode n GrdDecode, a mapo:b aj1st mpeoopaso-
BaHUsT 00pabaThIBAETCS aIlllapaTHBIM OIHOHAIMPABIEHHBIM aJITOPUTMOM
tuna Fast (peanusyercs onepauyeii GrdCodelnit).

GrdUtil.exe npeaocTaBisieT cepBUC MOATOTOBKU AAHHBIX JJISI MX TIPO-
rpaMMHOro npeobpazoBaHust. C MOMOILBIO YTUIUTEI MOXHO 33a1aTh Ma-
POJIb B3aMMOOOPAaTHOTO MPe0Opa30BaHMs U 3aKOAUPOBATh / JEKOIUPO-
BaTh UHGopMaluio. [ToaroToaeHHbIE TaHHBIE B TABHENIIIEM UCTIONb-
3YIOTCS IPY 3aLUTE TTPHIOKEHMS.
Baxunas undopmanuus
AnropuTM Ktouelt Guardant Stealth / Net siBnsieTcsi MOparibHO ycTapeBLUMM. B coBpemeH-
HOW c1CTeMe 3aLUMTbl MPUMOXEHNS HE PEKOMEHAYETCS UCToMNb30BaTh 3TOT anroputM. Cep-
BWC NpOrpamMMHOro B3aMMOObpaTHOro MpeobpasoBaHMs AaHHbLIX NoAdepxviBaeTca GrdU-
til.exe 4nsi COBMECTMMOCTM C NMEPBbLIM MOKOSIEHWEM KITtouel Guardant.

Moparoroeka aanHbIX Ans npeo6pasoeanus B GrdUtil.exe

BoinenuTte B crivcke 1ojieil peaakTopa Macky ajiropuT™ Tura Fast v BbI-
nojaHuTe komaHay Knrou | NMpeo6pasoBanue.

Tpancgopmauua anropurmom #1 B
BioaHbie 4aHHkE: ITeKc‘roBaq CTpoka 'l | BrnonHuTe

|1234557590
EOED D4 Ca CC 3E EOED 75 B0 1856 09 7F 67 92E7 9943 S
DB 90 34 05 24 8D EC 6F E0 62D 74 99 P

BbixonHeie gaHHeE: I TercTosbE daiin VI Bocer. napone

IC: \Pragram Files\Guardant\Guardant 54Bin‘output.rep

Fomarna I KooWpoeaTe LI Cnpaska

Meron |dge |

Az NporpaMFMpoOEaHHA IAnsi CAC++ d OrmeHa
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B nosiBuBluemcs: quanore TpaHcdopMaumusa anropurmMom NeN™ orpe-
JIeJTUTE CIISAYIOIIIE MapaMeTphI:

e  BxomHble TaHHBIE U WX BUI

e [laposb npeoOpa3zoBaHUs

e  BrIXomHbIe JaHHBIE U VX BUIL

e HamnpasneHre 1 MeTOI KOTMPOBAHMSI

o S3pIK IporpaMMupOBaHUA (CC.T[I/I BbIXOAHBIC JAHHLIC ITPEACTaBICHBI
B BUJIC UICXOOHOTO TCKCTa)

BxopHble AaHHbIE

Maponb

JlaHHBIe, KOTOPbIe HEOOXOIUMO TPeoOPa30BaTh, MOTYT OBITh IPEICTAB-
JIEHBI B BUJIE CTPOKU CUMBOJIOB WU (haiiia mobdoro (popmara.

5151 BBIOOpA BUA DTAaHHBIX HA BXOJE CIY>KUT PACKPBIBAIOLIMIACS CITMCOK
B BEPXHEH YacTu auasora.

[To HaxaTHIO KHOIIKH [...], pacrosIOXXEHHOI HAPOTUB CIUCKA, OTKPbI-
BaeTcs, oo nuaior BBegurte CTpoKy Ans BBOAA CTPOKM CMMBOJIOB,
JIMOO CTAHAAPTHBIA CUCTEMHBIA TUAJIOT Ul YKa3aHWs UMeHM (aiina
JAHHBIX U ITyTH K HEMY:

3amaHHas cTpoka Wik uMms ¢daiiia ¢ TaHHBIMU U MyTh K HEMY OTOOpa-
JKAoTCs B 110J1€ BBOIa BxoAHbIe AaHHble.

IMapons mst mpeoOpa3oBaHus ¢ (PUKCUPOBAHHON MIMHOM 32 Oaiita re-
HEpUpYETCS aBTOMATUIECKH TIPY OTKPHITUN Auajiora TpaHcdopmaums
anroputMoM N2N 11 0TOOpakaeTcsl B COOTBETCTBYIOILIEM ITOJIE BBOJIA.

IMpy HEOOGXOMMMOCTY TAPOJIb 10 YMOTYAHWIO MOXHO M3MeHUTbh. [1o
HaXaTHIo Ha KHOTKY [laponb] Ha 3KpaHe MOSIBIISETCS [IeCTHALATe-
PUYHBII peIakTop, B OKHE KOTOPOTO MOXHO CKOPPEKTHPOBAThH 3HAYE-
HUE WIX BBECTH HOBBII TTAPOJTb.

BbixogHble AGHHbIE

[MpeobpazoBaHHbBIE TAHHBIE MOTYT UMETH CJIE YOI BUT;:

[laHHble Ha BbIXoAe OnucaHue

McxoaHblii Tekct TeKCTOBbI ¢a17|r|, CO,Clep)KaLLI,VIIZ 3aKoAMpoBaHHbIE AaHHbIE B BUAE MacC-

CMBA YMCEN M CO3AaHHbIN MO NpaBuiaM CUHTaKCKUCa OAHOrO U3 OCHOB-
HbIX A3bIKOB NporpamMmmpoBaHusi: Assembler, C/C++, Pascal/Delphi

[1BOWYHbIA daiin 3akoanpoBaHHas nocnefoBaTeNbHOCTb 6alToB

Jnst BEIOOpA MpeaCTaBICHNsI JaHHBIX HAa BBIXOAE CIIyXKUT PACKPBIBAIO-
LIMIACS CITUCOK B CPEIHEN YaCTH TUaJIora.

" T'ne N — NOpSIIKOBBIil HOMep ATOPUTMA
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ITo HaxaTHIO KHOIIKH [...], pacnoiIoXKeHHOM HapOTUB CITUCKA, OTKPbI-
BaeTCsl CTAHIAPTHbBINM CUCTEMHBII TUAJIOT IS yKa3aHUsl UMeHU (paitia ¢
MpeoOpa3oBaHHBIMU JaHHBIMU (110 yMoyaHuio - OutPut.rep) u myTH K
HEMy.

WMwms daiina ¢ jaHHBIMU U TTyTh K HEMY OTOOpaXaroTcs B MoJie BBOIA
BbixoAHble AaHHbIE.

Kxonka [BeinonHuTs)

ITo HaxaTHiO Ha KHOMNKY [BbINOMIHNUTbL] HAYMHAETCSI MPOLIECC KOAUPO-
BaHUS (IeKOAMPOBaHUS) TaHHBIX. KHOMKA CTaHOBUTCS JOCTYITHOM IMO-
cJie 3aroJTHEHUS ceKlnii BxogHble gaHHble 11 BbixogHble AaHHbIe.

f13bIK NPOrPaMMMPOBAHMUS

pa3BepTI)IBaIOH_U/II71C$I CIIACOK fA3bIK MPOrpaMMMpOBaHUSI PACIIOJIOXKEH
B HVDKHEU YacTy uajiora U CTAaHOBUTCS 1OC YIIHBIM B TOM CJjiy4dac, €CJIIu
BI)I6p8.HO MPEACTABJICHUE 3aKOIVUPOBAHHLIX TAHHBIX B BUAEC UCXOJHOI'O
TEKCTA.

B cricke npeacTaBieHb! CIIEAYIONIIE SI3bIKI ITPOrPAMMKUPOBAHUST:
Assembler, C/C++, Pascal/Delphi.

KopupoeaHue u aexogupoBaHue

PazBopauunBaromuiics crimcok KoMaHga CIyXuT Ui BeIOOpa orepa-
1M1, KOTOPast OyIeT CoBepIlieHa Hall BXOMHBIMU TAHHBIMU:

o Komuposanue (BoimonHsiercst onepaiust GrdEncode)
o JlekomupoaHue (BbinosHsieTcs onepaimsi GrdDecode)

Bbi6op meToaa Npeo6pa3oBaHus

Jlns BbIOOpa MeToma TpeoOpa3oBaHUsST CIIY>KUT pa3BOpaYMBaIOIIMIACS
crucok MeTop B HIDKHEl YacTyl [uasora.

Bo3MozkHbIe METOBI TTpe0Opa30BaHusT UHGOPMAITUN:

Metoga O6nactb OnucaHue
NpUMeHeHus
ba30oBbliit MNpeobpazoBaHune MpeobpasoBaHue BbiNoHaeTcs 6nokamu no 32 6aita
HECTPOKOBbIX AaHHbIX
CUMBO/IbHbII MNpeobpazoBaHune MpeobpasoBaHue BbINOAHAETCS 6110kamMm no 32 6aiTa.
CTPOKOBbIX A@HHbIX CTpoku NpeobpasytoTcs T. 0., YTOBbI B HUX He 6bl10
HeoTobpaXKaeMbIx CUMBOJIOB
Daitnosbin MNpeobpazoBaHune Mpeobpa3oBaHune BLINONHAETCS 610KaMu NMPOU3BOJib-
ainos HOW ANMHBI (KenaTenbHO He MeHee 32 6aiiToB). Mpu
KOAMPOBAHUM 1 AEKOAMPOBAHUM HEOBXOANMO COXpa-
HSITb OAMH U TOT e NOpsiAOK CriefioBaHust 6510k0B

sk

IMocsie MOArOTOBUTEIBHBIX AEMCTBUI MOXHO TPUCTYIATh K BBITIOIHE-
HUIO TIPE0Opa30BaHMS
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BoinonHeHue npeo6pazoBaHus

[IpeoGpa3zoBaHue HAUMHAETCS MTOCIIE HAXATUS Ha KHOTIKY
[BbINOMHUTD], PACIIOJIOXKEHHYIO B BEPXHEHW YaCTU TAAJIOTA.

3anucb ACGHHbIX MAOCKM B NAMSATDb KJTIOo4HaQ
CHavana YTUInTa BbIAACT 3aIIpocC O 3aITMCU JaHHBIX MaCKM B KJTIOY.

IMpenBapurenbHas 3anKMch MAaCKU B KITI0Y HEOOXOIMMA B CITy4ae, eCliv B
MpeoOpa3oBaHUK MAapOoJIst yJacTBYeT HOBBIN anroputM Fast, 1160 anro-
putm Fast, y KOTOpOro ObLT U3MEHEH OTIPEIeTUTE]Tb.

Baxnas undopmauus

Mocne BbINOHEHMS OMepaLyMn 3anucy 3HadeHWe Mosiel TUNa CYETYMK B Macke aBTOMa-
TUYECKW YBENMUMBAETCS Ha eauHULY. sl BOCCTAHOBNEHWS NPeabIAyLLMX 3HaYEeHU Heob-
XOAMMO BbIMOHWTL OMEPaLIMIO UTEHUS KIkoYa.

COXPGHEHHE oTyeTa

[anee Ha 3KpaHe MOSIBUTCS IUAJIOT COXPaHEHHS OTYeTa O Mpeoopas3oBa-
HUU, B KOTOPOM HYKHO yKa3aTh UMsl (IT0 YMOJIYAHUIO report.rep) v ImyTh
K (haiiry oTyera.

OTtyer o npeoOpa3oBaHUU MPECTaBIseT cOO0I TEKCTOBBII (aiin, co3-
TMAHHBIN TI0 TIPaBWJIaM CUHTAKCHCA YKA3aHHOTO paHee sI3bIKa IMPOorpaM-
MUpOBaHUs. B oTuete comepkuTcs cTaTrcTidecKast THGOpMaIvs o Ta-
pameTpax npeodpa3oBaHUs U 3aJaHHBII apOJTb B BUIIE MACCUBA.

Mpouecc npeo6pazoraHus
[Toce COXpaHEHUA OTYETA HAa OKPAHE IMMOABUTCA OKHO MHAMKATOPA BbI-
TIOJIHEHMAI.
Hpouecc HpeO6paBOBaHI/IH COCTOUT 13 CJICAYIOLIMX STAIlOB:

1) Onepanust GrdCodelnit BbI3bIBa€T BHIOPAHHBIN anmapaTHbIi aaro-
put™ Fast, KOTOpBIil BUOU3MEHSIET 33 TaHHBII TTAPOJTb.

2) Onepanusi GrdEncode (v GrdDecode, eciv BbINOMHSIETCS JEKO-
JMPOBAHKE) TIPOM3BOIUT MPeoOpa3oBaHKe JaHHBIX BHIOPAHHBIM METO-
JIOM C MCIOJIb30BaHKEM BUIOM3MEHEHHOTO TTApOoJIst

3) IIpeoOpa3oBaHHBIE MaHHBIE TIOMEIIAIOTCS B 3aMaHHBIN BBIXOTHOM
(aiin B BUIE MaccuBa WM TIOCIIEOBATETbHOCTY OAliTOB

dexoaupoBaHue
Iporiecc neKOMMPOBaHNST BHITOMHSIETCS aHAJIOTUYHO TPOIIECCY KOIM-
POBaHUSI (CM. BBIILIE).

Baxnas undopmauus

[ins KOPPEKTHOrO AEKOAMPOBAHUS AaHHbIX HEOGXOAMMO MOJb30BaTLCS TEM e anropuT-
MOM, MaposieM U METOAOM Npeobpa3oBaHKsl, KOTOPbIE UCMOMb30BANUCH ANst KOAMPOBAHMSI.
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naea 5. Guardant API

Fnasa 5
Guardant API

HuTtepdeiic mpukiagHoro rmporpaMmupoBanust Guardant rpeacraBiseT
c000i1 Habop (yHKIMI 1151 PabOTHI ¢ KITFOUOM, COOpaHHBIX B OMOJINO-
TeyHbIX (aitnax. Takke B coctaB [1O Guardant BXoIAT UCXOIHBIC TEK-
CTHl IpUMepOoB ucnosb3oBaHus Guardant API 11st OCHOBHBIX SI3BIKOB
TIPOTPaMMUPOBAHNST M CPell pa3pabOTKIL.

3amuTa ¢ ucronb3oBaHueM yHKimii API 3akmoyaercss Bo BcTpauBa-
HUU B UICXOIHBIN KOI TIPUJIOXKEHUST BEI30BOB K KITIOUY COTJIACHO TIPEI-
BapUTEJIBHO pa3paboTaHHOM cxeMe (PeKOMEHIALNH TT0 3¢ OEKTUBHOMY
npumeHeHuto Guardant API conepxarcs B [Tpunoxkenuu A).

OCHOBHBIE TOCTOMHCTBA 3alIUTHI Mpu TTomoi APl — BeicoKuit ypo-
BEHb CTOMKOCTH 3alMIIEHHOTO TIPWIOXEHUST K B3JIOMY TIPU MPaBUIb-
HOM ucnojib3oBaHuu (pyHkuuii API; Bo3aMoxHocTb co3nanust 3¢ dex-
TUBHOM Y HETPMBUAJILHOM 3a1LIMThbI JIIOOOH KaTEropuu CJI0KHOCTH; LK~
POKME BO3MOXHOCTU ISl MCIIOJIb30BAHUSI amIapaTHbIX aIrOPUTMOB
KJII04a — OCHOBHOT'O MHCTPYMEHTA, C IIOMOLLBIO KOTOPOTO YCIIOXHSETCS
JIOTMKa paboThI 3aAIMIIEHHOTO MPUJIOXKEHUS.

JInst mocTvkeHUsT OOJIbLIEN 3alUIEHHOCTH MPUIOKEHUSI PEKOMEHTY-
eTcsl KOMOMHMPOBaTh aBTO3AIIUTY U 3allMTy Npu nomoiuy Guardant
APL

Oco6enHoctu Guardant APl Bepeun 5.x

Ilcesdoko0 - 3TO TEXHOJIOTHS 3aLUThI UCTIOJIHSIEMbIX (pailioB OT U3yye-
HMS JIOTUKU UX paboThl. CyTh €€ COCTOMT B TOM, YTO OIpeAcIeHHBIC
(parMeHThI MCIIOMHIEMBIX (DaiiJIOB IU3acCeMOIUPYIOTCS, aHATU3UPY-
I0TCSI M TIPeo0pasyloTcsl B 3alMILEHHBIA KOI BUPTYATbHON MAIIMHEI,
KOTOPAst FEHEPUPYETCS TYT XKE.

AHan3upoBaTh JIOTUKY pabOThl 3allMILEHHOTO TOAOOHBIM 00pa3zoM
KOJIa Ha TIOPSIIOK CIIOXKHEe, YeM MHCTPYKIUU Intel-coBMeCTUMBIX TIpo-
LIECCOPOB, MOCKOJbKY ISl TICEBIOKOA HE CYLLECTBYeT HUKAKOTO CTaH-
JAapTHOTO WHCTPpYMEHTapusl (OTJIAamYMKOB, au3acceMOsiepoB). BamoM-
LIMKY MPUIETCS BCE NeaTh BPyYHYIO UM CO31aBaTh CBOU COOCTBEHHBIE
UHCTPYMEHTBI.
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B xaxmoii xonmuu BUPTYaTbHOM MAIIMHBI PEaTU3yeTcsl YHUKATbHBIM
o0pazoM:

e  HabGop BHYTpEHHHMX KOMaH]I IICEBIOKOIA

e  MHOXeCTBEHHBI B3aUMHBII KOHTPOJIb LIEJJOCTHOCTU
(0151 3aTpyIHEHUS MOIU(UKALIMY U YCTAHOBKY TOYEK OCTAHOBA)

O06dyckanys Koia BUPTyaTbHON MallluHbL
(3aMycopHMBaHIE PeaTbHOTO KOa BTOPUYHBIM)

Indpoanne kona camMoil BUPTYaTbHOM MAIITITHBI

LInpposanue camoro nceBIOKoaa

TTapameTpbl MHOTHX KOMaH]I PACCYUTHIBAIOTCS TOJILKO BO BPEMsI
BBITIOJTHEHUS (3aILIMTa OT CTATUYECKOTO 113acCEMOTMPOBAHMST)

e OTCyTCTBYE MOCTOSTHHBIX CUTHATYD B 3alMILIEHHOM KOoJie (3aTpyI-
HEHUe TIOVCKa MICeBIOKO/A B 3aIlIUIIEHHOM MPUIOXEHUH)

Handle-opuentuporanHocrs

i paGoThl ¢ KJIIOYOM CO3IAETCSI KOHTEKCT, KOTOPBIA COXPaHSIETCS
B CHELMAJbHOM 3allMIICHHOM KOHTeiiHepe. OCTyml K KOHTeHHepy
OCYILIECTBIISICTCST Uepe3 X3HMI. XOHMI SBISIETCS WACHTU(MDHKATOPOM
KOHTEKCTa, C KOTOPBIM U ortepupytoT pyHkumu Guardant API.

DTO MO3BOJISIET YIIPOCTUTL 00MeH ¢ API 3a cuer MUHMMU3aLMKU YKcIa
BBI30BOB U IMapaMeTpoB (DYHKIMIA, a TAKXKE COKPATUTh BpeMs pabOTHI

bynxumit.

"OMep)l(Kﬂ MHOrIonoTo4YyHOCTMN

B 3aimuiiieHHOM KOHTEMHEPE COXPAHSIOTCS ITapaMeTPhI ITOUCKA U IIPO-

4yye BHYTPEHHUE TIEPEMEHHBIE. DTO CYLIECTBEHHO PACIIMPSET BO3MOX-

HOCTH pa3pabOTYMKOB IMPWIOKEHUM, MOCKOJIbKY HAJIM4Me KOHTEKCTa

MO3BOJIIET PabOTaTh C HECKOJIBKMMU KIFOYaMU M3 HECKOJIBKUX IIOTOKOB

OIHOBPEMEHHO.

DTO JaeT BO3MOXHOCTD:

e  CyllleCTBEHHO MOBBICUTD 3aLIUIIIEHHOCTh, TOCKOJIbKY OT/JIaKUBaTh
1 aHAJIM3UPOBATh MHOTOITOTOYHBIE TTPUJIOKEHUS TOPa3I0 CJIOKHEE

e Jleruye unrerpuponatb API B c10XXHbBIE MHOTOITOTOUYHbBIC
TIPYIIOXKEHUS

e PaboraTh C HECKOJILKUMU KJTIoYaMu OOHOBPEMCHHO

3au|,uu4e||nocrb, KOHTPOJIb LLE€JIOCTHOCTHU

U ayTeHTUPUuKaums
ConepxumMoe KoHTeliHepa 3amncpoBaHo. OCyILIECTBISETCS KOHTPOJIb
LIEIOCTHOCTH JaHHBIX, XpaHSILIUXCs B KOHTeiiHepe. Kombl mocTyma Toxe
XPaHATCS B KOHTeHepe B 3alii(ppOBaHHOM BUIE M MX HE HYXKHO YKa-
3bIBaTh MPU KaxIoM BbI3oBe pyHkimii Guardant API. B 3amumiieHHOM

156



naea 5. Guardant API

KOHTEWHepe XPaHSTCSl TOJIbKO T€ KOIbl IOCTYIA, KOTOpBbIE NECTBU-
TETbHO UCTIOB3YIOTCS.

Guardant API KoHTpoIMpyeT LIeIOCTHOCTb CBOETO KO/Ia BO U30eKaHUE
BMelarenbeTB u3BHe. Ko Guardant AP 3aimiiieH oT cTaTu4eckoro u
IMHAMWYECKOTO aHAIK3a ITPY TTOMOIIIY TTCEBIOKOA.

[HpaiiBep Guardant moanucaH Mpy MOMOIIM aCUMMETPUYHOM KPUIITO-
rpaduu. 3aluIieHHoe MPUIoKeHe POBepsIeT MOMIUCH ApaiiBepa (aB-
TOMaTU4YeCKU Tpu Bbi3oBe (pyHkuMii Guardant API 5.x). Banmomiuk He
CMOXET CO3/IaTh IpaiiBep-aMYJISITOP IEKTPOHHOTO K04, YTOOKI y He-
I'0 CXOIWIACH ITOAIINCh, IIOCKOJIBKY 3aKPBITHIN KJII0Y €My HE MU3BECTEH.
Tak e kak u xoa Guardant API, npaiiBep 3aliuiieH OT aHaJIu3a ¢ 1uc-
MOJIb30BAHMEM TEXHOJIOTMU IICEBIOKONA. DTO IOAPa3yMEBaeT, B TOM
4KCJIe, M KOHTPOJIb LIEJIOCTHOCTH KOJIa IpaiBepa.

Yuundukaums

Jns yHupukanmyM M yHOpolUeHMsS HamucaHusl Koma Bce (YyHKIUU
Guardant API caenansl yHUBepCcalbHBIMU IJ1s1 paOOThI, KaK C JOKaIb-
HBIMHU, TaK U C CETeBbIMU KTtouamu. [1py nHUIMan3anuu 6ubImoTeku
HEOOXOOMMO YyKa3aTb, C KaKMMHU KJIIoYaMM OyaeT paboTaTb MpUIIOXKe-
HUE: JIOKATbHBIMU, CETEBBIMU, WJIA C OOOMMU TUTIAMU.

DTO CYLIECTBEHHO YIPOLIAeT MPOLECC MPOrpaMMUPOBAHUST CUCTEM 3a-
LIUTHI, PACCYUTAHHBIX HA pabOTY U C CETEBBIMU U C JIOKATBHBIMU KJTIO-
YaMu, TTOCKOJIbKY KOJI 3alllUThl MOXXHO Hamucarh equHbIi. Takke Mak-
CAMAJIBHO YIIPOLIAETCS MEPEXO/] Ha CETEBbIe KJIIOUU: MO CYTU Hano Oy-
JIET TIOMEHSITh Bcero oauH dar B pyHkimu GrdSetFindMode().

Cnucok dynukuuii Guardant API

Dynkuun Guardant APl o6uiero HasHauYeHus

DyHKIMK 00IIET0 Ha3HAYEHUST TTO3BOJISTIOT OCYILECTBIISATE CEPBUCHBIE
orepalnu, CBsI3aHHbIe ¢ MHULIMAIN3aleii, HACTPOKON U JeMHUIIA-
ymzauueit Guardant API, a Takke BBITIOJTHATh OCHOBHBIE OIpealy ¢
2JIEKTPOHHBIMU KITIOUAMM:

e UckaTh SHCKTpOHHbeI K04, yI[OB)'IeTBOpSHOH_[I/Iﬁ 3aJaHHBbIM YCJI0-
BUAM ITOUCKA

. I/IHI/ILll/laIII/BI/IpOBaTb aMATh KJIro4ya

e Yurarh JaHHBIE U3 TIAMSITH KITIOYA

e 3anuchiBaTh JaHHBIE B MAMSITh KJII0ua

e YcTaHaBIMBaTh 3aIlpeThl HA 'ITCHI/IC/ 3aIlMCh IMaMATH KITIoYa

e TIpeoGpaszoBbIBaTh MHGOOPMALIKIO ITPH ITOMOIY aIllapaTHIX aJIro-
PUTMOB KJII04Ya
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[Mepeuens dynkumii Guardant API o61iero HazHaYeHMS:

HasBaHue ¢yHkumm |Koa goctyna |Kpatkoe onucaHue
GrdStartup He HyXeH NHnumnanmanposaTb Guardant API
GrdCleanup He HyXeH [JenHnumanusmposatb Guardant API
GrdDIIMain He HyXeH MHnumanuanposath ceTeBble yHKLMK
ANs UCnonb3oBaHus B DLL
GrdGetlLastError HE HYXeH MonyunTb MHGOPMaLMIO O NOCNEeaHel oWwnbke
13 3aLLMLIEHHOrO KOHTelHepa
GrdFormatMessage |He HyXeH MpeobpazoBaTb KOA OWKMOKU B TEKCTOBOE COO6LLEHME
GrdGetInfo He HyXeH MonyunTb MHGOPMALMIO U3 3aLLUMLLEHHOrO KOHTElHepa
GrdlsValidHandle HE Hy>XeH MNpoBepuTb BanMAHOCTb X3HAMA 3aLUMLLEHHOO
KOHTeliHepa
GrdCreateHandle He HyXeH Co3zaaTh X3HNA 3alUMLLIEHHOMO KOHTeNHepa
GrdCloseHandle He HyXeH 3aKpbITb X3HAM 3aALUMLLEHHOTO KOHTENHEpa
GrdSetAccessCodes |Public u Read [MomecTuTb koAbl AOCTYNa B 3aLUMLLEHHbIA KOHTENHEP
obsizaTenbHo,
ocCTanbHble Mo
Heo6xo0AMMOCTH
GrdSetWorkMode He HyXeH YCTaHOBUTb pexuMbl paboTbl Guardant API
GrdSetFindMode He HyXeH YCTaHOBUTb PEXUMbI MOUCKA SNIEKTPOHHBIX KIHOYeN

GrdFind

Private Read

HalTV 3NEKTPOHHbIN KoY, YAOBNETBOPAIOWMIA KpUTE-
pVsiM noucka

GrdLogin Private Read 3aperncTpupoBaTbCs Ha MEKTPOHHOM KIltoue
GrdLogout Private Read CHATb perncTpaumio € 31eKTPOHHOr0 Koya
GrdLock Private Read 3abnoknpoBaTh KoY Ha BpeMsl BbIMOSIHEHUSI onepauuid,
TPebYIoLWMX MOHOMBHOrO peXxuMa paboTbl C KIIOHOM
GrdUnlock Private Read Pa36nok1poBaTh 3NEKTPOHHbIN KO
GrdCheck Private Read MpoBepuTb HanMume 31eKTPOHHOMO KoYa
GrdDecGP Private Read+ |[lekpemMeHTUpoBaTb cyeTUMK GP
PrivateWrite
GrdRead Private Read MpounTaTb AaHHbIE U3 NAMSATU 3NEKTPOHHOIO K/toYa
GrdWrite PrivateWrite 3anucaTtb AaHHbIE B NAMATb 3/IEKTPOHHOIO Kitoya
GrdSeek He HyXeH MepeMecTuTb yKasaTesnb Ha TEeKyLMiA aapec namsTv
31EKTPOHHOIO KJTtoYa
GrdInit Private master |WHMUManM3MpoBaTh NaMsTb 3IEKTPOHHOMO K/o4Ya
GrdProtect Private master |YcTaHOBUTb annapaTHble 3anpeTbl YTeHWUs/3anmcn u 3a-
nucaTb KOIMYECTBO anmnapaTHbIX anropuTMOB U 3alLn-
LLIEHHBIX iYeeK
GrdTransform Private Read MpeobpaszoBaThb AaHHbIE annapaTHo-
WSIN MPOrpaMMHO-peann30BaHHbIM anropuTMOM
GrdCrypt Private Read 3aKkoavpoBaTh/packoanpoBaTh AaHHbIE anmnapaTHO
WM MPOrpaMMHO-peasniM30BaHHbIM anropuTMoM
GrdHash Private Read BblYMCANTb 3HaueHne X3aW-hyHKLUM NPOrpaMMHO

N1 annapaTHO-peasiM30BaHHbIM a/iIfOPUTMOM
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HasBaHue pyHkummn (Koa poctyna |(Kpatkoe onucaHue

GrdCodelnit PrivateRead WHuumanmsmposaTb Naposib H6bICTPOro B3auMoobpaTHOro
npeobpaszoBaHus

GrdEnCode He HyXeH 3aKkoanpoBaTh faHHble 6bICTPbIM B3aMMOObpaTHbLIM
npeobpazoBaHnemM

GrdDeCode He HyXeH PackoanpoBaTb faHHble 6bICTPbIM B3aMMOO6paTHbLIM
npeobpa3oBaHnemM

GrdCRC He HyXeH BbluncnmTb CRC

Dyuxuun Guardant APl gna pa6orbi ¢ 3aWMLLIEHHbBIMY SUEHKaMK

s paGoThI ¢ 3alIUIIEHHBIMU sTYSMKaMK CYIIECTBYIOT CIIEIIUaTbHbBIC
¢ynkimu Guardant API:

Hassanue yHKuUnM

Koa pocryna

KpaTkoe onucaHue

GrdPI_Activate

GrdPI_Deactivate

GrdPI_Read

GrdPI_Update

Private Read

W naponb Ha
[aHHyI0 onepa-
LMo, ECNIN OH
3ajaH B Kove

AKTVMBMPOBATb annapaTHbIi anropuT™ / 3almLEHHYIO
avenky

[leakT1BMpPOBaTb annapaTHbIi anropuTM
W/ 3aLUMLLEHHYIO SYEiiKy

MpounTaTh fAaHHblE U3 3aLUMLLEHHON SYeliku

OB6HOBUTb AaHHbIE B 3aLLMLLEHHON suelike

Dyuxuun Guardant APl gna pa6orsi ¢ Trusted Remote Update

Texnonorust Trusted Remote Update mMoxeT ObITh peanv3oBaHa He
TOJIbKO TPU MOMOIIM YTUIUT, BXoasiuux B KoMruiekT pazpaboTyurka.
Ipu xenaHuu pa3pabOTYMKUA MOTYT BCTpauBaTh MOAAEPXKKY STOU TeX-
HOJIOTMM HEITOCPEACTBEHHO B CBOM IIPWIOXKEHUS, MCITOIb3ysl Habop
TMpeIHA3HAYEHHBIX IS 9TOM LeIn (DYHKLIVIA:

HasBaHue byHKUMKU

Kop pocryna

KpaTkoe onucanme

GrdTRU_SetKey

Private master

MHULMan13npoBaTh NamsiTb N1EKTPOHHOTO
KJtoYa U 3anncaTb CEKpPeTHbIN Koy TRU

GrdTRU_GenerateQuestion

Private Read

CreHepupoBaTb 41C10-BOMNPOC

GrdTRU_DecryptQuestion

Private Read

PaCLIJM(prBaTb 1 NpoBepuUTb NOATNHHOCTb
4yucna-sonpoca

GrdTRU_SetAnswerProperties

HEe HY>XeH

YCTaHOBUTb NapaMeTpbl YMCna-oTBeTa

GrdTRU_EncryptAnswer

Private Read

CreHepupoBaTh U 3aLM(POBaTb YNCI0-OTBET|

GrdTRU_ApplyAnswer

Private Read

3anucaTtb YMCno-0TBET B 31'IeKTp0HHbIl7I KoY
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Dyuxuun Guardant APl ana ynpasneuus apaiieepamm
Jlyi Toro 4ro0bl MHCTAUIMPOBATh, JEMHCTA/UIMPOBATh Y HACTPAUBATH
npaiiBepbl Guardant U3 cOOCTBEHHBIX MPWIOXKEHUH MOXKHO MCIOJIb30-
BaTh (PYHKIIMH YIIpaBIeHMsI ApaiiBepaMi, KOTOPbIE pealri30BaHbl B BUIE
MMHAMMYECKH 3arpy>kaeMoii OUOIMOTEKH.

HasBanue yHkunn KpaTtkoe onucaHue
GrdDrvinstall WHcTannuposaTb Apalisepbl Guardant
GrdDrvUnlInstall [JevHcTannuposaTb gpaiisepbl Guardant
GrdDrvlslnstalled MpoBepuTb Hanuuue ApaliBepoB Guardant B cucteme
GrdDrvGetVersion MonyunTb Bepcuto apaieepoB Guardant,
YCTaHOB/IEHHbIX B CMCTEME
GrdDrvSetPortUseState YCTaHOBUTb PEXUMbI UCMOSIb30BaHWUS NOpTa
GrdDrvGetPortUseState MonyunTb Tekylme YCTaHOBNEHHbIE

PEXUMbI UCMOJTb30BaHUA NopTa

GrdDrvSetPrnPortTimeOut YCTaHOBUTb 3HauyeHue TaimayTa ans LPT nopta

GrdDrvGetPrnPortTimeOut MonyunTb TEKYLLEE YCTAHOBMIEHHOE 3HaYeHue TaliMayTa
ansa LPT nopta

GrdDrvSetPortProperties YCTaHOBUTb NapaMeTpbl paboTbl ¢ LPT nopTom

GrdDrvGetPortProperties Mony4uTb TEKyLIME YCTAHOBMIEHHbIE MapaMeTpbl paboTbl
¢ LPT nopTtom

GrdDrvSetPortPropertiesAuto |YcTaHoBUTb NapamMeTpbl paboTbl ¢ LPT MOPTOM MO YMONYaHMIO

GrdDrvGetSystemInfo MonyynTb CMCTEMHYIO MHOPMAaLMIO O KOHDUIypauum
LPT n USB-nopToB

Mecronaxoxaenue daunos API

Kateropum caiinos KaTtanor c API

3aronoBoYHble dainbl Guardant\Guardant 5\%PublicCode%\Include
BubnvoTekn 1 06beKTHbIE MOAYIN Guardant\Guardant 5\%PublicCode%\Lib
MpuMepbl paboTbl ¢ Guardant API Guardant\Guardant 5\%PublicCode%\Samples\

DyHKLMM coOBMECTMMOCTM ¢ Guardant APl 4.X | Samples\x86\Win32\Compatibility nXk API

®yHkummn paboTbl ¢ Trusted Remote Update | Samples\x86\Win32\Dongle Trusted Remote Up-
date

®DyHkummn Guardant API obwwero Ha3HadeHus | Samples\x86\Win32\General Guardant API

DyHKUMM yNpaBneHus apaiesepamMn Guardant | Guardant 5\Samples\x86\Win32\Driver Installation
API
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Koabi ounb6ox Guardant API

®yukunn Guardant API, npeaHasHayeHHbIE 1T pabOThI C 2JIEKTPOH-
HBIMM KJTI0YaMU, MOTYT BO3BpaILATh CJICAYIOIIIE KOIbI OLTMOOK:

HasBaHue owmnbkun Koa |Kpatkoe onucaHue
GrdE_Ok 0 Onepaums BbINOHEHA YCMELHO
GrdE_DongleNotFound 1 He HaiigeH kniod, oTBevalowWmiA 3alaHHbIM
YCoBMSIM romncka
GrdE_AddressTooBig 3 YKa3aHHbI afApec CMWKOM BENnK
GrdE_GPisO 5 CyeTunk 3anyckoB GP ncyepnaH (3HavyeHune paBHO Hymio)
GrdE_ InvalidCommand 6 HeBepHas komMaHaa obpalleHns K kovy
GrdE_VerifyError 8 Owwbka BepudmKaLmm Npy 3anvcu B NamMsiTb Kioya
GrdE_NetProtocolNotFound |9 CeTeBoii NPOTOKON HE HalaeH
GrdE_NetResourceExhaust |10 CeTeBoli pecypc kmtoda Guardant Net ncuepnaH
GrdE_NetConnectionLost 11 MNoTepsiHO coeanHeHne ¢ cepeepoM Guardant Net
GrdE_NetDongleNotFound 12 CepBep Guardant Net He HaiiaeH
GrdE_NetServerMemory 13 Owwbka pacnpeaeneHuns namsaTu cepeepa Guardant Net
GrdE_DPMI 14 Owwbka DPMI
GrdE_Internal 15 BHYTpeHHss olwmnbka cepBepa Guardant Net
GrdE_NetServerReloaded 16 Cepsep Guardant Net 6bin1 nepesarpyxeH
GrdE_VersionTooOld 17 [laHHas KOMaHAa He NoAAEPXXVBAETCS AaHHOW Bepcvei
Kftoya (KoY CTapolt Bepcum)
GrdE_BadDriver 18 Heobxoaum gpaiisep Windows NT
GrdE_NetProtocol 19 Owwbka ceTeBOro NpoTokona
GrdE_NetPacket 20 MonyyeH ceTeBol NakeT HeaonycTuMoro cdopmarta
GrdE_NeedLogin 21 Heobxoanma pernctpaumsi Ha cepsepe Guardant Net
GrdE_NeedLogout 22 HeobxoanMMo CHATbL perncrpaumio Ha cepeepe Guardant
GrdE_DongleLocked 23 Kntoy Guardant Net 3aHAT APYrvM MPUIIOXKEHNEM
GrdE_DriverBusy 24 [paiiBep He MOXET 3axBaTWUTb NMopT
GrdE_CRCError 30 Owwubka CRC npu 06paLLeHnm K Kody
GrdE_CRCErrorRead 31 Owwbka CRC Npy YTEHUN AaHHbIX U3 KNoYa
GrdE_CRCErrorWrite 32 Owwubka CRC npw 3amnmcu AaHHbIX B K04
GrdE_Overbound 33 BbixoA 3a rpaHuUy namsaTv Kio4va
GrdE_AlgoNotFound 34 AnnapaTHblii aropuUTM C TakuM HOMEPOM
B KJIIOYE HEe HanaeH
GrdE_CRCErrorFunc 35 Owwbka CRC annapaTHOro anroputMa
GrdE_AlIDonglesFound 36 Bce kntoun nepebpaHbl
GrdE_ProtocolNotSup 37 Cnuwkom crapas Bepcust Guardant AP|
GrdE_InvalidCnvType 38 3aAaH HecyLLecTByOLWMIF METOA B3aMMOO6PaTHOMO
npeobpaszoBaHus
GrdE_UnknownError 39 Hewn3sBecTHas owubka npu paboTte ¢ anropuT-
MOM/SIMENKOM, OMNepaLms MOr/a He 3aBepLUMTHLCS
GrdE_AccessDenied 40 HeBepHbiii Naponb AOCTYMNa K 3aLMLLEHHON sueike
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HaszBaHue owmnbkm Koa |Kpatkoe onucaHue
GrdE_StatusUnchangeable |41 CTaTyC 3alUMLLEHHON SYENKN U3MEHWUTb Heb3st
GrdE_NoService 42 [ins anroputMa/sueiiku cepBuc He NpeayCcMOTpeH
GrdE_Inactiveltem 43 ANroputM/syeitka HaxoasTCsl B COCTOsIHWM Inactive,

KOMaH[a He BbINOJIHEHA

GrdE_DongleServerTooOIld |44 MonbITka BLINOHWUTL OMNepaumio, KOTOPYIO He noaaep-
XKMBAET TeKyLlas Bepcuns cepsepa Guardant Net

GrdE_DongleBusy 45 B LlaHHbIl?'I’ MOMEHT K/I0Y HE MOXXET BbINOMHATL HUKAKNX
onepaumit

GrdE_InvalidArg 46 3aaaHo HeAoNyCTUMOE 3HaYeHVe OAHOro U3 apryMeHToB
yHKUMM

GrdE_MemoryAllocation 47 Owwubka pacnpeaeneHns namaTu

GrdE_InvalidHandle 48 HeponyctuMbii xeHan

GrdE_ContainerInUse 49 ITOT 3aMLLEHHBIN KOHTEMHEP YXKE UCMOMb3YEeTCst

GrdE_Reserved50 50 3ape3epBnpoBaHO

GrdE_Reserved51 51 3ape3epB1poBaHO

GrdE_Reserved52 52 3ape3epB1MpoBaHO

GrdE_SystemDataCorrupted |53 HapyLeHa uenocTHOCTb CUCTEMHBIX AaHHbIX

GrdE_NoQuestion 54 Bonpoc ans yaaneHHoro obHoBneHus
He 6bin creHepupoBaH

GrdE_InvalidData 55 HeponyctuMmbiit popMaT AaHHbIX
[Nt yAAneHHOro 0bHOBEHUS

GrdE_QuestionOK 56 Bonpoc ansi yaaneHHoro o6HOBNEHUS y)Xe CreHepupoBaH

GrdE_UpdateNotComplete 57 Mpoueaypa 3an1cu Npy yaaneHHoM 06HOBNEHUN
He 3aBeplueHa

GrdE_InvalidHash 58 HeBepHoe 3HaueHue xela AaHHbIX YAaneHHOro 06HOB-
neHns

GrdE_GenlInternal 59 BHyTpeHHss ownbka

GrdE_Alreadylnitialized 60 [aHHas konus Guardant APl y>xe MHMUManM3nmpoBaHa

GrdE_LastError 61 HeuzsecTHas owmbka

Cneunduka cTpyKTypbl NPOrpamm,
ucnonb3youux Guardant APl

Hcnone3oBanne Guardant API TpeGyeT coOmromeHuUsT ompenesieHHBIX
YCJIOBUIA, KACAIOUIUXCSI CTPYKTYPBI MIPOrpaMM. DTO CBSI3aHO C TeM, YTO
st pabotbl Guardant API TpeGyeTcst BEIOTHEHME 00s13aTeNIbHBIX TTPO-
Lenyp, Kotopble MHULMaIU3UpytoT APl nepen ero vcrnonp3oBaHuEM U
JIEMHULMAIU3UPYIOT Tociie. Bee (yHkumm, padoTarolme HermocpencT-
BEHHO C 2JIEKTPOHHBIM KITIOUOM, TPeOYIOT, YTOOKI ObLiIa BEITTOJTHEHA pe-
TUCTpayst Ha KOHKPETHOM JIOKATHHOM WJIA CETEBOM KITIOYE.
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O011as CTpyKTypa porpaMMbl UMEeT BU:

GrdStartup()

WNHnumanuanposaTb AaHHy0 Konuo Guardant API

GrdCreateHandle( )

Co3aatb XaHA/. X3HANOB MOXET 6bITb CO31aHO HECKOMbBKO, B
TOM 4ucne u Ang 0AHOro MU Toro Xe Knro4a.

GrdSetAccessCodes( )

YCTaHOBUTb KOAbI AOCTYMNA B 3aLUMLLEHHbIN KOHTENHEpP. YcTa-
HaBMBaTb CIEAYET TO/LKO T KOAbl, KOTopble ByayT peanbHo
MCMO/b30BaThCsA. Hencrnonb3yemble Koabl MOXHO 3aMEHUTL
C/lyYalHbIMM YUCIaMU.

GrdSetFindMode( )

YCTaHOBUTb PEXUMbI U KPUTEPUM MOUCKA KHOYA

GrdFind()

BbIMO/IHWATL MOMCK 31IEKTPOHHOIO K/H0Ua MO 3a4aHHbIM KpUTe-
pusim. CneayeT yunTbiBaTh, YTO KPUTEPUAM MOXKET COOTBET-
CTBOBaTb He OfINH K/TI0Y, MO3TOMY C/IElyET BbINOHATL MNOUCK
[0 TEeX Mop, Moka He 6yayT 06HapyXeHbl BCe KIouM, COOT-
BETCTBYIOLUME KPUTEPHSIM.

GrdLogin()

M3 BCcex 06Hapy>eHHbIX Ktoyel cresyeT BbibpaTh 0AuH 1
BbIMO/IHUTL NpoLeaypy perucrtpaumn. bes pernctpaumm oc-
TanbHble MYHKUMKM He CMOryT obpallaTbCst K Kiouy.

OcHOBHOM 610K [B/IOK MHMLIMaNN3aLUmn

OcHoBHast paboTa C 31eKTPOHHBIM KITHOUOM.
B 3TOM 6710k MOXHO BbI3bIBaTb (PYHKLMM PaBOoThl C INEKTPOHHBIM KIHOUOM:

GrdLock, GrdUnlock, GrdCheck, GrdDecGP, GrdRead, GrdWrite, GrdSeek,
GrdlInit, GrdProtect, GrdTransform, GrdCrypt, GrdHash, GrdPI_Activate,
GrdPI_Deactivate, GrdPI_Read, GrdPI_Update

GrdLogout( )

CHSITb PErUCTPaLMIO C TEKYLLErO KIHoYa.

GrdCloseHandle( )

3aKpbITb X3HAN

GrdCleanup()

BJ/IOK AeNHU-
uManusauum

[levH1UManu3nMpoBaTh AaHHY0 Konuuio Guardant API

MUcnonbv3zosanue Guardant APl s DLL
ITpu ucnons3zoBanun Guardant API B imHaMuuecKux OM0ImoTekax
K OJIOKY UHUIIMATM3allU B 00513aTeJIbHOM TTOPSIIKE /10 BBI30BA
GrdStartup( ) nob6assiercst BbI3oB pyHKMK GrdDIIMain().

Moapo6Hoe onucanue pynkuumn Guardant API

Cwm. B ciipaBouHOM (paiine GrdAPI.chm, KoTopblit HaXOOATCS B AMPEK-

TOPUU:

%WinDir%\Program Files\Guardant\Guardant 5xx\%Public Code%\Doc\
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Fnasa 6

AToOMmarnueckas sawmra

Baxunas undpopmanuus

1. AsToMaTuyeckas 3awmTa Guardant, HauMHas C Bepcun 5.X, NOAAEPXKMBAET TOMLKO
kmoumn Guardant Stealth 111 / Net 111 n Guardant Stealth 11 / Net 11.

2. Obpatute ocoboe BHUMaHWE Ha NpUHUMN paboTbl aBTOMaTMHECKOW 3alumTbl Guardant,
0CO6EHHOCTY COBMECTHOIO WCMOMb30BaHUs PasfiMuHbIX OMUMIA 3aLUWThl M OrpaHUyeHus,
CBSI3aHHbIE C YCTAHOBKOWM HEKOTOPbIX OMLWINA.

Bo3MOXXHOCTM ABTOMUOTHUYECKOM 3ALLMUTDI

ABromarnueckas 3amuTa Guardant odnagaer IMPOKUM HAOOPOM BO3-
MoxHocTeit. C ee TOMOIIbIO MOXKHO:

3aimuiuaTh Jroobie ToToBble Win32-nmpuiokeHus, UMEIoLIUe CTaH-
naptHbiii hopmat EXE-daiina Windows PE (kpome .NET c60pok)
3anuIaTh MPUIOKEHWST OT KOMITHIOTEPHBIX BUPYCOB, B TOM YUCIIe
OT BUPYCOB-HEBUINMOK (Stealth-BupycoB)

HUcrons3osars D xmova mist oqHO3HAYHOM MIeHTU(DUKAIINY KOH-
KPETHOTO KJTIoua

3almiaTh HECKOJIBKO MPOrPaMMHBIX TIPOIYKTOB, OJIb3YsICh HOME-
POM TMPOrpamMMBbl Tl UIEHTU(MYKALIMY KOHKPETHOTO MPOIYKTa
«[1puBsSI3BIBaTH» 3alMIIIAEMbIE IPUIOXEHUSI K CEPUITHOMY HOMEPY
U BEPCUU KJTIoYa

Hcronb3yst mojie OUTOBOI MacKu, TIPOM3BOAMTD 3aIIUTYy KOMILIEKCa
TIPUJIOKEHUH C TOCTIEYIOLIMM pa3pellieHeM/3arperieHueM 3a-
ITyCKa OTIpe/IeIEHHBIX MPUJIOKEHUI 13 3aIUIIIEHHOTO KOMITTEKCa
[Mpou3BoaUTH OTIPOC HATMYMS KITIOYA HE TOIBKO BO BpeMsI 3aITycka
3aLIUILEHHOTO MIPUIOXKEHMsI, HO U B TEUEHHUE BCETO ceaHca ero pa-
OOTBI Uepe3 3aaHHbIe BaMU IIPOMEXYTKU BPEMEHU

OrpaHuyuMBaTh KOJIMYECTBO 3AITyCKOB 3aIUILIEHHOTO MPUIOKEHMSI,
C BO3MOXHOCTbIO MOC/IEAYIOIIETO UBMEHEHUS CUETUMKA 3aITyCKOB
WJIV CHSITUST 3TOTO OTPaHMIEHUS (B TOM YHCIIE TUCTAaHITMOHHO)
OrpaHuurBaTh BpeMsi paboThI 3alUIIIEHHOTO MPUJIOXEHUS C BO3-
MOXHOCTBIO KOPPEKITUY BPEMEHU WJTU CHSITHSI 3TOTO OTPAHMYESHUST
(B TOM YHCIIe TUCTAHITMOHHO)

OrpaHUYMBaTh YHUCIIO KON 3aIIUIIIEHHOTO CETEBOTO TIPYIIOXKEe-
HUSI, 3aMyLUEHHBIX B JIOKAIbHOW CETU OHOBPEMEHHO

Co3naBarhb 3alUTy, He 3aBUCSAIIYIO OT THIIA KJTIoYa
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Mpeaynpexaenue

ABTOMaTUYeCKasi 3alumMTa, HeCMOTpSl Ha CBOW BoraTble BO3MOXXHOCTU, HE MOXET rapaHTyi-
poBaTb HaZAEXKHOM 3aLUMLLEHHOCTV NMPOrPaMMHOrO NpoaykTa. HacTosTenbHO pekoMeHayeM
YCUNUTB 3aWmMTy Npu noMolum Guardant API!

MpuHUMN pab6oTbl ABTOMATUUECKOM 3ALUTDI

IMpumensiemblii B cucteme Guardant nmpuHUMIT paOOTbI aBTOMaTUye-
CKOW 3aIIMTHI OTIMYAETCS OT MCIONB3YEMBIX B APYTMX IMOTOOHBIX CHC-
temax. OcHoBa 3ammThl Guardant — BaKITHA, BBITTOJIHCHHAS B BUIC
YHUBEPCATLHOTO BHELITHETO MOYJIst. Bee DyHKIMM 3aIIUTH TOAIEPKI-
BAIOTCSI 3TUM MOMIYJeM. DTO IMO3BOJISIET IMOJIHOCTBIO YHU(MDUILIMPOBAThH
MPOLIECC 3ALIUTHI, OTKA3aThCS OT PA3TMYHBIX HEYIOOHBIX AJIsI KOHEUHO-
IO TI0JTB30BATENIsl M TPOMO3IKMX METOIOB 3alllUThl HecTaHnapTHoro [10.

ABromarnueckas 3amuta Guardant padotaer Tak. B Tes10 3amuiaemMoro
TIPUJIOXKEHUST BIMCHIBACTCSI HEOOIBIION UCIIOTHSIEMbIA MOIY/Ib (BHYT-
peHHsIsT BakUMHa). B MOMeHT 3amycka MpUIOXKEHUsI OH 3arpyXaeT U3
OTZEbHOIO (haiisa BHEIIHIOW BaklMHY. M yXe 3Ta BHEIIHss1 BaKIIMHA
TPOM3BOANT HEOOXOAVMBIE TIPOBEPKU M MPeoOpa3oBaHUsI KoIa 3alllv-
LIEHHOTO MPWJIOKEHUS 1 3aITyCKAaeT ero.
[MonoOHbI MpUHLIKAI pabOThl ABTOMATUYECKOM 3alIUThl UMEET OOJIb-
I0e TIPEMMYIIECTBO, KaK Ul pa3paboTyMKa, TaK W IS KOHEYHOTO
TMOJTb30BATes 3aIMIIEHHOTo MponykTa. [IpeanonoxuM, BeilLia HOBast
BEpCUS OMEPALMOHHOI CHCTEMBI, IJIs KOTOPOIi MOTpedoBaiach nopa-
0oTka 3awmThl. 151 3T0ro norpedyercs nepefatb KIMEHTY BCEro OIUH
HeO0OJIbLIOM (haiin — HOBYIO BepcUIO BHeEIIHE BakUMHbI. M HOpMasib-
Has pa0oTa 3allMILEHHbIX MPUIOXEHUI B HOBoM Bepcun OC Oyner He-
MeUIEHHO HaTaXeHa.
Kpome Toro, MCrosib30BaHUE BHEIIHETO MOMYJSl 3alUUThl YCUJIMBAET
CTOMKOCTb K U3yYEHUIO JIOTUKU €€ pabOThI IPU MOMOILIM OTIaAYMKOB.
®aiin BaukumHbel Guardant nmeet nmst GrdVke32.dIl ¥ BXOIUT B KOM-
IJIEKT aBTOMATUYECKOI 3allIUThI.

Baxnas undopmauus

B MOMeHT 3anycka 3aluMLIeHHOro npuioxeHns BakumHa GrdVke32.dll gomkHa Haxo-
ONTbCS TaM, TAe ee MOXET HaWTh dyHkums LoadLibrary (3T0 MOXeT BbiTb TEKyLMI Ka-
Tanor, cuctemMHble Katasnory Windows, kaTanor, B KOTOPOM HaxoAUTCs Camo 3alLMLLEHHOE
NPUNOXEHME, ONH U3 KaTasiorosB cricka PATH).
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YTHAUTa aBTOMATHYECKOM 3ALMTDI

IMporece 3ammrer mponsBogutcst yrrmroir NwKey32.exe u3 cocrasa
ITO Guardant mwim mactepom AutoProtectWizard.exe.

YTUINTY aBTO3ALIUTHI MOXKHO BBI3bIBATh C BHIOPAHHBIMU OILIMSIMU
BpyuHyI0 unu u3 BAT-(aiina.

YTunura aBTOMaTHYeCcKOH 3alIUThI BHEAPSIET B KO TIPYIIOXXEHYS Habop
KOMaH[, (ITPOrpaMMHBIN MOIYJIb), C MOMOIIBIO KOTOPBIX MPOUCXOIUT
3arpyska BHeIIHEeil BaKUMHBL. Takke YyTUIWTa BBITIOTHSIET HEOOXOMU-
Mble NPeoOpa30BaHusl 3aLUUIIAEMOTo MPUJIOKEHNsI B COOTBETCTBUU C
BBIOpAHHBIM PEKMMOM 3aIlINTHI.

Dannbi, HeoGxoauMbIe ANA 3ALUTHI

J1s1 paboThl 3alMILEHHOTO MPUIOXKEHUS] HEOOXOIUMO Haluuue cie-
nyHux (aitioB B OAHON AUPEKTOPUU:

®daiin OnucaHue

NwKey32.exe YTUnuTa aBTOMaTUYECKON 3aLLUmThI

GrdVkc32.dll BHewHas BakuMHa

NwKey32.msg ®aiin ¢ coobLueHnsaMm 06 owmnbKax

NvCodes.dat CnyxebHbIi daiin ¢ nHhopMaumen o Kogax A0CTynaK Kiody

Baxnas undopmauus
1. Ecm daiin NvCodes.dat oTCyTCTBYeT, NpunoxeHns 6yayT 3alumiaThcs ¢ AeMO-KofaMu.

2. ®aiin NvCodes.dat Heo6XxoauMM TOMbKO ANt YTWIWTHI aBTOMATMUECKOW 3alumTbl W
MpOrpamMMMpOBaHMs KTtoYel. Camy 3alUMLLEHHbIE MPUIIOXKEHUSI HE HYXOAlTCsl B 3TOM
atine. H1 B KoeM cnyyae He nepeaaBaliTe ero CBOMM KMeHTaM!

Daiinbl, Heo6xoauMbIe ANg Pa6oTbl 3ALWMLLEHHOTO

NMPUJICIKEHUNA

Jlnst paboThl 3alMILEHHOTO MPWIOXEHUsT HEOOXOIUMO Haluuue Clie-
IyIUX (aiiaoB B OAHOM TUPEKTOPUM:

®daiin OnucaHue

GrdVvkc32.dll BHewHas BakuMHa

GrdNetAgent.exe BHewwHui Moay”nb, 06ecrneyvBatoLmii CETEBOE B3aMMOAENCTBUE.
TONbKO AN MPUMOXKEHUI, 3aLUMLLEHHBIX CETEBBIMU KSTOYaMK.
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Mopapok 3awmTbl

Hepeﬂ Ha4daJIOM 3allIMThbl IIOACOCAUHUTE K KOMIIbIOTEPY E)J'[€KTp0HHI)II71
KITIOY HY2>KHOTO TUIIA.

®opMaT BbI30Ba YTWIUTH aBTOMATHYECKO 3aIlIUTHI:
NwKey32.exe [onumn] [nyTs]cnmncox_danmnos
I

NwKey32.exe [onumn] @[nyrs]Filename.fil

VKaxure B KOMaHIHOM CTPOKE HEOOXOAUMBIE JUIsl 3alIUThl MapaMeTphbl
U HaXXMHTE Enter. YTUIMTA MPUCTYINT K 3allIUTe, BbIAaBas IO XOIY pa-
0OThI HEOOXOIUMBIE COOOIIICHUS:

e 3HaueHwus MoJiei MaMsTH KJTIo4a, YIacTBYIOIIMX B 3aLUTE. DTO MO-
I'yT OBITh 3HAYEHUSI U3 PEATbHO MOICOEANHEHHOTO KITIoua, JTM00
3HAYEHUSsI, YKa3aHHBIE B OIMLMUSIX

e  CIMCOK yKa3aHHBIX OIMLIMIA 3aLTUTHI (PEKMMBI TTPUBSI3KHY K KITIOUY,
KOIUPOBAHMSI PUIIOKEHUI).

e  CrmcoK coo0IIeH!#, KOTOPhIe MOKET BbIIaBaTh BHETITHSIST BAaKITMHA
TIpY paboTe 3aIIUIIIEHHBIX TIPUITOKESHMIA

e Ims karajora, B KOTOPBIi OYIyT MOMEIIEHbBI 3alIUIIEHHBIC TIPUIO-
JXKeHUS (BBIXOIHOM MYyTh).

L4 COO6HI€HI/IH 00 OH_[I/I6KaX, BO3HUKIIMX B IIPOLECCE 3allIUThI

YTuauTa 3aBepIitT 3aLIUTY TEKYILEro daiia 1 3aKOHYUT paboTy.
[Mportiecc 3aMThI MOXXHO TIPEPBATh B JTIOOOI MOMEHT, HaxkaB Esc.

Kparkoe onucanme onuui 3aumrbi

Oniuuy aBTOMaTUYECKOM 3allUThl CIPYIITMPOBAHBI B TAOIUIBI 110 TH-
nam. B kaxmoit Tabnvile Hapsimy ¢ Ha3BaHWEM OIIMU U €€ KPaTKUM
ONMCaHMEM yKa3aHO, C KaKMMHU KiltodaMmu cemeiictBa Guardant oHa uc-
TOJTB3YETCSI.

OnuuM YCTaHOBKM TMNA 3J1IEKTPOHHOIO Kilo4a

Oonuus OnucaHue Tvn knoua

/GS2[=N : L] [YcTaHoBuTb NpuBsa3ky K kntovy Guardant Stealth 11 [Guardant Stealth 11 /Net 11
/GN2[=N : L] |YcraHoBuTb NpmBA3KyY K ktody Guardant Net 11 Guardant Net Il

/GS3[=N : L] [YcTaHoBWTb NpmBA3Ky K kntody Guardant Stealth 111 |Guardant Stealth 111 /Net 111
/GN3[=N : L]|YcTaHoBuTb npuBsa3ky K kntovy Guardant Net 111 Guardant Net 111
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Onuum NPUBA3SKM K NIEKTPOHHOMY KIIOUY

onuus OnucaHue Tvn knoua
/UI[=[0x]...] |MNpoBepsATb yHMKaNbHOCTb ID 31E€KTPOHHOIO Ktoya (Mcnonb3y- |Bce
€TCs 3aflaHHOe 3HayeHue, NMbo 3HaveHne u3 nons 1D Knya)
/US[=[0x]...] |MpoBepsiTb YHUKaNbHOCTb CEPUIMHOIO HOMEpa 3NEKTPOHHOrO  |Bce
KftoYa (MCronb3yeTcst 3ajaHHOe 3HayeHne, NMbo 3HaveHne u3
nons CEpUItHOro Homepa Kio4a)
/UV[=[0x]...] |MpoBepsiTb Bepcuto (MCronb3yeTcs 3ajaHHoe 3HaveHune, nnbo |Bce
3HayeHne 13 Noss BEPCUN KIoYa)
/UM[=[0x]...] |MpoBepsTb Macky (UCronb3yeTcs 3ajaHHoe 3HayeHue, mbo  |Bce
3HayYeHne 13 Nosisi Macku Koya)
/UN[=[0x]...] |lpoBepsATb HOMep Nporpammbl (MCMONb3YyETCH 3aAaHHoe 3Ha- |Bce
YeHue, b0 3HaueHne 13 Nons HoMepa NPorpamMMmbl Ko4a)
/NOA He ncnonb3oBaTh annapaTtHble anropuTMbl Bce
/DC OrpaHn4nTb KOIMYECTBO 3anyckoB NpUoXeHus (ncrnonb3yeT- |Bce, kpome
cs none GP kntoya; ecnv B HeM 65535 — He OorpaHuYmMBaTh, ec- [ceTeBbIX KioYen
n 0 — He 3anycKaTbes).
/DT OrpaHnynTb BpEMS MCMONb30BaHMS MPUNOXeHUS (MCnonb3yeT-|Bce, kpome
cs none GP kloya; ecnim B HeM 65535 — He OorpaHnNuMBaTh, ec- [CeTeBbIX Killouei
n 0 — He 3anycKaTbes)
/T=xx MpoBepsATb HaNMuMe 3NEKTPOHHOIO K/toYa NEpPUOANYECKH, Bce
yepes 3a/laHHble MHTEPBasibl BDEMEHN
/EXIT_DELAY |OTNOXWTb 3aBepLUEHME NPUIOXKEHNS NPY OTCYTCTBUM KNtova  |Bce
/RC[=xx] Ecnum kntoy He HalaeH, NPOBEPSTb €r0 HaNMUME U BbIBOAUTL  |Bce
coobLeHne 06 OTCYTCTBMM KJ/It0Ya 3aAiaHHOE YMCIOo pas
Onuun KOAUPOBAHMS 3ALMNLLAEMOrO NPUIICIKEHUS
onuums OnucaHue Twvn knoua
/CEN He koavpoBaThb 3arpyXaemyto YacTb NPUNOXEHNS Bce
/I1DEN OTKNOUNTL WNPPOBAHNE MHNLIMANN3MPOBAHHbIX AAHHBIX Bce
ﬂononuu‘renbuue ONMUMH 3ALUMUTDI NPUJIOKEeHMUA
Oonuus OnucaHune Tun knroua
/v MpoBepsATb LEeNOCTHOCTb NPUNOXKEHUS Bce
/NOS He «oumnwatb» npuioXxeHue Bce
/ATR[=N] 3agatb uncno Tabnuu Bonpocos-oTBeToB  |Bce
K anroputmy
/PACK YnakoBaTb cekuumn ucnonHsiemoro cdaina |Bce
/CPA KoHTponvpoBaTb aTpubyThbl CTpaHuL, Bce
/IMPORT_HOOK=%b:L 3awmiaTb MMNopTUpyeMble yHKLMK Bce
/IMPLICIT_LINKING_SUPPORT |loaaepxKa HeSBHOro cBa3biBaHust DLL Bce
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CerteBble onuum
Oonuus OnucaHue Tvn rnoua
/LOGIN_MODE= |BblbpaTb peXuM IMLEH3MPOBaHMS: CeTeBble KIO4M
[H, S] no KonusaM npunoxexus (H) unu no paboumm craHumsm (S)
/CLS MpoBepsATL CETEBON K/IOY Ha JIOKAIbHOM KOMMbOTEPE CeTeBble KO4M
/MN=xx Mcnonb3oBaTb CUCTEMY YNpaBAeHWst TIMLIEH3USMM CeTeBbleKI04n
CepBucHbIC onNUMM
Oonuus OnucaHue Twvn rnrova
/MSG= BpaTb coobLieHns BakumHbl U3 daiina *.MSG (MMs_yTunuTbl.MSG |Bce
[AyTb]*.msg |- no ymonyaHwuio).
/0UT= 3apaThb NyTb, N0 KOTOPOMY 6yAyT CKOMMPOBaHbI 3alUMLLEHHbIE Bce
D:\PATH aiinbl (N0 yMONYaHWIO 3TO KaTanor C UCXOAHbIMK daiinamu)
/Q 3anpeTuTb BbIBOA COOBLLEHWI YTUANTDI 3aLUMTbl Ha 3KpaH. Bce
/SND Pa3pelumnTb 3ByKOBble COOBLLEHMS 06 OLIMOKaX. Bce
[=file.ext] CoobLueHuns 6epyTcs u3 daiina FILE.EXT, nubo u3 daiina no ymon-

YaHmio NWKEY32.SND.

Koanbi ounbéok

YTuauTa aBTOMaTHYECKOM 3al[MThl MOXKET BO3BpAILIATh CIICIYIOLINE
KOJIbI OIIIMOOK:

Kop owmnbkm

OnucaHue

0 lMpouecc ycneLHo 3aBepLueH

1 lNpouecc npepsaH nonb3osaTtenem

2 Owwbka pacnpeaeneHuns namsaT

3 HesepHas onuus

4 dann *.MSG He HanaeH

5 ®daiin umeeT HeobpabaTbiBaeMblit hopmaT

6 Kntoy gomxkeH 6biTb Windows-COBMeCTUMbIM
7 DNEKTPOHHbIN KoY He HaliaeH

8 ®ain yxe 3aWwmiLeH

9 daiin yxe cywecrsyer

10 ®daiin HeBO3MOXHO NepevMeHoBaTbh

11 Owwbka 0bMeHa C 3NEKTPOHHBIM KOYOM
32 Owwubka oTKpbITUS daiina

33 HeBO3MOXHO M3MeHWTb pasmep daiina

34 Owwbka uteHuns u3 daina

35 Owwubka 3anucy B dann

36 MNepenonHexue. BolpaBHMBaHWE CErMeHTa CIMLLKOM BEIKO
37 HeB0o3MOXHO 3awmTUTb ain 6asbl AaHHbLIX
38 HeB0o3MOXHO 3awmTb DLL daiin

39 CMILKOM MHOTO CErMEHTOB B 3alumiuaeMoM daiine (6onee 32)
40 HalpeH pacnpeaeneHHbii cerMeHT
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Koa owunbku OnucaHue
41 HEeBO3MOXHO U3MEHUTL PEXUM LWNhPOBaHUs KoAa
42 HenopaepxuBaeMmblit popmat
43 HekoppeKTHbIN 3NEKTPOHHBIN KoY
44 WcuepnaH pecypc
45 [Ons 3awmTbl ucnonbayite NWKEY.EXE
128 HekoppeKTHbIN daiin napaMeTpoB 3aluThbl
129 CYETUMK MHCTANNALMIA UCTEK
Orpanuuenus

Baxunas undopmanuus

1. ABTOMaTnyeckas 3awmra Guardant, HauUMHasi C Bepcumn 5, MOAAEPXKMBAET TOSIbKO KITOUM
Guardant Stealth 111 / Net 111 n Guardant Stealth 11 / Net I1.

2. ABTO3alLUMTa NOAAEPXKMBAET TOMBKO B3aMMoobpaTHble anroputMbl Tuna GSI164. OaHo-
HarpasneHHble anropuTMbl Stealth 111 1 Stealth 11 ncrnonb3oBaTh ANS 3aLUUTLI HENB3S.

VYrunura aBTo3a1MThl TO3BOJISIET 3a1uinaTh Bce Win32 EXE-
ariinel, kpome .NET-coopok

He monnepxuBaroTcsi cCaMOpacIaKOBbIBAIOIIMECS ApXUBBI
ZIP,RARuT. 1.

He nomnepxxuBarotcs mporpaMmbI-MacTepa YCTaHOBKU MPUJIOXKe-
HUI1, CO3MaHHbIE B CIIEIMAIM3UPOBAHHBIX cpefax pa3paboTku: Wise
Installer, Install Shield u npyrux.

He rapantrpyeTcst KoppeKTHas 3allidTa WM ocaeayomas pabora
TIPUJIOXKEHUSI, KOTOPOE MePE]] 3aIUTOH OBbIIIO yTaKOBaHO CTIELU-
anbHBIM ymakoBmkoM EXE-daiinos: UPX, ASPACK u np.

He rapantupyercs koppektHas 3aiurta EXE- daiinos, kon

KOTOPBIX OBLT MpeaBapUTeIbHO 3allMILEH OT MOAM(UKAIIII
WY aHaJIM3a

°I'II.|HH GBTOMUATUHECKOM 3ALMUTDI

OI'II.IHH YCTOHOBKM TUMNA 3JIEKTPOHHOIO Kioua

Omniuy 3TOoi rPyIIbI TO3BOJISTIOT 3a1aTh KOHKPETHBIA THIT 3JIEKTPOHHO-
ro Kiroya u3 cemeiicta Guardant, K KOTOpOMY OYIET «IIpUBSI3aHO» 3a-
IIUIIEHHOE MIPUJIOXKEHHE.
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YceraHoBUTL NPUBA3KY K TUNY KAlOYa:
/GS2[=N:L], /GN2[=N:L], /GS3[=N:L], /GN3[=N:L]
Onucanue:
VkazaHue Thna KJItouei, K KOTOPbIM OyIeT MPUBS3aHO MPUIOKEHUE.

N — HOMeD armapaTHOro ajirOpUTMa Kiio4a, MCIIOIb3yeMOro JJIsl 3allly-
Thl, L — juiMHa Bompoca anroputMmy. 3aganuve N U L sIBisieTcs HeoOs13a-
TEJIGHBIM, €CJIA B KJTFOUM TIPOIMCaHa CTaHIapTHAas Macka COOTBETCT-
BYIOLICTO THUIIA Yepe3 peJakTop TaMSTH KIIoueil, IOCKOJBbKY ITO-
YMOJTYAHUIO YTWJIATA ABTO3AIIUTEI IIPUBSI3BIBAET IIPOrpaMMy K Han0o-
Jiee TIOAXOMASIIEMY aIrOPUTMY M3 CTAaHIAPTHOM MacKu. 3HaYeHME JUTH-
Hbl Borpoca anroputMa GSI164 10o/KHO OBITh KPaTHO 8 M OBITH HE 60-
nee 256.

Eciu B K104 3amucaHa He Macka 10 YMOJIYaHUIO, TO HEOOXOIMMO yKa-
3bIBaTh MPUBS3KY K OIpenesicHHOMY HOoMepy aaroputMma. Hymeparmst
AJITOPUTMOB HAYMHAETCS C HYJIsI, IIPY 9TOM CJIeyeT 3a1aBaTh IPaBWIb-
HyI0 JUIMHY BOIIPOCA, KOTOpas MOXET OTJIWYAThCS IS KaskIOro KOH-
KPETHOTO aJITOPUTMA.

MoxHO 3a1aBaTh OJHOBPEMEHHO HECKOJIBKO OITLIMIA M3 3TOM TPYIIThl —
B JIoOOM couetaHuu. [1py 3TOM 3aImIieHHOe TIPUIOKeHUe OymeT 3a-
ITYIIIEHO, €CJIM XOTs ObI ONMH 13 3aJaHHBIX TUITOB 3JIEKTPOHHBIX KITIOYEi
Guardant OyzieT ojacoeIMHEH K KOMITBIOTEDY.

IMouck Oyznet npekpallieH Ha JII0O0M 3Tarie B ciiydyae, eciiv OyieT HaiaeH
KJTIOY JTF0OOTO M3 3alaHHBIX THUIIOB, YAOBIETBOPSIOIINI YCIOBUSM TI0-
McKa (OHM 33[al0TCsl OIMUMSAMM MPUBSIZKU K KITHOUY, ONMCAaHHBIMU HU-
xe). Ecnu 3ammieHHoe puioxkeHue OyaeT orpaliuBaTh K04 B XOIe
JajbHelel paboThl, Bce 00pallleHUsT OYIyT MPOU3BOAUTHCS TOJBKO K
TOMY TUITY KJIt0Ua, KOTOPBIi OBbLT HaliIeH TIpY MepBOM O0OpallieHUU. DTO
Ppe3KO YMEHBILUT BpeMsi 0OOMeHa ¢ KITI0YOM, HarlpyuMep, Tpy Mepruoau-
YECKOM ITPOBEPKE E€T0 MO TakMepy.
Ecnu mpu 3ammTe UCrosib30BaMCh OILIMU 3TON TPYIIbI, 3aIyCcK 3a-
LIMILIEHHOTO MPUJIOXKEHUST OyIeT BO3MOXEH TOJbKO C 3J€KTPOHHBIM
KJIIOUOM: TIPWJIOXKEHUE TIPU 3alllUTe HACTpauBaeTcsi Ha KO JAOCTyIa K
KJIIOUY 3aJaHHOTO THUIIA, MOACOSAMHEHHOMY K KOMITBIOTEPY HA MOMEHT
3aLIUThI.
B xiouax, KoTophle mepenaloTcsi KIMeHTaM BMeCTe C 3allUIIeHHBIM
MPUIOKEHUEM, JOJDKEH OBITh CO3aH aJITOPUTM C TAKUM K& HOMEPOM U
JJTMHOM 3aIipoca, KOTOpble ObUIU YKa3aHbI MPU 3allUTe.

Baxnas undopmauus

Ecnm onumm 3ToM rpynnbl HE MCMOsb30BaNMCh, NMPUOXKEHUE He ByAET NPUBS3aHO K MeK-

TPOHHOMY KJltouy (T. €. OHO BYyAEeT 3anyckaTbCsl M B Clydae, Koraa HU OAMH U3 SNEKTPOH-

HbIX K/HOYEH He MoACcoeanHEH K KoMMbioTepy). OaHako OHO ByAeT 3alMLEHO OT OTNaA-

YMKOB. Bbl MOXETe MCMonb30BaTh 3Ty BO3MOXHOCTb, HaNpUMep, ANs 3alWTbl NpUIoxe-

HWIA, KOTOpble H6e3 3MEKTPOHHOIO K/TtoUa paboTatoT B AEMO-PEXUME.
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Mpumep:
nwkey32._.exe /GS3 /GS2 myprog.exe

3ammieHHoe Win32-npunoxenue MYPROG.EXE Oynet 3amyckaTtbest
B CJlydyae, ecii K KOMITBIOTEPY TOJCOSIMHEH JII000 13 3IEKTPOHHBIX
kmodeit Guardant Stealth 111 wim Guardant Stealth II. B xiroun mipo-
LIMTa Macka Mo yMo4aHuio. JlonmoMHUTeTbHbIE YCIOBYSI TIOKCKA KITIoua
HE 3a/IaHbl.

OnuMM NPUBA3KH K SIEKTPOHHOMY KJIIOUYy

OrnuMY 3TOM TPyl MO3BOJISIIOT HACTPOUTh 3aIMILIAEMOE ITPUIIOKEHUE
Ha MapaMeTpbl 3JIEKTPOHHOIO KJII0Ya, ¢ KOTOPBIM OHO JTOJDKHO OyneT
paboTath (3amaTh JOTIOTHUTEIBHBIC YCJIOBUS TIOMCKA KITIOYA), a TakkKe
3a/1aTh OCOOEHHOCTH TIOBEICHNST 3aIIUTHI TIPU paboTe 3TOTO TPYITOXKE-
HUSL.

Onimu U3 3TON TPYMIIBl MOXHO HCIOTB30BATH COBMECTHO B JIIO0OIA
KOMOMHAIIMK, & TAKKE C OMUUSIMU U3 JAPYTUX TPYII, 3a UCKITFOYECHUEM
cltyyaeB, 0C000 OrOBOPEHHBIX HIKE.

Baxxnas undpopmauus

ECM HM 0aHa M3 onuwMiA YCTaHOBKM TWMa KMoYa He 3adaHa, To BCe ONnuMM M3 paccMaTpi-
BaEMOIA rpynnbl 6yAyT HEAOCTYMHbI (MX UCTOMb30BaHWE 6ECCMBICTIEHHO, T. K. MPUIOXEHWE
BOOO6LLE He ByAeT NPMBS3aHO K KaKOMY-MB0 3N1EKTPOHHOMY KJItouy).

Mposepsars ID xnoua:
/UI[=[0x]...]
Tvn 3NeKTPOHHOro KtoYa:
Bce
Onwcanve:
DTa OINMUMS CIYXKUT IS «[TPUBS3KIU» TIPUIOXKEHUST K YHUKAILHOMY T1a-
pametpy Kmouda Guardant — ero uaeHTuduUKarmoHHoMy HoMepy (I1D).
3aluIeHHoe C 3TOi OMIMel TTPUIOXKEHUE Oy/IeT 3aITyCKaThCs JIUIIh B
TOM CJTyyae, eciii K KOMITbIOTEepY MOACOEAMHEH UMEHHO TOT 3JIEKTPOH-
HBIIl KJTIOY, C WCTOJIh30BaHMEM KOTOPOTO ObLIa IMPOM3BelieHa 3aluTa
nporpammbl (1 [D KoToporo 66T yKa3aH B OITLIMM).

Ecnu onuus ykazaHa B Buzie /Ul, TipuiioxkeHue OyneT npus3aHo K ID
TOTr'O 3JICKTPOHHOTO KJII0Ua, KOTOPHIi1 ObLT MOACOSANHEH K KOMITBIOTEPY
Ha MOMEHT 3a1lMThl. YTOOBI pUBsSI3aTh NpUiIoXeHue K 1D kakoro-n1bo
IIPYTOTO M3 KJTIOUCH, TPUCOCAMHEHHBIX K KOMITBIOTEPY, YKAXKHUTE €ro
3HaUeHUE B OIIMM ITOcje 3HaKa «=». [ Toro ytoosl Hancath ID B
IIECTHANATUPUIHOM CUCTEME CUUCIICHUS, YKaKUTE TIepen HUM TIpe-
UKC «Ox».
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ID coBpemMeHnHbIX Kinroueit Guardant MOXHO y3HATh, 3aITyCTUB YTHIIUTY
nuarHoctuku GrdDiag.exe, a Takke yepe3 komaHay Knrou | Undop-
mMaums o knroue yriuuthl Grd Util.exe.

Baxxnas unpopmauus

ID KntoYa — yHUKanbHas BefMunHa. Henb3a HU M3MeHUTb ID Koya, HYU U3roTOBUTL KoY
C HyXHbIM ID. [o3TOMY B Cny4ae Bbixofa Kto4a U3 CTPOS NMPUAETCA MEHSITb He TOMbKO
K04, HO M CaMO 3aLUMLLEHHOE MPUMIOXKEHME.

MNpumepsi:
Nwkey32.exe /GN2 /Ul myprog.exe

Nwkey32.exe /GS3 /U1=912459016 myprog.exe

B niepBom npumepe 3anuiieHHoe Win32-npunoxkenue MYPROG.EXE
OyzeT 3amyckarbcsl TOJIbKO ¢ TeM u3 Kiouyeir Guardant Net 11 (omuus
/GN2), KOTOpBIii ObUT OICOENUHEH K KOMITHIOTEPY Ha MOMEHT 3allIUThI
npuwioxeHus (onuust /Ul, ucnosb3yercs: 1D noacoenmHeHHOro Kiro-
ya). Bo BTopom npumepe MYPROG.EXE 6yzer 3amyliieH TOJIbKO ¢ TeM
u3 kmoueit Guardant Stealth III (onumst /GS3), KOTOpbIii HMMeeT
ID=912459016 B nmecATUYHOI CUCTeMe CUUCICHUS  (OmLMs
/U1=912459016).

NMpoeepars cepuiiHbIi HOMEP KiIoua:
/US [=[0x]sssss]
Twvn 3NeKTPOHHOro KoYa:
Bce
Onucanwe:
11 IpUBSI3KY TIPYITOKEHMST K KOHKPETHOMY KITIOY TaKKe CITY>KUT OIT-
upst /US. B aToM citydae 3aliMIieHHOE IPMIOXEHE OYIeT 3aIyCKaThCsI
TOJIBKO TOIIA, KOIJa IOACOEIVHEH 3JIEKTPOHHBIA K04, MMEIOIINIA B
I10JIe CEPUITHOTrO HOMepa TO 3HaYeHMe, KaKoe ObLTO 3aIaHO IPH 3alITe
TIPYJIOKEHUST.
Jis1 3a0aHKsT CEPUIAHOTO HOMEPA MCITOJIb3yeTcst Yrciio ot 0 1o 65535.
DTOT peXUM 3aIIUTHI 6oJlee «MATKUiT», YeM TIPEIbITYIIiA; OH UCITIOJb-
3yeT TapaMeTp KiIova, KOTOphIii MOXHO 3aruvcarh B Kitrod. CrenoBa-
TEJIbHO, €CJIV KITIOY BBIAIET M3 CTPOS, JIETKO MOXHO M3TOTOBUTH KITIOU C
TaKWM e CepUIHBIM HOMEPOM 1 3aMEHMTh HEMCITPABHBIIA.
Baxxnas unpopmauus

Mpu NpuBs3Ke K KoYy Guardant v 0AHOBPEMEHHO MpyY 3adaHuu onumm B Buae /US, npu-
Bsi3ka OyAeT npousBeaeHa K cepuiiHOMy HOMepY NOACOEAMHEHHOTO Ktoda Guardant. 3To
MpaBWio AEMCTBYET U HAa ONUMM MPUBS3KM KO BCEM OCTa/lbHbIM MapaMeTpaM Kiouei: K
BEPCUM, Macke, HOMEPY NPOrPaMMbl U T. M. (OHU ByAyT PacCMOTPEHbI HUXKE).
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MNpumepei:
Nwkey32.exe /GS2 /US myprog.exe
Nwkey32._.exe /GS3 /US=0xFFFE myprog.exe
Nwkey32._.exe /GN3 /GS2 /US myprog.exe

B nepBoM nipumepe 3ammmineHHoe npuwioxeHue MYPROG.EXE oyner
3ammyckarbcsl TOJMBbKO ¢ TeM u3 Kmoueir Guardant Stealth I (ommust
/GS2), KOTOPBIit ObLI MOACOEAMHEH K KOMITBIOTEPY HA MOMEHT 3aIlUThI
MPWIOXKEHUS (OmIus /US, UCTIOb3YeTCsl CEpUIHBII HOMEP MOICOeI-
HeHHoro kimoyva). Bo Bropom npumepe MYPROG.EXE Oyner 3amyiieH
TOJIbKO ¢ TeM 13 Kimoueit Guardant Stealth 111, koTopbrit umeeT cepuii-
Helii Homep FFFE B mecTHanmaTupuaHoii cucteMe CurciieHrs (OIS
/US=0xFFFE). B tpetbem mpumepe MYPROG.EXE Oyner 3amyiieH
TOJIbKO ¢ TeM u3 Kimoueit Guardant Stealth Net I1I v Guardant Stealth
II /Net II (ormumm /GS u /GN3), KOTOPBIi UMEET CEpUITHBIN HOMED, Kak
y TIOACOEMMHEHHOTO Ha MOMEHT 3ammTthl Kimoda Guardant Net 111 u
Guardant Stealth I11/Net II (ormms /US).

Mpoeeparbs Bepcuio 3alHULLLEHHOTO NPUIOKEHUS:
/UV[=[0x]vvv]
Tvn 3NeKTPOHHOro KtoYa:
Bce
Onucatme:
Onuys /UV CIYXWT ISl TIPUBSI3KU TIPUIOKEHUN K 3HAUYEHUIO, 3aru-
CaHHOMY B TI0JIe BEPCUM KJToua. DTOT peXXUM ya00eH B cilyyae, eciu
YacTO BBIXOIST HOBbIE BEPCUM ITPOrpaMMHOro obecriedeHus1. OH Mo3Bo-
JISIET JIETKO pelaTh rpodiemy ooHoseHus [10.

[Ipenmonoxum, M3HAYAIBHO TMPOrPAMMHBIN TMPOIYKT UMEET BEPCUIO
1.0. Torma npu ero 3aiuTe HY>KHO 3a7aTh onuuwo /UV=10, U 3anucaTb
9TO X€ 3HAYeHUE B I0Jie BEpPCUU KJIloYa, C KOTOPbIM OyneT padoTrarhb
BepCHs TIPOIYKTA.

B nanbHeiiieM, koraa mosiBUTCS HOBasi BEPCHs TPOrPaAMMHOTO TTPOTYK-
Ta (MPEeanojoXuM, 310 Bepcus 1.1), m OymeT HEOOXOIMMO OOHOBUTH
MPOAYKT CTAPhIM KJIIMEHTaM, He HYXXKHO OyIeT JTaBaTb MM HOBBIM 3JI€K-
TPOHHBII KJTI04. BMeCTO 3TOro mpocTo 3aluTiuTe HOBYIO BEPCUIO C YKa-
3aHueM omniuu /UV=11. CKOppeKTHpPOBAaTh M0JIe BEPCUU B CBOEM 3JIeK-
TPOHHOM KJIIOY€ KJIMEHT CMOXET caM, MOJydrB OT pa3paboTyrKa HyX-
HblE JaHHbIE U BOCIIOJB30BABIIMCH YTUIUTON AUCTAHIIMOHHOTO MPO-
rpaMmmupoBaHus Kioueit. [oce aToro nosb3oBaTeab CMOXET padoTaTh
KaK ¢ HOBOM, TaK ¥ CO CTapOii Bepcueil IporpaMMHOTO TIPOIYKTa.

Jlesio B TOM, UTO 3allUILIEHHOE C 3TOW OMIMEN MPUIOKEHUE HE TOJIbKO
MPOBEPSIET HAJIMIKE KITI0Ua, HO ¥ aHAIM3UPYET COAECPKUMOE €TO TTOJIS
Bepcun. [TpuoxkeHue 3aIrycKaeTcsl TOJIBKO B TOM CITydae, €CJIA BEpCHsl B
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I1oJ1e KJI04a O0JIbllie WM paBHA BEPCUH, 3aJaHHOM ITPU 3aILUTE IPUIIO-
JKeHMs1. 3HAYMT, €CJIM I10JIb30BaTeIb rae-I1M00 JOCTAHET 3alMILECHHYIO
KOIMIO HOBOM BEpPCHUHU MPOIYKTa, OH HE CMOXET C Hel paboTaTh J0 TeX
TTop, TIOKa He CKOPPEKTHUPYET IOJIe BEPCUM B CBOEM KITIoUe. A caesath
3TOTO CaM OH He CMOXKET, T. K. He 3HaeT, Kakast MTH(pOpMaIIUs Il 3TOTO
HYXHa.

J1ng 3amaHus BepcHM B apaMeTpe /UV UCTIOb3YeTCsT YUCIIO B AUarnas3o-
He ot 0 mo 255.

MNpumep:
Nwkey32.exe /GS2 /UV myprog.exe

Nwkey32.exe /GS3 /GS2 /UV=11 myprog.exe

B nmepBom ciyyae  MOpoM3BOAMTCS  TPUBSI3KA  MPWIOXKEHUS
MYPROG.EXE k HOMepy BepcuM, 3allMCaHHOMY B TOJIE MOACOEAM-
HEHHOTO KJTtova (MpeArnoioXuM, 4To B Tojie Kiitoya 6610 3amucaHo 10,
T. e. Bepcus 1.0). 3anuimeHHoe TpUiIoXKeHue Oy/IeT 3aImyIieHo B ciyJae,
ecnu noncoenrHeH Kimou Guardant Stealth 11 co 3HaueHuem 10 wam
0oJbllie B €ro ToJjie Bepcri. Bo BropoM citydae MporCcXOoauT 3aluTa 00-
HopiaeHHoro mnpwioxeHuss MYPROG.EXE Bepcun 1.1 (omuus
/UV=11). B aTOM Ccyyae npuiokeHue CTaHeT pabOTOCIIOCOOHBIM, O~
CJIe TOTO KaK KOHEYHBIN TI0JIb30BaTeNlb 3aluiieT 3HadeHre 11 B mosne
Bepcun cBoero kimoda Guardant Stealth 11 v moyduT oT Bac HOBYIO
yAy4dIIeHHYIo Moaenb Kimoda Guardant Stealth 111, ¢ 3amcaHHbIM 3Ha-
yeHueM 11 B mosie Bepcuu. [Ipu 3T0M OH cCMOXET paboTaTh KaK CO CTa-
poii (Ho ©6e3 xkmwoua Stealth III), Tak W ¢ HOBOIl Bepcuei
MYPROG.EXE.

Mposepars macky:
/UM[=[0x]mmmmm]
Tun 31eKTPOHHOro K/oYa:
Jlrobon
Onucanue:
Ecnu npooykT, COCTOUT U3 HECKOJIBKUX CAMOCTOSITEJIBHBIX MPOrpaMM-
HBIX MOJYJIEH, IUIS1 €r0 3aLLUMUTHI MOXXHO BOCIIOJIb30BaThCs onuuen /UM.
Orta OITLUA TTO3BOJISICT BbIﬁOpO‘IHO pa3pfiuaTb UWin 3alpeuiaTh 1oJIb30-
BaTCIO 3aIlyCK OIpPEACICHHBIX Mox[yneﬁ n3 cocCraBa IIpOrpaMMHOIO
KOMILIEKCa.

HampuMep, 21€KTPOHHBINA IIEPEBOMYMK COCTOMT M3 TPEX IIPOrpaMM:
MYPROGI1.EXE — nemo-Bepcus ¢ orpaHU4eHHBIMUA BO3MOXKHOCTSIMU,
MYPROG?2.EXE — anrno-pycckutii nepesonuik 1 MYPROG3.EXE —
(bpaHITy3CcKO-pYyCCKMIA TEPEBOTUIMK.
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[TycTb cHavaja pacrpocTpaHseTcsl IeMO-BEPCHIO, a 3aTeM, TI0 Mepe Ha-
MOOHOCTH, KJIMEHThI JOKYNAIT MHTEPECYIOIIMEe WX IPOrpaMMbI-
nepeBomurky. Mcronb3oBaHue onuyy /UM OOJIErYUT 3a1a4y pacripo-
CTpaHEHUs TAKOTO MPOIYKTa.

3anuiieHHble B 3TOM peXUMe MPUIOKEHMS UCIOIb3YIOT MoJie MackKu
KJItoYa B KayecTBe Habopa ceMadopoB, KaxK/blil U3 KOTOPBIX pa3pelaeTt
WJIM 3aITpelaeT 3amyckK MporpaMMbl ¢ HOMEPOM, TIPUCBOSHHBIM el Tpr
samute. [Ipy 3amycke mporpamMMa IpoBepsieT 3HAUeHHE COOTBETCT-
BYIOIIIETO OMTA B MOJIe MACKM KJT0UYa M, €CJIM OH paBeH 1, MPUIIOXKEHNE
3aIycKaeTcsl.

[Ipu 3ammTe HEOOXOMMMO yKa3aTh B onmuuy /UM HOMeEp ISl KaXI0ro
3aIMIIAEMOTO TTPUIIOXKEHNS (€T0 MOXKHO YKa3bIBaTh B IECATUUHON WIN
— C MCTONb30BaHUEM TpeduKca «0X» — B IIECTHAMIATUPUYHON CUCTe-
me cumcienust). Hampumep, MYPROGI.EXE Homep 1,
MYPROG?2.EXE — Homep 2 1 MYPROG3.EXE — HoMep 4, T. K. yucity
1 cootBetcTBYeT OUT #0, yncay 2 — Out #1, a yuciy 4 — out #2.

B nonie ButoBas Macka SJICKTPOHHOTI'O KJTIOYa 3aImChbIBACTCA YUCIIO 1.

B aTOM Cilyyae MOXHO BKJIIOYaTh B KOMILIEKT IMOCTaBKM BCE TPU TPU-
snoxeHust. OpgHako KiMeHT cMoxeT 3anycTuthb Juiib MYPROG1.EXE,
T. K. B TIOJIe MacKH €T0 JIEKTPOHHOTO KITI0Ya 3aIicaHo 3HaYeHUe, COOT-
BETCTBYIOIIEEe HOMEPY TOJBLKO 3TOTO MPWIIOKEHU (T. €. 1).

Ecru B pmampHeifiieM — KJIMEHT — 3ax0o4yeT  WUCIONb30BaTh U
MYPROG?2.EXE, oH nipy MOMOIIM MepeJaHHO! pa3paboTYMKOM UH-
dopmay yTUIMTON TUCTAHIIMOHHOTO TTPOrPAMMMPOBAHUS CKOPPEK-
TUpYET 3HaYeHUe MACKU CBOETO KJIIo4a, 3anucaB B Hee uncio 3. Tenepb
OoH cMmoxeT 3amyckatb He Toidbko MYPROGI.EXE, Ho wu
MYPROG2.EXE, T. K. ynciy 3, Terniepb 3anicaHHOMY B KJTII0Y€e, COOT-
BETCTBYIOT OUTHI #0 11 #1.

PaspsinHocTh nosst Macku Kimoya — 16 6ut. Ilpu 3amurte xenateabHO
BbIOMpaTh ISl MpOrpaMM TaKue HOMEpPA, KOTOPbIE COOTBETCTBYIOT
eIMHCTBCHHOMY YCTaHOBJICHHOMY OMTY, T. €. 1, 2, 4, 8, 16, 32, 64 u T. 1.
[IprcBoeHMEe APYTMX HOMEPOB MOXKET IPUBECTH K BOSHUKHOBEHUIO He-
KOPPEKTHOM CUTYaILIMH TIPH TTPOBEPKE MACKU.

MNpumep:
Nwkey32.exe /GS3 /UM=1 myprogl.exe
Nwkey32._exe /GS3 /UM=2 myprog2.exe
Nwkey32._.exe /GS3 /UM=4 myprog3.exe

[MokazaHbl BHI30BbI YTWJIMTHI 3aIMTHI PUIOXEeHUH KitouoM Guardant
Stealth I11/Net 111 m1st mpriMepa, OIMMCAHHOTO BHIIIIE TTO TEKCTY.
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NMposepars HOMep Nporpammei:
/UN[=[0x]nnn]
Tun 5neKTPOHHOro KtoYa:
Bce

OnucaHue:

Dra onuus Oy/eT Mojie3Ha B CIy4ae, eC/ii eCTb HECKOJIbKO Pa3IMUHBIX
MPOrPaMMHBIX TPOAYKTOB (HarpuMmep, 3JeKTPOHHAs Oyxraiatepus u
MporpaMma CKJIA[ICKOro ydyera), U BCE OHM 3alLUILEHbI C MOMOILIBIO
kmoyveit Guardant. B 3ToM citydae MOXXHO MPUBSI3bIBATH UX K OIHUM U
TEM Xe TapaMeTpaM KJIoua, CIelaB B TO Ke BpeMsi HEBOBMOXHBIM pa-
60Ty 000MX MIPOIYKTOB C OMHUM U TEM XK€ KITIOUOM.

Heo6xomuMo TiprcBOUTh KaXKIOMy TIPOIYKTY CBOW HOMep (ITycTh, Ha-
MpUMep, 3JIEKTPOHHast Gyxrantepust OyaeT uMeth Homep 0, a mporpamMa
CKJIAZICKOTO yueTa — HoMep 1) 1 3amiiaTh ux ¢ omniueit /UN.

Torma B mojie HOMepa IPOrpaMMBI KJTIoUeil, MpeTHa3HAYeHHBIX IS pa-
OOTEI C 9JIEKTPOHHOI OyXraaTepureii, Hy>KHO 3armucarh 3HadeHue 0, a 1ist
MporpamMMbl CKJIaJICKOTO yueTa — 3HaueHMe 1. Bce ocTanbHble mapaMeT-
PHBI 3aIIUATEI MOXKHO CIEJIaTh OMMHAKOBBIMU. 3allMILEHHOE B TAKOM pe-
KUMe TIPUJIOKEHMEe OYIET MPOBEPATh 3HAYEHHE T0JIsT HOMEpa IporpaM-
MBI, TTO3TOMY HEBO3MOXKHO OYIET 3aIllyCTUTh DJIEKTPOHHYIO OyXrajre-
PMIO ¢ KITIOUOM, TIPeIHAa3HAYCHHBIM JUTS pabOThI ¢ TIPOrpaMMOI CKJTaI-
CKOTO y4eTa, ¥ Ha00OpOT.

JlorycTuMble 3HaueHMs1 HoMepa rporpamMmmbl — ot 0 1o 255.

Bce nponaBaeMble KITIOYM UMEIOT B T0JIe HOMEpa IPOrpaMMBbI 3HaYEHIE
0. IMoaTOMY MOKHO BOCIOJIH30BaThCSI 3TOM OIMLIMEH, TaXe eClIU B Ha-
CTOSIIIAIA MOMEHT CYIIECTBYET TOJBKO OOWH MPOTPAMMHBIIN TIPOMYKT.
Benp B OyayleM KOJIMYECTBO IIPOLYKTOB MOXET YBEIUYUTHCS, — M TO-
rJa He HYXKHO OymeT GECITOKOMTHCS O TOM, KaK He JOIYCTUTh HeJleraib-
HOT'O MCITOJIb30BaHKS HOBOM MTPOLYKIIMHM CTAPBIMUA KJIMEHTAMMU.

Mpumep:
nwkey32._exe /GS3 /UN=0 mybuh.exe
nwkey32._exe /GS3 /UN=1 mysklad.exe

[MokazaHbI BBI30BBI YTHIIUTHI 3AIUTHI TIPUIIOKeHMiA kimodoMm Guardant
Stealth 111 1 mpuMepa, OIMMCAHHOTO BBIIIE TTO TEKCTY.
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He cnonb30BaTh ANNAPATHLIE AJIFTOPUTMbIS

/NOA

Twn 3NEKTPOHHOro KtoYa:

Bce

Onucanue:

[To yMomuaHuIO IPMIIOXEHYSI, 3alUILEHHBIE aBTO3AIIUTON C KIIIOUOM
Guardant, ¥CIoJIb3yIOT anmnaparHbiid aaroput™ tuna GSII64, ecaun on
€CTb B [TAMSITU 3JIEKTPOHHOTO KJTiI04Ya. DTO 3HAYUTEBHO MOBBILLAET YPO-
BEHb CTOMKOCTU aBTOMATUIECKOM 3alTUTHI, T. K. BBOIUT B HEE JIEMEHT
npeoOpa3oBaHUs JAaHHBIX.

Ecimu e B maMsaTu Kmoda HeT anroputMoB GSI164, Hanpumep, Koraa
OHa WCITOJIb3YeTCS ISl XpaHeHMsI IPYTUX JaHHBIX, aBTOMaTHdecKast 3a-
Ta OyaeT paboTaTh KOPPEKTHO JIMIIb B TOM CITydae, KOTa OHa He MC-
TTOJTB3YET AIMapaTHBIN aJITOPUTM B TIPOLIECCE 3aIUTHI.

UTOOBI OTKA3aTHCS OT UCTIONIL30BAHUST AIITapaTHOTO aJITOPUTMA JIJIsI aB-
TOMATUIECKOM 3aIUTHI, HYXXHO 3amyctuTh yTuiuty NWKEY32.exe ¢
onuueit /NOA.

Mpumep:

nwkey32._exe /GS2 /NOA myprog.exe

3alyileHHOe TaKMM O00pa3oM TpWIOXKEHWEe He OyldeT MCIOJb30BaTh
armapardbele  aroputMbl GSII64 1npu nposepke kimoda Guardant
Stealth I1.

Orpmm-m'rb YMCJIO 3ANYCKOB NPUJIOXKEHUNA?

/DC

Twn 3NeKTPOHHOro KtoYa:

JlIoKaJIbHEIE KJIOUM

Onwucanue:

Bocnonb3oaBimcs omniueit /DC (Decrement of Counter), MOXHO Jier-
KO IIPEBPaTUTh pabodee MPUIOKEHNE B JEMOHCTPALIMIOHHOE, OrPaHM-
YHUB CPOK €TO «KU3HI».

B mosie cueTyrka 3ammyckoB aekTpoHHoro kio4a (GP) 3aHecure uncio
3aITyCKOB 3TOI'0 IIPYIOXEHMSI.

3aluieHHOe TIPUIOKEHME IIPY KaXIOM 3aITyCKe YMEHbIIaeT Ha 1 3Ha-
YeHMe CcueTdyrKa, 3armucaHHoe B rojge GP kmoua. Korma oHO craHer
paBHbBIM (), IPUIOXKEHNE TIePeCTAHET 3aITyCKAThCSI.

Hcronb3yst 3TOT peXXyM MOXHO IIPOIaBaTh CBOE IIPOrpaMMHOE 00ecIIe-
YeHHe C OrpaHMYEHEM Pecypca ero UCIojib3oBanus. Hanpumep, mojb-
30BaTe/Ib OILIAYMBAET IEPBbIE CTO CEAHCOB PabOTHI C MPUIOKEHUEM; B
3TOM CJIydae MPUIOKEHME 3allUIaeTcs ¢ mapameTpoM /DC, a B moJie
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GP xmoua 3anuceiBaetcs 3HaueHue 100. Korna monb3oBaTenb n3pacxo-
JIyeT 3TOT pecypc, pa3paboTIMK, UCTIOIB3YS MPOLIEAYPY YIaIEHHOTO 00-
HOBJICHHUSI, BIIMCBHIBaET B HEr0 HOBOE 3HAYEHUE pecypca (Harpumep,
eme 100 3armyckoB). TakuM oOpa3oM, TporpaMMHOe oOecTieueHre Kak
ObI cIaeTCs B apeH/Iy.
Bo-BTOpBIX, MOXHO JIETKO TIPEBPATUTH IEMO-BEPCUIO TIPUIOXKEHUS B
MOJIHOLIEHHYIO pabodyio Bepcuto. B 3ToM ciyyae, mociie oriaThl oJib-
30BaTejIeM CTOMMOCTU paboueil Bepcuu, TP ITOMOIIN YIAJIEHHOTO 00-
HosieHus B ojie GP kimoua 3ammceiBaetcst 3HaueHue 65535. Ecm mone
GP coaepxuTt 3T0 3HaYE€HME, TO 3aALIUICHHOE MPUIOXKEHKE TIPU 3aITycC-
Ke €ro He YMEHbIIIaeT, aBTOMaTUYECKU TPEBPAIlasiCh B IMOJHOLEHHYIO
3aIMILEHHYIO IPOrpaMmy.
Taxkum ob6pa3oM, sl TOro YToObl MPUJIOXKEHUE UMEJIO OrpaHUYEeHHBII
pecypc UCIOJIb30BaHUsI, €ro HY>XHO 3alllUTUTh ¢ MapameTpoM /DC, a
riosie GP xmiova noymkHo coepskath 3HaueHue oT 1 o 65534.
Yucno-oTBeT SIBNSETCS YHUKAIbHONW BEJTUYMHON M 3aBMCUT OT YMCiIa
TIOTTOJTHUTENTBHBIX 3aIyCKOB, 3alpOIeHHBIX TOJb30BaTeeM (a B TIO-
CJIEIHEM clydae — OT uyncia 65535).
KoHeuHblii mosbp30BaTe b BCeraa CMOXET OIMPEAEINTb, CKOJIBKO pa3 OH
elle CMOXET 3alyCTUTh MPWIOXEHUE, 3alMILEHHOE B 3TOM pPEXUME.
J171s1 3TOTO €My HYKHO 3aITyCTUTh YTWJIMTY IMarHOCTUKHU Kimoda. MHTe-
pecymomast ero nH(opmanus oyaeT oToOpaXkaThbcs B Tojic CYUETUMK 3a-
MyCKOB.

Baxnas undopmauus

1. NS ceTeBOro Tvna 3alWThbl 3Ta ONUMS HEAOCTYMHA.

2. Bce 3alMLiEHHbIE MPUNOXEHUS, NMPUBSI3aHHbIE K OAHOMY KIOYY B 3TOM DEXUME,

YMEHBLLAIOT OAWH U TOT Xe cyeTumnK. Ecnm, HanpuMep, NporpamMMHbINA NPOAYKT COCTOUT U3

[BYX 3alUMLLIEHHBIX MPUNoXeHnin MYPROGL.EXE 1 MYPROG2.EXE, none GP kioua coaep-

XUT 5, 1 Nonb3oBaTesb TpuxAbl 3anyctnn MYPROGL.EXE, To npunoxeHne MYPROG2.EXE

OH CMOXET 3aMyCTWTb BCEro ABa pasa.

Mpumep:

Nwkey32.exe /GS3 /GS2 /NOA /UV=10 /DC myprog.exe
[Mpumep 3amuTel npunoxkennss MYPROG.EXE Bepcun 1.0 ximrouom
Guardant Stealth I1I unu Guardant Stealth II 6e3 ucronb3oBaHus anmna-
patHoro ainroputMa (omiust /NOA), ¢ MpOBEpPKOW BepCUM IPOAYKTa
(oruumsi /UV=10) U C OrpaHUYEHUEM YKCia ero 3ayckoB (omnuus /DC).
MYPROG.EXE 6yzner 3anyiieH, eciu moacoeanHeH Kmod Guardant
Stealth 11 i Guardant Stealth 111 co 3HadeHMeM B TTosie Bepenu 10 mmm
Oosbllle, W TIEpecTaHeT 3alycKaTbcsl, Korma 3HaueHue cuetdnka GP
KJTIOYa TOCTUTHET HYJISI.
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orpﬂllll‘l"'l'l: BpPpeéMs MCNOJIb3OBUHMS NPUJIOIKEHMUSA:
/DT

Twn 3NEKTPOHHOro KtoYa:
JIoKaJIbHEIE KJIOUU
Onvcanme:

3ammra Guardant TTO3BOJISIET TTOCTABISITh TIPUJIOKEHUS ¢ OTPaHUIEHU-
€M BpeMEHU UX paboThI.

CyTb 3TOro pexxvMa 3aliMThl B cieayoieM. [1pu 3ammre npuioxXeH st
yKa3bIBaeTCsl BpeMs paboThl TIpUIoKeHuUs (Harmpumep, 5 yacoB 30 Mu-
HyT). [Tonb3oBarenb npopadotaetr ¢ HUM S54. 30M. «4HUCTOrO» BpeMEHU
(KJTIOU CUMTAeT BpeMsl TOJIbKO TOTIa, KOrma MpuioXeHWe HaXOMAUTCs B
pabore). [To ucTeyeHUM 3TOro Cpoka OHO TepecTaHeT padboTaTh. OMHAKO
MpY TTIOMOIIN YIAJIEHHOTO OOHOBJIEHMSI MOXKHO YBEJIMYUTh BpeMsl MC-
TTOJIb30BaHUS TIPWIOKEHNS WM TIOJyYUTh IPaBO Ha €T0 MCITOb30Ba-
Hue 6e3 orpaHUYeHUI 10 BpeMEHM.

J171s1 321U TR B 9TOM peskume caykut oriust /DT (Decrement of Time).

B none GP xitoua HeoOXoauMMO 3arucatb BpeMsl MCIOIb30BaHUs 3a-
LIUIIEHHOrO MPWIOXeHMs. [IJIs1 3amicy BpeMeH! B KITIOY TIpeJHa3Ha-
yeHa yrwmrta GrdUtil.exe.

[pu pabote 3amUIIEHHOTO TIPWIIOKEHMSI OYIeT TPOUCXONUTH TTepro-
JINYECKOE (C TIOCTOSIHHBIM ITEPUOIOM) YMEHBILICHNE CYETINKA BPEMEHH,
sarmcanHoe B mone GP xmoua. Korma BpeMst MCIIONB30BaHUST TIPHITO-
JKeHMsI UCTe4eT, OyIeT BbIIAHO COOTBETCTBYIOIEE COODIIEHME, IIPUIO-
>KeHMe OyIeT 3aKPhITO, a €r0 IMIOBTOPHBI 3aIyCK CTAHET HEBO3MOXKEH.

Ecnu e Bo BpeMs1 ouepeqHOro odpallieHus K KIrouy OH He OyneT oOHa-
pyXXeH, paboTa IMpUJIOKeHUsT OyaeT OJIOKMPOBAHA JI0 TeX TMOp, MOKa MOJTb-
30BaTelIb HE TTOICOEAMHUT KJTI0Y I HE HAXKMET KHOIIKY JUTs ITOBTOpA.
Baxunas unpopmanuus
[ina ceteBoro TMna 3aLLWTbl 3Ta ONUMA HEAOCTYrHa.
Onumn /DT 1 /DC (YMeHbLUEHWE CHETUMKA 3anyCKOB MPOrpaMMbl) UCMONL3YIOT OAHO U TO
Xe none kova (none GP), 0AHOBPEMEHHOE MX WCMOMb30BaHME MpY 3aliuTe nporpamMm
HegornyctuMmo. T. 0., BbI30B YTUANTBI 3aWmMTbl € onumamMu /DC v /DT ABnsSeTca HEBEPHBIM.
Kpome Toro, sSiBNOTCA HECOBMECTUMbIMK onumn /DT 1 /T=xX (MpoBepKa Ham4uns K-
ya no Tarimepy, NoApobHoEe onMcaHWe cM. Hike). [eno B ToM, 4To onums /DT BroYaeT
B cebsi BO3MOXHOCTU onuUmMn /T=XxX, SBNSSCb ee paclumpeHnem. MosToMy UCronb30BaHne
0b6erx onuuii Npy 3aluMTe NPUIOXKEHWIA NILEHO CMbicra. BbI30B YTUNWTBLI 3aLUWThI C On-
umsmMu /DT n /T=XX OAHOBPEMEHHO SIBNSIETCS HEBEPHbIM.
Bce 3alwmiLeHHbIe MPUNOXEHWs, NPUBSA3aHHbIE K OAHOMY KITIOYY B 3TOM PEXWUME, YMEHb-
LIAKOT OAMH U TOT XKE CYETUMK BpeMeHUW. Ecnu, HanpyMep, NporpaMMHbIi NPOAYKT COCTOUT
U3 ABYX 3aLLMLLEHHBIX MpunoxeHnii MYPROGL.EXE u MYPROG2.EXE, KoY 3anporpamMmmu-
pOBaH Ha TPM yaca v nonb3oBaTenb ABa Yaca npopaboran ¢ MYPROGL.EXE, To ¢ npuno-
»eHneM MYPROG2.EXE OH cMOXeT paboTaTb TOSbKO OAWH Yac.
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Mpumep:
nwkey32._.exe /GS3 /DT myprog.exe
IMpumep 3zammrtel npunoxeHuss MYPROG.EXE xmouom Guardant
Stealth 111 B pexkxume orpannuenus Bpemenn. C MYPROG.EXE moxHO
Oyzmer paboTaTh 0 Tex Mop, Moka 3HaueHue cueturka GP kimouya He
CTaHET PaBHBIM HYJTIO.

ﬂponepnﬂ. HAMMUYME DJIEKTPOHHOro KJiloua nepmoagmuiuecKkm:
/T=xx
Twn 2NeKTPOHHOro KAtoya:
Bce
Onucanue:

MoHO MpoBepsITh HATTMYME SJEKTPOHHOTO KITI0Ya He TOJILKO TP 3a-
IyCKe, HO U B TEYEHUE BCEro ceaHca paboThl 3aLIUILIEHHOTO TPUIIOXKe-
HUs1 Yyepe3 3aJaHHble BAMU MPOMEXKYTKU BPEMEHHU.

Takast BO3MOXHOCTb 00eCTeuBaeTCsl OMIMel /T=xX, TOe «XX» — 3Ha-
YeHMe MPOMEXYTKa MEXIY IBYMs MpoBepKamMu B MUHyTax. Eciu aTa
OMLIMS He YKa3aHa, TO 3a[aeTCsl MPOBEPKa Yepe3 KKy MUHYTY.
MoxHO 3amaBaTh MHTEPBAIBI IPOBEPKH OT 1 10 60 MUHYT (TOIMYCTHMBI
TOJIBKO LIEJIbIE YKCIa).
Ecnu mpu ouepenHoii mpoBepke KIToY He OyaeT OOHapyKeH, 3allIIeH-
HOE NIPUJIOXEHUE BbIIACT Ha 9KPaH COOTBETCTBYIOLLIEE COOOIIEHUE, JTH-
00 3BYKOBOI1 curHai. Pabota npuioxeHus: Oyaet 6JI0KMpoBaHa 10 TeX
TTOp, TTOKa TIOJTh30BATe b HE TIONCOSTUHUT KITIOY M He HAKMET KHOTIKY
IUTS TIOBTOpA.

Baxnas undopmauus

Onumm /T=xx 1 /DT SBNSIOTCH HECOBMECTVUMbIMM (NOAPOOHOE OMNMCaHne CM. BbILLE).

Mpumep:

Nswkey32._.exe /GS3 /T=05 myprog.exe
Nswkey32.exe /GS3 /T=5 myprog.exe
OKBUBAJIEHTHbIE TIpuMepbl 3auuThl npuwioxeHus MYPROG.EXE c
kmodyoM Guardant Stealth III. MYPROG.EXE OGymer omparmmBarb
KJTIOY B TeYEHUE BCETO BpeMEHU paboThl, C UHTEPBATaMU B IITh MUHYT.
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BbiBOAUTb COO6LIEHME 06 OTCYTCTEMM KJIIOUA 3GAAHHOE YMCIIO Pas:

/RC[=xx]

Twn 3NEKTPOHHOro KtoYa:

Bce

Onucanue:

Ecnu B miporiecce pabOTHI 3alIUIIIEHHOTO MPWIOXKEHUSI K04 He OyneT
0OHapyXeH, TO MOXHO TIPOBEPSATH €r0 HAJTMYKME M BBIBOAUTH COOOIIE-
HUe 00 OTCYTCTBMU KJTI0YA 3aJaHHOE YUCIIO pa3. J1Jist 3TOro CJIy>kKuT Orl-
ust /RC[=xx], TIe XX - YUCJIO MPOBEPOK Kitoua. 3HaYeHUE OIMLUU T10
yMoJT4aHu1o paBHO 50.

ITpumeHeHMe 3TOI OMUMM JAeT BO3MOXKHOCTH MOJIb30BaTe/I0 COXpa-
HUTh HapaOOTaHHbIC JAHHbBIE U KOPPEKTHO 3aBEPIIMUTh PabOTy C Tpu-
JIOXXEHUEM, HATTPUMED, B CJIy4ae BBIXOJE KITH0Ya U3 CTPOSI.

[Ipu oTcyTcTBMM KITIOYa Ha 3KpaH BBIBOAMTCS coobimieHne «Guardant
Dongle not Found or Printer is offl» ¢ kHonkamu [Retry] u [Cancel].
IMoce HaxxaTns [Retry] mporpamma mpoaojrkaer padorats ~ 10 — 30
CeK, a 3aTeM MpoBepsieT K04, Eciv Koy He HaiineH, BHOBb BHIBOIUT-
cs1 COOOILIEHUE, €CIM HaileH — MPWIOXEHNe MPOIoJIKaeT paboTaTh B
IITaTHOM PEXUME.

Ecnu nmocye 3amaHHOrOo ymciia MpOBEPOK KII0Y He OyIeT 0OHapy:XeH, TO
BBIBOIUTCSI BBIIICONMCAHHOE COOOIICHME ¢ KHOMKOM [OK], rmocie Ha-
KaTus1 KOTOPOii PYIIOKEHKE 3aBepliiaeT paboTy.

Mpumep:

Nswkey32.exe /GS3 /RC=10 myprog.exe

Ipu oTCyTCTBMM KiTlOoua TPUIIOXKEHHE myprog.exe OyIeT MpOBEpsITh
wmou Guardant Stealth 11 u coobGriats 06 ero orcyrctBuu 10 pas.

OT/0XXMUTH 3aBEPLICHNE NPUIIOIKEHUS NMPYU OTCYTCTEMM KITIOUA:
/EXIT_DELAY[=xxx]
Tvn 3neKTpoHHOro KNya:

Bce

Onucanue:

Eciu B mporiecce paboThI 3aLIUIIEHHOIO IIPUIOXKEHUS KIIIOY He OyleT
OOHApYKeH, TO, P UCIIOIb30BAHUN JAHHOM OILIMHY, IIPUIOKEHME BbI-
BelleT Ha DKpaH COOOIIEHNE O IMPUHYIUTEILHOM 3aBEPIICHUN PabOThI
MPWIOXKEHHUS Yepe3 3aaHHOoe BpeMsl (3HaUeHue Mo yMoayaHuo — 120
CEKYHII).

DTO 1acT BO3MOXHOCTh ITOJIb30BATE/II0 COXPAaHUTh HapabOTaHHBIE TaH-
HBIE ¥ KOPPEKTHO 3aBEepIIUTh paboTy ¢ MPUIOKEHHEM, HampuMep, B
CJTyJae BBIXOJIE KITIOUa U3 CTPOSI.
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OnuuM KOAUPOBUHMS 3ALLMLLAECMOrO NPUIIOIKEHUSA
OTMEHNTL KOAMPOBAHME NPHUJIOIKEHUA:
/CEN
Tun 31eKTPOHHOro KoYya:
Bce

Onucanue:
ﬂaHHaﬂ OITLUA OTKITIOYACT IHI/I(I)pOBaHI/Ie CeKlII/Iﬁ 3alyIacMoro mnpu-
JIOXKECHUA.

Mpumep:
nwkey32._exe /GS2 /T=10 /CEN myprog.exe
IMpumep 3amutel npuinoxeHus MYPROG.EXE ¢ kmouom Guardant
Stealth II. MYPROG.EXE ne 6ydem 3axoouposean (oriys /CEN). I1po-
Bepka Haymums kimoda Guardant Stealth 11 Gymet mpou3BOAMTHCS TIPH-
JIOKEHMEM B TEYEHME BCETO BPEMEHU €r0 pabOThI ¢ MHTEpBaIaMu B 10
MUHYT.

o'l'l(l'llo‘l"'l'l: IIIII¢POBGIIHe MHMUMANIM3UPOBUHHBIX JAHHBIX?
/IDEN

Twvin 3NEKTPOHHOrO KoYa:
Bce

Onvcanve:
PexoMeHmyeTcst cTaBUTD B cIydasix, Koraa 3arpy3unky OC HeoOxomumMo
HCIIONIb30BaTh 3TU JaHHbIE J0 TOUKM BXojaa B Iporpammy. T. e., eciu
3aIMILIEHHOE TTPUIOKEHUE 3aITyCKaeTCsl HEKOPPEKTHO, TO MOXKHO BbI-
CTaBUTD 3Ty omuio. ClemayeT 3aMeTUTh, YTO 3alMIIEHHOCTD TIPUITOKE-
HMS TIPH YCTAHOBKE 3TOI OMIIMKM yMeHbIIaeTcs. T. 0., TT0 yMOTYaHUIO,
OIS OTKITIOUEHA, 1 MTHULIMATN3UPOBAHHbIC JaHHBIE I(pyoTcs (3a
HCKIIIOYEHHMEM psifia CeKIIMiA, KOTOpbIe BCeraa He MG PYIOTCS).

CeTeBble onuMM ABTO3ALLMUTDbI

BbIGparTh pe)XXum AULEH3NPOBUHMUS:
/LOGIN_MODE=[H, S]
Twvin 3NEKTPOHHOrO KoYa:
CeTeBEE KJIOUM
Onucanue:
Oriust TO3BOJISIET BHIOPATh PEXKUM JIMLIEH3UPOBAHUS CETEBOTO TTPUITIO-
xeHwust. Ilpu ykazanuu napamerpa H (/LOGIN _MODE=H) JuLeH3uu
OyayT pacrpenessiThes Mo KOMUSIM MpuaokeHus (xaHmwiam). T. e. Kax-
JIasT 3aryIeHHasT KOs IIPUJIOKEHKS OyIeT 3aHNMAaTh OTHY JIMLICH3UIO.
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IMpu ykazanuum mapamerpa H (/LOGIN_MODE=S) JuueH3uu OymyT
pacnpenensTbesl o pabounM craHuusiM. T. e. OyaeT orpaHU4MBaThCS
YKCIO0 pabovYMX CTAHLMI, HAa KOTOPBIX OMHOBPEMEHHO 3aIlylLeHbI KO-
A 3aLTUIIIEHHOTO TTPUIOXKEHUSI.

Mcnonb30BaTh CUCTEMY YNPUABJICHUS SIMLCH3UAMM:S

/MN=xx

Twn 31EeKTPOHHOro Ko4a:

CeTeBEIE KJIOUN

Onucanne:

OTa onuys MO3BONSET YUUTHIBATb CETEBOW PECypc KaxKIOro MOMYJs,
BXOJISILLIETO B MHOTOMO/TYJIBHOE TTPUJIOKEHUE.

[JorycTtuM, 3alMILEHHBINA TPOrPaMMHBIN KOMIUIEKC COCTOMUT U3 4-X
MOAYJIEN:

MYPROGI1.EXE — Byxrantepusi, MYPROG2.EXE — 3apruiara,
MYPROG3.EXE — Kanpsr, MYPROG4.EXE — Kannensipusi.

[1py moMoNIM JaHHOW OMLIMK MOXHO KOHTPOJIMPOBATH UCTIOJIb30BaHUE
Jr000oro Moy . i 3Toro HeoOXOAMMO MOCIEAOBATENbHO 3alIUTUTD
KaXIbIi U3 MOMyJIeil ¢ oniueit /MN=XX, IJe XX — HOMep MOIyJis (BO3-
MOXHBbIe 3HaYeHus1 — 0 — 127). Ecam OymeT ucnonb3oBaH HOMED, Mpe-
BBILLIAIOIIMI KOJIWYECTBO MOJyJei B Tabnuiie JULEH3UI, TO TpyU To-
TIBITKE perrcTpalvy nprioxeHus Ha cepepe Guardant Net OyzneT Bo3-
BpailleH Kon ook 10 — CereBoM pecypc mporpaMMbl McyepnaH
(License counter of Guardant Net exhausted)

Baxuas undopmanuus

[ns MCMonb30BaHUsi CUCTEMbI YNPaBIIEHUs! NIMLIEH3USIMUA HEOBXOAMMO CO3LaTh B MaMsiTh
KtoYa cneumansHoe none Tabnmuua NMLIEH3MUIA, B KOTOPOM NPOMKCaTh KOIMYECTBO MO-
Aynei n pecypc NMUEH3NIN KaXkaoro U3 HIX.

3alIuIleHHbIE B 3TOM PeXUME MPUIOXKEHUS MPH 3aITyCKe PETUCTPUPY-
fotcst Ha cepBepe Guardant Net ¥ 3aHMMalOT ONpeeSICHHBII pecype 13
TaOIUILIBI JIMLICH3WIA

Tenepb KOHEUYHBINA TOJIB30BATEb CMOXKET 3aIyCKaTh MOIYIM 3allly-
LIEHHOTO TIPUJIOKEHMS TOJIBKO Ha OMNpPEICICHHOM pa3pabOTYNKOM KO-
JINYECTBE pAOOYMX CTAHLIMIA.

[pumep:

nwkey32.exe /GN2 /MN=00 myprogl.exe
nwkey32._.exe /GN2 /MN=01 myprog2.exe
nwkey32_exe /GN2 /MN=02 myprog3.exe
nwkey32._.exe /GN2 /MN=03 myprog4.exe

[TokazaHbI BBI30BBI YTHJIUTHI 3AIIATHI TIPUJIOKEHUH C CETEBBIM KITIOUOM
Guardant Net I nyist mpriMepa, OMMICAHHOTO BBIIIE TI0 TEKCTY.
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NMposepaTh ceTeBOM KJIOY HA JIOKAJILHOM KOMMNbIOTEpPE:

/CLS

Twun 31eKTPOHHOI0 KoYa:

CeTeBEIE KJIIOUU

Onucanue:

[Mpu MCIOIB30BaHUM 3TOI OIMIMK 3allUIIEHHOEe MPUIOXKEHUE OyneT
obpamatbes K Guardant Net 111 (Net 1) kak K JokaJlbHOMY KITIOUY, €C-
JIM OTCYTCTBYET CB$I3b C CEPBEPOM KJTIOYA.

/CLS — ycTapeBiiias OIiusl, UCIIOIb3YOIIAsCS I COBMECTUMOCTH. Ee
COBPEMEHHBIM aHAJIOTOM sBJIsieTcs codeTaHue onuuii /GN3 /GS3 (umu
/GN2 /GS2).

Aononnurenbuue ONUMM 3ALHUTDbI NTPUIIOIKSeHHMNA

Onuuy U3 3TOi TPYMIbI MO3BOJISIIOT 3aaBaTh HEKOTOpPbIE JOMOTHU-
TeJIbHbIE (CEPBUCHBIC) PEXUMBbI 3aLIUTHI TpUIoxeHuid. OHU MOTYT
OBbITh 3alaHBl COBMECTHO C JIIOOBIMHU JIPYTMMU OTLIMSIMU aBTOMATHYe-
CKOIi 3aIlIMThI (B TOM YMCJIC U TIPY 3aluTe 6e3 MPUBSI3KM K KITIoUY), 3a
WCKJIIOUEHUEM CITyJaeB, 0CO00 OTOBOPEHHBIX HITKE.

NMpoeeparTb LEeNOCTHOCTL NPUIIOKEHUS:

N

Tun 31eKTPOHHOro K/oYa:

Bce

Onucanue:

ammireHHbple  Windows-nipuioXeHnsl 13-3a OCOOEHHOCTE CBOETro
CTPOEHUSI He 00JIaIaloT CIIOCOOHOCTBI0O CAMOBOCCTaHOBIeHUsI. OMHAKO
OHMU TpU 3aITyCKe MPOBEPSIIOT CBOIO LIEIOCTHOCTb U CUTHAJIM3UPYIOT O €€
HapyIlieHn. B 3ToM cirydae peKOMeHIyeTcsl BOCCTAHOBUTD TIPUIIOKE-
HUeE C TUCTPUOYTMBA WIK C PE3EPBHOI KOMUHU.

Mpumep:

Nwkey32._exe /V myprog.exe
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He «OUMLLATDL» NPUJIOIKEHMEe:

/NOS

Twn 3NEKTPOHHOro KtoYa:

Jobon

Onucanue:

OOBIMHO YTWIUTHI 3aIUThl Windows-TIpUIOXKEHU YOAmsioT U3 HUX
JIAHHbBIE, HE BXOSIIME B COCTAB CETMEHTOB MTPUIOXEHUI. DTO IIO3BOJISI-
eT B OOJIBLIMHCTBE C/IydaeB YJAJIUTh 3a0bITYIO OTJIAI04YHYI0 MH(pOpMa-
L0 M ake 3a9acTyio COKOHOMMTh Ha pa3Mepe 3alTUIIEHHOTO TIPUITO-
>XeHWMsT: (haii cTaHeT MEHbIIIe, YeM OBbLT 110 3aIUTHI.

OnHaKo B HEKOTOPBIX CIy4asix MOJOOHOE «OUMIIEHUEe» HETaTUBHO CKa-
3bIBACTCS Ha JaJIbHENIIIel paboTe MPMIOXKEHHUIA, T. K. HSKOTOPbIE M3 HUX
MOTYT XPaHUTh CBOU BaxKHBIE JTaHHBIE HECTAHIAPTHBIM 00pa3oM B TPO-
n3BosibHOM Mecte EXE-(aitna. Hanpumep, B Windows-TipuioxeHusIx,
HanucaHHbIX Ha FoxPro, nHTepnperupyemblii 6ailT-Koa XpaHUTCST He-
CTaHJapPTHO — HE B COOTBETCTBYIOIIEM CETMEHTE, a MPOCTO B KOHLIE
EXE-aiina.

Omnwmst /7 NOS (No Strip, He ounIIATh MPUIOXKEHUE) TTO3BOJISIET OTME-
HUTb Ofepaluio «ouucTKW». Ecom  3ammmieHHoe  Windows-
TIPUIOXeHNe paboTaeT HEeKOPPEKTHO, 3aIIUTUTE €TO ¢ omiueii /NOS.

Mpumep:

Nwkey32._exe /GS2 /NOS myprog.exe

[Mpumep 3anursl Win32-npuioxxeHus ¢ Kiaouom Stealth 1. TTpu 3amm-
Te U3 MPUIOXEHHUS He OYIyT yaaleHbl TaHHbIE, HE BXOASLIME B COCTAB
€r0 CETMEHTOB (T. €. IPUJIOXKEHKE HE OYIET «OUHUIIIEHO»).

3aparb uMcno Ta65ML BONPOCOB-OTBETOR K QITOPUTMY:
/ATR[=N]
Tvn 5NeKTPOHHOro KtoYa:

Joboin

Onucanue:

Omnimst 3a7aeT YMCII0 HE3aBUCUMBIX TaOJIHII BOIIPOCOB-OTBETOB K aJITO-
put™My. [1o ymMor4aHuIO 3HaUEHUE ITOM O PABHO 2.

B 1eJ1s1X MOBBILIEHUST CTOMKOCTH 3aIUThI €r0 MOXHO YBETMUYUTh (MaK-
cuManbHoe 3HaueHue /ATR=200). [1pu sToM yBeauUMBaeTCS KOJIMUE-
CTBO BOIIPOCOB OT 3alMILIEHHOTO MPUJIOKEHUS K 2IEKTPOHHOMY KITIO-
4y, 4TO JaeT OOJBbILINE rAPAHTUM B 3aLUTE MPUIOKEHUS OT CIIeIMalb-
HBIX YTUJIUT-(DUIBTPOB, KOTOPbIE MOXET UCTIONb30BATh XaKep.

Heobxomumo moMHUTB, 4TO GoJbinioe 3HaueHue /ATR Bener K cyrect-
BEHHOMY YBEJIMYEHHIO BPEMEHHU PaOOThI aBTO3AILUTHI.
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YnaxoBarb ceKuum ucnonHsemoro pamna:
/PACK
Twvin 3NEKTPOHHOrO KKoYa:
Bce
Onucanwe:
OmnuuMs BKITIOYAET PEXUM CXKaTUsI CEKIMi 3aluiiaeMoro (aiina. 91o
MMO3BOJISIET YMEHBIIUTH (IIPY HAIMYUM TAKOH BO3MOXHOCTH) pasMep
npuaoxeHusi. PacnakoBka TpeOyeMbIX CEKLIM UCIOIHsieMoro aiiia
OyIeT TIPOUCXOMUTH BO BPEMSI BHITTOJTHEHMSI.

Mpumep:
Nwkey32.exe /GS3 /PACK myprog.exe

IMpunoxenne MYPROG.EXE Oymer npuBsSi3aHO K 3JICKTPOHHOMY
xmouy Guardant Stealth 111 u cxaro.

Kourponuporars arpubyThi cTpanmi:
/CPA

Twn 3NeKTPOHHOro KtoYa:
Bce
Onucanue:

[pu ncroMb30BaHNH O 3AIMUILEHHOE TIPUJIOKEHIE OYIeT KOHTPO-
JINPOBaTh aTPUOYThI CTPAHUII MTAMSITH B Ipoliecce paboThl X BOCCTaHAB-
JIMBaTh UCXOIHbIE 3HAYEHMS B CIyyae MX U3BMEHEHUSI.

Xaxkep, uccieays 3alUIIeHHOE MPUIOXKEHNUE, MOXET U3MEHSITh aTprOy-
Tl CTpaHUI MaMATU B cBoux 1efsix. Omnuus /CPA mipensitcTByeT 1ol
MpaKTUKe.

Baxxnas unpopmauus

KaTeropuyecku 3anpeLiaeTcs UCnonb30BaTh onumio /CPA, eciv NpunoXeHve 3alumileHo
Guardant API!

BxioumMTb NOAAEPIKKY HEABHOIO CBA3bIBOHUSS
/IMPLICIT_LINKING_SUPPORT
Twvin 3NeKTPOHHOro KoYa:
Jobon
Onucanwe:
Hekotopbie OMOIMOTEKM, UMIIOPTUPYEMbIE 3AlMIIAEMbIM TTPUIOXKE-
HHMEM, MOTYT cofiepxartb ceKiio .tls. [Tpu ucnonb3oBaHUM Takux O6UO-
JINOTEK, HEOOXOIMMO BKITIOUYATh 3TY OITLIHUIO, B IPOTUBHOM CITy4ae MOTYT
BO3HUKATh HETIPEBUIIEHHBIE OIITUOKH.
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MNpumep:
Nwkey32.exe /GS2 /IMPLICIT_LINKING_SUPPORT /PACK
myprog.exe
IMpunoxenne MYPROG.EXE Oymer mnpuBsi3aHO K 3JIEKTPOHHOMY
kmouy Guardant Stealth II ¢ mommep:kkoil HESIBHOTO CBSI3bIBAHUS U
CXaTHeM.

SawuTuTs MMNopTUpyembie GyHKUUN:
/IMPORT_HOOK=%:L

Twn 3NeKTPOHHOro KoYa:
Bce
Onucanwne:

Bo n36exaHue ycTaHOBKM TOYEK OCTAHOBA Ha HAYaJI0 UMITOPTUPYEMBIX
byHK1IMI, pEKOMEHIyeTCsT BKITIOUATh 3Ty OMIIUIO.

IMapameTp %6 onpeaesieT TOT MPOLIEHT UMITOPTUPYEMBbIX (DYHKIIWIA, KO-
TOpbIe OYIYyT 3aIMILEHBI TAKUM 00pa30M.

IMapametp L omnpenessieT KOJIMYeCTBO MHCTPYKLIMIA U3 KaXI0W MMIIOP-
TUPYeMOil (DYHKLINM, KOTOpbIE MOIKHBI OBbITh 3allMIIEHBL. Makcu-
MasnbHoe 3HaueHue L=100.

[pumep:
Nwkey32._.exe /GS3 /IMPORT_HOOK=100:10 /PACK
myprog.exe

Bce nmmoptupyembie ipunoxkeaneM MYPROG.EXE ¢ynkium 6ymyT
3anuineHsl. Takke OyIeT 1Mo BO3MOXHOCTH YMEHBIIIEH pa3Mep 3alliv-
LIEHHOTO MPWJIOKEHUSI.

Cepsucnble OniMM GBTO3ULMTDbI

3aparb COGCTBEHHbIE COOOLIEHUA BUKLMHDIS
/MSG=[nyTuluma_daiina
Tvn 3NeKTPOHHOro KtoYa:
Bce

Onucanwne:

Ecnu mpu 3amycke 3alllMIIIEHHOTO TIPWJIOXEHUS TMPOMCXOMUT KakKas-
JIM0O0 o1IMOKa, BaKIIMHA BbIIAET COOTBETCTBYIOIIEE COOOIIEHKE, U TIPU-
JIOXXeHre TpekpaiiaeT padory. CoollleH s BaKIIMHbI MOXHO pasfe-
JINTh HA OCHOBHBIE U JOMOJHUTEIbHBIE. OCHOBHBIE COOOIIEHUST BbIa-
JOTCS, €IV He HailieH 3JICKTPOHHBIN KITIOY, CUCTIYMK B KITIOUE MCUYEp-
I1aH, 3aIyllieHa HeJlerajbHask KOITHsI TPUIOKEHUS U B IPYTHX TIOTOOHBIX
Cly4asix, a JIONOJHUTEIbHbIE, HAIIPUMEpP, NP BOZHUKHOBEHUM BHYT-
peHHe OIIMOKY 3aIUTHI.
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OcHoBHbIe coobrieHus pu 3ammTe [10 6epyresa u3 daitta .MSG u
BIMCBHIBAIOTCSI B BakuuHy. [lo yMomuaHuio wucnonb3yercst aiin
<WMMS_YTUANUTBI_3alnTbi>.MSG, HaxO[SILIMICS B KaTajore, KOTOPbIii
COZIEPKUT COOTBETCTBYIOIIYIO YTUJIUTY 3aIlIUATHI.

daiin .MSG nipencTapisieT co60i OOBIYHBII TEKCTOBBIN (hailsl, COCTOSI-
LU U3 YeThIpeX CTPOK. B Kaxmoii cTpoke 3amvcaHo OJHO U3 OCHOB-
HBIX COOOIIEHNI, KOTOpbIe MOKET BBIIAaBaTh BAaKIIMHA TIPU 3aITyCcKe 3a-
LIUIIEHHOW TIPOTPaMMBI, €CJTM BO3HUKHYT CIIEIYIOIIE CUTYaITVI:

e I-e coobmieHue, 3amanHoe B (aiine .MSG BbImaeTcs, Koraa:

0 AmnmapatHblii anroput™ kimoya Guardant Bo3BpalaeT HeBep-
HBII OTBET

e 2-¢ cooOIIeHME BBIIACTCS, KOTa
0 He noacoenuHeH 31eKTPOHHbIN K04 ¢ 3a0aHHbIMU 1D, HoMe-
POM TIPOTrpPaMMBI, CEpUITHBIM HOMEPOM, BepCcHeid, MacKou (ITpu
3aaHU COOTBETCTBYIOIIMX YCJIOBUIA TOMCKA)
0 B ximoue OTCYTCTBYeT ammapaTHBIA aJrOpUTM, KOTOPBIA HC-
TTOJIB30BAJICSI TIPY 3AIINATE

e 3-¢ cooOIlIeHME BbIIAETCS, KOTa:
0 MHcuepmnaH cyeT4MK 3aITyCKOB (PEKMM OTpaHUYEHMS] KOJIMYECT-
Ba 3aITyCKOB)
0 MHcuepnaHo BpeMs MCIIOb30BAHUS TIPUIOKEHUS (PEXXUM Orpa-
HWYEHUST BDEMEHU MCITOJTb30BAHMS TTPHITOXKEHMS)

0 [lpeBbillIeHO 3a1aHHOE YMCIO TOJIb30BATENEH, OTHOBPEMEHHO
paboTaroluX C 3allUIIEHHBIM CETeBbIM MPUJIOXKEHUEM B JIO-
KaJIbHOM ceTH (TOJIbKO ISl CETEBBIX KJIIOUEi)

o 4-¢ COOOLLIEHNE BbIIACTCS, KOIaa:

o0 [lpwu 3amycke 3amUIIIEHHOTO TPWJIOXEHUST BO3HUKIIA CHCTEM-
Hasl ommOKa (HEZOCTATOYHO TAMSITH, OIIMOKA pacripeneeHust
CHCTEMHBIX PECYPCOB U T. 1.

0 B zammineHHOM IPUIIOXXEHUY OOHAPYKEH BUPYC

MoxHO 3amaBaThb CBOM COOOIIEHUS AJ1s1 BaKLMHBI. JIJ11 3TOr0 HYXXHO
HanucaTb (aiil, comepxKalluii YeThIpe COOOILEHMSI Ha PYCCKOM WIM
JIpyroM si3bIKe. [[rHa OMHOro COOOILEHUsT He MO/DKHA TIPeBbIIaTh 59
cuMBoJIOB. Kakoe coobl1iieHre Hajlo M1caTh B OTIAEIbHOIM CTPOKE, OMHO
COOOILIEHNE MOXET COCTOSITh TOJIBKO M3 OMHOIM CTPOKU, MyCThle CTPOKHU
B (haiite .MSG HeIOIyCTUMEL.

[Ipu 3anmre HEOOXOMMMO yKa3aTh MMsI HOBOTO (haiijia C COOOILEHUSIMU
U, €CJIU 3TO HYXHO, ITyTh K HEMY B napaMeTpe /MSG. Eciu myTh K aii-
JIy He yKa3aH, To yTuinTa OymeT uckatb ¢aiin NwKey32.exe B TeKyiiem
Karajore.
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MNpumepsi:
Nwkey32.exe /GS2 /MSG=c:\mydir\mymesl.msg
myprog.exe
Nwkey32.exe /GS3 /MSG=mymes2.msg myprog.exe
B mepBoMm cityyae cooOlIeHUsST BakKLMHBI OyayT CuuMTaHbl U3 (paitia
MYMESI1.MSG, nHaxoagmierocs B C:\MYDIR, a Bo BropoM cityyae —
n3 daita MYMES2.MSG, Haxopmsierocss B KaTajlore YTUJIATOMN
NwKey32.exe.

3aaarb cO6CcTEEHHbIE 3BYKOBbIE COO6LIEeHns 06 ombkax:
/SND[=filename.ext]
Tvn 5NeKTPOHHOro Kto4a:
Bce
Onucame:
HpI/I BO3HUKHOBEHUM OIIMOKU 3alIUIIEHHOC MPUTIOKEHUE MOXET HE
TOJIBKO BblJIaBaTb Ha 3KpaH COO6I.[I€HI/IG, HO U IMpoUrpbiBaTb COOTBETCT-
BYIOLLIMIA 3BYKOBOI (haiiyl. 3ByKOBbIE COOOIIEHMSI 3a1al0TCSI TIPU TIOMO-
i oy /SND[=FileName.Ext].

[Mo ymomuanuto (orust /SND) UCTOJIb3YIOTCS 3BYKOBBIE COOOIICHMS,
ykazaHHble B ¢aitsie NWKEY32.SND, omHako MOXHO 3amaThb CBOM
aiin .SND crenyrommm o6pazom, Harpumep:

/SND=myfile.snd

®aiin .SND npencTapisieT cob0ii OOBIYHBIN TEKCTOBBIN (aill, COCTOSI-
uit u3 4 cTpok. B Kaxmoii ctpoke 3anuckiBaeTcss UM (0e3 yKasaHuUs
MyTH U paclIMpeHus ) 3ByKoBoro daiina *. WAV, KoTopblii OyaeTr npour-
paH TIp¥ BOZHMKHOBCHUU COOTBETCTBYIOIIEH OIMOKU. *.WAV-(aiimbt
3anuchiBaioTed B aiie .SND B ToM ke mopsiaKe, B KOTOPOM TEKCTOBBIE
coo0IlIeHrs 3anmuchiBaoTcsl B daitie *.MSG. nimHa umeHu caiiia
* WAV — He Oosbllie 8 CUMBOJIOB, KaXKI0€ MM MUILIETCS Ha HOBOM
CTpOKeE.

Daiinbl *. WAV [0JDKHBI ObITh BKTIOYEHBI B KOMILIEKT ITOCTABKM 3alllM-
LLIEHHOTO MPOTrPaMMHOIO MPOAYKTA U MIPU €r0 UHCTALISLIMK CKOUPO-
BaHbI Ty/1a, IJIe UX MOXET HalTh COOTBETCTBYIOIIast pyHKIMss Windows
— 9TO0 MOXET OBITh TEKYIIUI KaTaJloT, KaTajlor, B KOTOPOM HaXOAMUTCS
3allMIIeHHas MporpamMma, OiIvH U3 KaTanoros criucka PATH.
Mpumep:

nwkey32._exe /GS2 /SND=mysnd.snd myprog.exe

IMpumep 3amurel npunoxenus MYPROG.EXE ¢ kmouom Guardant
Stealth II. TIpy BO3HMKHOBEHUM OIHOM M3 OCHOBHBIX OILMOOK OyIeT
npourpaH cooTBeTcTBYIoIMi . WAV-daiin, 3ananusiii B MYSND.SND
(MYSND.SND HaxonuTtcst B TOM Xe KaTajore, YTo U yTUJIUTA 3allUThI).
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3aaarb BLIXOAHOM MYTh:
/OUT=nyTn
Twvin 3NEKTPOHHOrO KKoYa:
Bce

OnucaHue:

[To ymomuanuto 3ammuieHHble (haiiTbl TOMEIIAOTCs B TOT Xe KaTaJor,
B KOTOPOM HAaxOZSTCSl MCXOMHbIE (Daiyibl (IOCIeqHue TIpU ITOM Tiepe-
MMEHOBbBIBalOTCS B (aitiibl ¢ pacipeHueM .OLD). ITpu nomomniu on-
MK /OUT MOXHO 3aAaTh UHOW MyTb, N0 KOTOPOMY YTWJIMTA 3alLUThI
OyaeT nmomelaTh 3aluileHHbIe Qaitsbl.

MNpumepbi:
Nwkey32.exe /GS2 /T=2 /0UT=c:\protect
myprog.exe
nwkey32.exe /GS3 /T=2 /LBL=myprog.vks
/0UT=c:\protect myprog.exe
B o6oux ciayvasx npunoxenue MYPROG.EXE npu 3amure Oyner
ckornupoBaHo B Katajor C:\PROTECT.

3anpeTuTsb BbIBOA COOGLLEHMUI YTUIMTbI HO SKPAH:
/Q
Twn 2NeKTPOHHOro KYa:
Bce
Onucanue:
OOBIYHO B Mpoliecce paboThl YTUIUTA 3alMThl BEIBOAUT Ha SKpaH pas-
JIMYHBIE COOOLIEHMSI, KOTOPhIE IMO3BOJIIIOT OPUEHTUPOBATHCS B XOIE
BBITIOJTHEHUST TIPOLIECCa 3allMThI: MHMOPMALIMS, CYMTAHHAS U3 KITI04a,
PEXUMBI 3alTUTHI TIPOTpaMM U JaHHBIX, COOOIIEHMS 00 OIIMOKAX U T. TI.

OnHako yTUIMTA MOXKET OBITh 3amyllieHa U3 KaKoW-TO BHEIIHEH Tpo-
rpaMMBbI, MMeIoIIelt OKOHHBII nHTepdeiic. B aToM ciydae coobIeHmst
YTWJIATHI MOTYT UCTIOPTUTH MH(POPMALIHIO, BEIIaBAEMYIO BHEIITHEH TTPO-
rpaMMOM.

Jlnst 3armpera BbIBOAA COOOIIEHUIT HA SKpaH HAaO 3aIllyCTUTb YTUIUTY
3aLLUTHI C oIuuen /Q.

B ciyyae BOBHMKHOBEHUSI OIIMOKM YTWIWTA MPEPBET CEaHC 3allUThl,
a TWM OIIMOKY MOXHO OIPENEIUTD M0 KOAY BO3BpaTa.

Mpumep:
Nwkey32._.exe /GS2 /Q myprog.exe
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3apanue cnucka GAiNIOB ANA 3ALMTDI

YTunura 3a1MThl MOXET 32 OAMH CEaHC PabOThl 3AILUTUTh HECKOJIBKO
¢aitnoB. Cnivcok (aiiioB A1 3aIIUTHI TOJDKEH 3alaBaThesl B KOMaHI-
HOI CTPOKE TOCJIe YKa3aHMsI BCEX OIMLIMIA 3aIlUThI, TIPU 3TOM (haiiibl
TTOJKHBI pa3aesisiThest podesiaMu, HampuMep:

Nwkey32_exe /GN2 /PACK /V /Q myprog.exe
myprog2.exe myprog3.exe

B aTOM ciydae yTuMTa 3alMTUT (hailibl myprog.exe, myprog2.exe u
myprog3.exe, HaXOISIIMeCs B TEKYLLEM KaTajore CXXUMasi TIpy 3TOM UX
CEKIIMHU, BBITIONHSSI YCTAHOBKY 3alllUThl OT BUPYcOB. Takxke OymyT oT-
KJTIOUYEHBI COOOLIEHUST YTUIIUTHI aBTO3ALIUTHI.

Criucok (haitioB MOXKET cofepXaTh M TIOJNHBIE TyTH K HUM, & TaKXe
CHUMBOJIBL "*" 1 "?", HanpuMep:

Nwkey32.exe /GS3 c:\mydir\*._exe

Nwkey32._.exe /GS2 myexec.exe

«c:\My distrib\*.exe» c:\delphi_projects\*.exe

B nepBom ciyuae yrunuta 3ammtut Bee .EXE-daiinbl B TekyleM Karta-
Jsiore, a Bo BropoM - ¢aitt MYEXEC.EXE u Bce ucnonHsiembie (aiiisl B
KaTajiorax C:\My Distrib u C:\delphi_projects. O6patuTe BHUMaHUE Ha
TO, UTO BHI 00S13aTEJIHO JTOJDKHBI YKa3bIBATh PacMpeHust Gaiiios, co-
CTaBJISTIONINX CITUCOK (MCKITIOYEHUST COCTAaBIISTIOT (DaiyIbl TaHHBIX Oe3
pacimpeHuit), 11mbo MacKy, 3aIaHHYI0 CUMBoJIaMu =" v "?".

Ucnonbsosanme cnuckosoro ¢paiina .FIL

MokeT BO3HUKHYTh CHUTyallWsi, KOTma M3-3a OOWJIMSI TIapaMeTpoOB U
(wm) aitioB OyaeT TPEBBIIEH MaKCUMAaJIbHO AOITYCTUMBIN pa3Mep
KOMaHIHOM cTpoku. YTOOBI M30eKaTh 3TOr0, MOXKHO MUCIOIb30BaTh TaK
Ha3bIBaeMbIii CIIMCKOBBIN (haiil.
CrnmcKoBBIiA (paifyT — 3TO OOBIMHBIN TEKCTOBBIM (Daiil, MMEIOIINIA pac-
mpenue .FIL u conepxanuit cricok ¢haityioB sl 3aInThl (KOAUPO-
BaHus). Kaxaplii (haiin, coCcTaBSTIOIIMI CITUCOK, JOKEH ObITh 3aITicaH
B OTIEJBHOMN CTpOKE, MpU HEOOXOAMMOCTH MOXKHO YKa3blBaTh TMOJIHBIC
MyTH ¥ CUMBOJIBI "*" 11 "?" B (paitnax. [Iprmep conepKrMOro CIimcKoBO-
ro (haitna:

“My prog.exe”

c:\new_project\*_exe

c:\project-buh\*._.exe

c:\new_base\Module* _exe
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YT0o0BI yKazaTh YTWJIUTE, YTO OHA JOJDKHA B3SITh CIMCOK (DaiijioB U3
CITMCKOBOTO (haiisia, ero MMs Hy>KHO BIIMCATh B KOMaHIHOI CTPOKE T0-
CJle YKazaHUs BCeX OMLMIA 3alluTHI (T. €. BMECTO crucKa (ailioBs, pac-
CMOTPEHHOTO B TIPEIBIIYIIIEM ITyHKTE).
YToObI yTUIUTA CMOIVIA OTJIMYUTD CITMCKOBBIN (haii OT OOBIYHOTO, 3TOT
rapameTp KOMaHITHOM CTPOKY JIOJDKeH HAaUMHATHCS ¢ CUMBOJIA "@":
Nwkey32.exe /GS2 @myFil_fil
Nwkey32.exe /GS3 /IMPLICIT_LINKING_SUPPORT
@c:\mydir\myFfil_fil
B mepBom ciyvae caitnbl Wi 3alUTHl OyAyT B3SITHI U3 CIMCKOBOTO
¢daitna MYFIL.FIL, Haxonsiuerocst B Tekyliem Karajore. Bo BTopom
cydae yruaurta OyneT UCIosib3oBaTh crivckoBbiil ¢aiin MYFIL.FIL,
Haxomsmiics B Kataiore C:\MYDIR.

B xoMaHmHOI CTpoKe MOXHO 3alaTh HECKOJbKO CITMCKOBBIX (haiioB.
D70 yIoOHO VTSI TPYIIITMPOBKY 3alUIIAeMbIX (DaIOB IO THUTIAM:
Nwkey32._.exe /GN2 /GS3 /DEP=1234 @sklad_progs.fil
@others_utils.fil

B aToM cityyae ynoOHO MMeHa BCeX MCIIOMHSIEMbIX (DaiiioB CKIIAICKOTO
MIPUIIOXKEHUS, MOJUTEXXALNX 3amure, TIOMECTUTh B
SKLAD_ PROGS.FIL, a umeHa Bcex MPOYMX YTUIUT, BXOASIIMX B I1O-
craBky — B OTHERS_UTILS.FIL.
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Fnasa 7
Guardant Net: sawura
CeTeBbIX NPUJIOIKCHUM

Konuenuua Guardant Net

Guardant Net — 3T0 TeXHOJIOTHSI 3aIUThI CETEBBIX MPUIOKEHUIA ¢ MO-
MOIIIBIO 3JIEKTPOHHBIX Kitoueit Guardant.

OcHoBHBIMU KOMTIOHeHTaMu Guardant Net siBIIsTIOTCS:

e CeTeBoli KJTI0Y, C ITOMOIIBIO KOTOPOTO MPOMCXOIUT 3aIl1Ta
1 JINLIEH3UPOBAHUE CETEBOTO MPMIIOXKEHUST

e Cepaep Guardant Net — yruiuTa, KoTopasi ooOpadaThIBacT
M MepeiaeT 3alpochl OT KJIMEHTA K KITI0UY 1 00paTHO

o KimeHT — Konus 3alMILEHHOTO MPUIOKEHUS,

KOTOpasi odpailiaeTcs K cepBepy Kitoya ¢ yIaIeHHOTO KOMITbIoTepa
e CerteBoli MPOTOKOJ, 10 KOTOPOMY MPOUCXOIUT OOMEH

MEXIY CEpBEpPOM U KIIMEHTOM
K BaxxubiM nonsitusiM Guardant Net Takxke OTHOCSITCSI CETEBOI pecypc
KJIIOYE 1 ero pacrpezesieHue (B TOM 4ucie, pu padbote ¢ MHOTOMO-
ITTBHBIMU ITPOTPAMMHBIMU KOMITJIEKCAMM).

CeTeBbie KIOuM

Ceresble kKoun Guardant mpeqHa3HaYeHb! VIS 3AIIUATHI U JIULIEH3UPO-
BaHUsI CETEeBBIX MpUIokeHui. 1o IMeH3upoBaHUEM MOIpa3yMeBacT-
Cs1 OTpaHMYEHUE KOJIMIECTBA OMHOBPEeMEHHO padoTatoiux B JIBC kiu-
EHTCKUX TNpuioxkeHui. Llenb MULIEeH3MpOBaHWsT — 3aIlpeTUTh 3aIycK
KJIMEHTOB CBEPX pa3pellieHHOro pa3paboTyvkoM KomuuecTsa. Pecypc
JIMLIEH3WI 3aIUChIBAETCSl Pa3paboOTYMKOM B MaMsITh CETEBOTO KIHOUa
Guardant.

JInist 3alIUThl U JIMLIEH3UPOBAHMSI CETEBOrO MPOMAYKTa JOCTATOUHO MC-
OJIb30BaTh OJMH ceTeBoil Koy Guardant Ha BCIO JIOKATbHYIO ceTh. OH
MOXET ObITh YCTAHOBJICH Ha JTI00YI0 pabovyIo CTAHLIMIO W CEpBEp.
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K ceTeBbIM KiTI0UaM OTHOCSITCS CJIEaYIOIINEC MOOCIIN:

Mogenb OCHOBHbIE XapaKTepUCTUKn

Kntova O6bem WuTep- | AnnapaTtHble LMS |Protected |TRU
namstm | deiic anropuTMbl Items

Guardant Net 111 | 2048 K6 USB GSI164; HASH64, RND64 | +™ + +

Guardant Net 11 256 K6 USB, LPT | GSI164; Stealth | + - -

Guardant Net” 256 K6 USB, LPT | Stealth | + - -

CeTeBoM pecypc KnioueH 1 ero pacnpepgeneHme

Kaxplii ceTeBoii K104 001anaeT onpe/eeHHbIM CETEBbIM PECYPCOM,
KOTOPBIi TIO3BOJISIET OTPaHUYMBATh YHCIIO OTHOBPEMEHHO 3aITyIeHHBIX
KeHTOB. CeTeBoi pecypc KiItoua MOXKET PacTpe/IeysAThCs Mo pabounm
CTaHIIMSAM WY KOIUSIM TIpUyIoxkeHus (HaurHasi ¢ Bepcun [10 Guardant
5.1), B 3aBUCUMOCTH OT pelliaeMoii 3a1aun.

J11st MHOTOMOYJIbHBIX TIPUJIOKEHUI UCTIONB3YeTCs CUCTEMa yIpaByie-
HUS JIMLICH3USIMU, KOTAA KAXIOMY MOMYJIO NPWIOXEHUs JTOTOTHU-
TEJIbHO ITPYCBAUBAETCS OTAEJIbHBIN CETEBOM PECYPC JIULICH3UN.

CereBoii nporoxon

CerteBble K1roun Guardant MOTYT paboTaTh B JIIOOBIX JJOKAJTBHBIX CETSIX C
uHtepdeiicamu TCP/IP u NetBIOS. OnHako Kimo4 U cepBep Kitoua
JOJDKHBI OBITh YCTAaHOBJIEHBI Ha KOMITbloTepe mox yrpasieHuem OC ce-
MmerictBa Windows.

Cepsep Guardant Net

3aluieHHbIe CeTeBbIe TPUIOXKEHUST He MOTYT 00paIaThCsl HEITOCPe/I-
CTBEHHO K CeTeBOMY KJtouy. CBSI3YIOLIMM 3BEHOM MEXJIy 3alllUILEeH-
HBIM MPUJIOKEHUEM (KIIMEHTOM) 1 CETEBBIM KJTIOUOM BBICTYTIAET CIICIH-
albHas yTWIMTA — TIporpaMMHbIii cepBep Guardant Net (¢aiin
GrdSrv.exe). CepBep obecrieurBaeT IMPOXOXKIEHNE 3aITPOCOB OT KIIMEHTA
HETIOCPEICTBEHHO K KJIIOUY U 00paTHO I10 MPaBUjIaM CETEBBIX IPOTOKO-
J0B TCP/IP unu NetBIOS.

Baxxnasa nndopmauus

Cepeep Guardant Net omkeH GbITb 3arpy>keH Ha TOM XXe KOMMbIOTEpE, K KOTOPOMY
MOACOEAMHEH CETEBOW 3NEKTPOHHBIN KITHOY.

B onnoit nupexkTopuu ¢ GrdSrv.exe 10JKeH HAXOAUThCSI KOH(pUTYpaLy-
OHHbIN aiin GrdSrv.ini, B KOTOPOM XpaHSTCS HACTPOIKM cepBepa
KJTIOUa.

" Tone Tuma «3auIMieHHast SeiiKa», B KOTOPOM, KPOME PECypCOB MOIYJIEl MHO-
TOMOTYJTLHOTO TIPYJIOKEHMST XPAHWUTCS peaTbHbIIA CETEBOM pecype KITioda

" He Bbimyckaercs ¢ 2005 rona
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Knuenr Guardant Net

3alnIIeHHOE aBTO3aIUTOM WK TTpy TToMmot pyrKimii Guardant API
npuioxeHue (keHT Guardant Net) pu 3armycke JOJDKHO HaliTH cep-
BEp KJII0Ya U 3aperucTpUpOBaTbCS HA HEM, YTOObI MPOIOJIKUTh padoTYy.
B kauecTBe KJIMeHTa MOXKET BbICTYNaTh KakK KOIUSI MPUIOXKEHMS, TaK U
paboyvast cTaHIMs (B 3aBUCIMOCTH OT CXEMBI PacIpele/IeHHsI CETEeBOTO
pecypca kmoua). KaxaoMy KIMEHTY Tociie pervcTpalyd Ha cepBepe
KJTIOYA BBIAEIISIETCS €AMHUIIA CETEBOTO pecypca.

Jlns padotel KmeHTa Guardant Net He TpeOyeTcsl ycTaHOBKa JipaiiBepa
Guardant, T. K. KIMEHT He oOpalliaeTcs HEMOoCPeACTBEHHO K Kimody. B
OITHOI TUPEKTOPHU C KIMEHTCKUM TIPUIOKEHUEM JODKEH HAXOMUTHCS
KoH(purypauyonHblii daitn GnClient.ini, B KOTOpOM XpaHATCS Ha-
CTPOMKU KJIMEHTA.

MpuHuyun pabéorsbl ceresom 3awmurtsl Guardant

it paGoThI 3aIMIIIEHHOTO TIPUIOXKEHUST B JIOKAJTLHOM CETH HEeOoOXO-
IMMO U IOCTAaTOYHO YCTAaHOBUTDH OIVH CETEBOU JIEKTPOHHBIN KITIOY Ha
JMO0YI0 pabouyIo CTAHITUIO WU CEPBEp.

Paboty ¢ 2/eKTpOHHBIM KJTIOYOM IO CETU 00ecIrieuyrBaeT KJIMEHTCKast
(Guardant Net API u/nmm «BakiiMHa» aBTOMAaTUUECKOM 3aIIUTHI) U CeP-
BepHas (cepBep Guardant Net) yactu 10 Guardant. [y cBA3u Kiu-
eHTCcKoi 1 cepBepHoii yacteit [10 Guardant Net He0OX0IMMO HacTpO-
UThb KOHbUrypaimoHHsle ¢aitibl kiueHta (GnClient.ini) U cepsepa
kmoua (GrdSrv.ini).

KnuenTckoe
npunoxeHue

API Guardant

Cepsep Opaiisep <:::> Kriiou
:> CeteBas | 4 N Guardant Net <)::> Knoya Guardant
Yyactb \,—‘/
API

[pu 3amycke cepep Guardant Net cAUTHIBAET 1 3alIOMUHAET CETEBBIE
pecypchbl U Ipyrue napameTpbl KIHouei, MoACOeNMHEHHBIX K JaHHOMY
KOMITBIOTEpY. 3allMIIEHHbBIN KIIMEHT, YTOOBl HAYaTh PaboTy ¢ KIIIOUOM,
NOJKEH 3aperuCTpUpOBaThCsl Ha cepBepe (BBIMOJHUTH (DYHKIUIO
GrdLogin). B nporuecce pervcrpaly KjveHTa cepBep MpoBepsieT, Mol -
COEIIMHEH JIM K KOMIThIOTEpY KJTIOU C 3alpaliiBacMbIMU TTapaMeTpaMu,
¥ YMeHbIIIaeT Ha | 3HaYeHue ero ceTeBoro pecypca. B mpoTuBHOM city-
Yyae OH BO3BpAIllaeT KIMEHTY OLIMOKY «DJIEKTPOHHBINM KIIOU He Haii-
neH». Tlocie ycrenHoi perucTpaiuy MpUIoKeHWe MOXKET BHITTOHSATh
C KJIIOUOM BCE JIOCTYIHbBIE onepaiuu. [1pu 3aBepiieHnu cBoeit paboThbl
TIPWJIOKEHNE CHUMAeT CBOIO PETMCTPAIIo C cepBepa (BBIMOIHSIET
dynkuuio GrdLogout). B mpouecce cHATUS perucTpalydud Mpou3BO-
JTUTCS BO3BpAT (yBeJIMUYEeHUE Ha 1) CeTeBOro pecypca COOTBETCTBYIOLIE-
To KJIIova.

197



PykoBoacTeo nonb3oBatens, Yacts 1

Ecnu xnueHT 3ampaiivBaeT peructpaiuio Ha cepBepe Guardant Net B
TOT MOMEHT, KOTla CETEeBOM pecypc Kioya yxe ucuepraH (paseH (),
CepBep BEPHET COOTBETCTBYIOLLYIO OIUMOKY, Y JaHHAs! KOIHSI TIPUIIOKe-
HUS He OyJeT 3arylleHa.

Baxxnas undopmauus

CeTeBble PECYPChbl KOPPEKTUPYIOTCS HE B MaMsITU KItoYel, a B MaMsiT cepeepa. ITo AaeT
rapaHTWI0 COXPaHHOCTH CETEBOMO pPecypca Kiloya Mpy annapaTHbIX c6osiX B CETH, «MOABW-
CaHUM» paboumnx CTaHLMM U T. M.

CeTeBoiM pecypc knoua

YHucio oMHOBPEMEHHO PAa0OTAIOIIMX KIMEHTCKUX MPUIOXKEHWI orpa-
HMYMBAETCSI CeTeBBIM pecypcoM kimodeir Guardant Net 111/ Net 11/ Net.
HeobxomuMo paznnuaTth mMakcumaabHvlii Vi peassHuiii CETEBOI pecype
KJTIOYa.

MakcuMasbHbIN CETEBOI pecypc MpOrpaMMUpYeTcsl KOMITaHUeN «AK-
THB» Ha 3Tarle MpearpoaakHOM MOATOTOBKH CETEBOTO Kilto4ya. 3HaYCHME
MaKCHMaJIbHOTO CETEBOTO pecypca COIepsKUTCS B IMaMSITH KJTIOUa I10 afl-
pecy 19 (SAM) 1 He MOXeT OBbITh M3MEeHEeHO. Bo3MokHbIE 3HAUCHUS
MaKCHMaJIbHOTO CeTeBOro pecypca: 5, 10, 20, 50, 100, 6e3 orpaHUYEHUI.

PeanbHbI CETEBOI pecype MPOrpaMMUPYETCsl Pa3pabOTIMKOM IEpe
repefadeii 3alUIIEHHOrO PUIOXKEHNS U KIII04a KOHEYHOMY I10JIb30-
Bartesi0. 3HauUeHKe PealbHOTO CETEBOTO PECypca COMEPKUTCS B MaMSITH
KJTIOYa:

Mopenb ceTeBoro MecTononoxeHue peanibHOro CETeBOro pecypca
Koua
Guardant Net 111 MepBblit MOAYNb TabnuLbl IMLEH3MIA. 3HaUeHWe pecypca AybnupyeTcs B

cyetunke N22 (38 SAM (8 UAM)) nocne co3paHus Tabnuupbl NMLEH3uN.

Guardant Net 11/ Net Cyetunk N22 (38 SAM (8 UAM))

PeanbHEI ceTeBOI pecypc paBeH YUCITY OIIAYeHHBIX KOHEYHBIM TT10JTh-
30BaTe/ISIM JIMLIEH3WI Ha WMCIOJIb30BAHUE TIPUJIOKEHUSI U HE MOXET
OBITH 0OJIBLIIE MAKCMMAJILHOTO CETEBOTO pecypca Kiioya.

M3meHuTh 3HaUEHUE PECATBHOTO CETEBOTO pECypca MOXKHO:

Cnoco6 MNMopsipok aenlcTBui
C nomouubio | Guardant BbinonHuTe koMaHay MeHio PepaktupoBaTb | [lo6aBuTb none,
GrdUtil.exe | Net Il1 BbIGEpUTE TUN NONS «Tabnuua NUUEH3WIT», BbiaenuTe Moaynb «O6-

LUMIA pecypc KntoYa» v 3agaliTe ero 3HauyeHue (No ymonyaxwuio 5). Mo-
Cne co3aaHus Tabnmubl IMUEH3UI 3HAUEHNE PeasibHOro CETEBOrO pe-
cypca byAeT aBToMaTMyeckn npoaybnmMpoBaHo B none «Cyetdumk NO2s»

Guardant Boigenute none «Cuetumk N22», yCTaHOBWUTE HOBOE 3HayeHue
Net 1/ Net | n BbIMONHMTE KOMaHAy MeHio Kntou | 3anucb
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Cnoco6 MNMopsaok aeicTBuii
n3 Guardant Co3zpgalite B NamMsaTvt Kitoda Tabnuuy nvueHsuit (M. dopmat Tabnuubl
npunoxe- | Net 111 NMLEH3WI) U 3afjaliTe 3HaYeHne NepBoro Moayns Tabnuubl

Hua

(T. H. «O6LWMIA pecypc KoYa»).
Mpoay6nupyiiTe 3T0 3HayeHue no aapecy 38 SAM (8 UAM)
C nomoulblo KoMaHAabl GrdRead.

Guardant 3anumTe koMaHgon GrdRead HOBOe 3HaueHue Mo agpecy 38 SAM
Net 11/ Net | (8 UAM)

Pacnpeaenenue ceTeBbiX pecypcos

B niporpammuoMm obecrieueHry Guardant BepcHii 5.X ceTeBble JIMLIEH3UU
MOTYT PacIpenessATbCs MO padOYUM CTAHLIMSAM WM 110 KOIUSM MPUJIO-
xeHust. Oba crocoba UMEIOT CBOM OCOOEHHOCTU U TIPUMEHSIIOTCST [UTST
peleHust pa3InyHbIX 3a1a4. K mpuMepy, pacripeneneHue JULEH3UI 1o
KOMUSM TPUTIOKEHUS (X9HUIaM) XOPOIIIO TOAXOAUT ISl UCIIONIb30Ba-
HUS Ha TEPMUHATTBHOM CepBepe.

Pacnpepenenue ceTeBbiX PECYPCOR Mo pabounm craHuuam

Ipu pacnipeneneHn ceTeBBIX PECYPCOB KITI0Ua MO PabOUYMM CTAHLIUSIM:

1. CeteBoli pecypc Kitoua yMeHbIIaeTcs Ha 1 TOJIbKO MpU 3arycKe mnep-
BOI KOTTMY 3alUIIEHHOTO MpUiIoXeHus. Eciu ¢ 3Toro e KoMITboTepa
3aITyCKaTh HOBBIE KOTIMH TOTO K& TIPYIIOKEeHMSI (OO IpyTue prtoxKe-
HUsI, IPUBSI3aHHBIE K TOMY Xe KITIOUy), CETeBOI pecypc Kilova yxe He
OyzieT yMEeHbILAThCS

2. CeTeBoii pecypc Kimroya Bo3BpaliaeTcs (yBEeIMIMBAETCSI Ha 1) TOJIBKO
10 3aBeplIeHNN PabOThI MOCIEAHEW KOMUHU 3alUIIEHHOTO MPUIoXKe-
HMSI, 3aITylIeHHOM Ha JaHHOM KoMiIibloTepe. [Ipu 3ToM mopsinok, B KO-
TOPOM ObUIU 3aMyILIEHbI KOITUU, HE UMEET 3HAUCHUSI.

3. Eciin KOMIbIOTEpP C 3aIlyIleHHbIM Ha HEM 3allUIIEeHHbIM IPUIOXKe-
HHEM «3aBUC», TO JIMIIEH3UsI, BbIIEJICHHAs] KOMITBIOTEpY, Ha 15 MUHYT
OCTaHEeTCsI 3aKPeIUIeHHBIM 32 HUM. C 3TOro KOMIIbloTepa MPUIoKeHe
MO-TIPEXXHEMY MOXHO OYJIET 3aIyCKaTh, OHAKO 3TO yXe He MOBJIeYeT 3a
€000 M3MEHEHMSI CETEBOTO Pecypca KiIoya.

Pacnpepenenue ceTeBbiX PECYPCOB MO KONUAM NPUIOKEHUS

[pu pacripeneseHNN CETEBBIX PECYpPCOB KIT0Ua MO KOIMUSIM TTPHJIOKE-
HUS (X3HIIaM):

1. CeteBoli pecypc Kiroua yMeHbIlaeTcsl Ha 1 Mpu 3amycke Kaxaoil Ko-
MWK 3alIUIIEHHOTO TIPWIOXEHUS, HE3aBUCUMO OT TOTO, 3aITylICHBI JIU
HECKOJIbKO KOIWIA Ha OMHOM WJIM Ha HECKOJIBKUX KOMITBIOTEPAX.

2. CeteBoil pecypc Kimo4a Bo3Bparaercst (yBemmauBaeTcst Ha 1) 1o 3a-
BepIIeHNN PabOTHI JTIO0ON KOTMH 3aIWIIEHHOTO TIPYJIOXKEHUS, 3aITy-
LIEHHON Ha JII00OoM KoMIlbloTepe B cetu. [Ipu aTOM MOpsinok, B KOTO-
POM ObUIH 3aITyIIEHbI 3TU KOITUY, HE UMEET 3HAYECHMSI.
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3. Ecnu 3ammmitieHHas: KOS MPUIOXKEHUS «3aBUCIIa», TO JIMLIEH3US, 3a-
XBaYeHHAs 3TOM KOmuei, Ha 15 MUHYT OocTaHeTCsl 3aKperUieHHbIM 3a
Hell. C 3Toli paboueil cTaHIMY TIPUIOXEHNE MO-TIPEKHEMY MOXHO Oy-
IIET 3aITyCKaTh, IPUIEM 3TO BIICUET 32 COOOI YMEHBIIIEHE CETEBOTO pe-
cypca Kimova (Kaxkast 3armylieHHast KOTIHsI 3aXBaThIBAeT | JINIICH3UIO).
Baxnas undopmauus
Mpy pacnpeneneHnn CeTeBbIX PECYPCOB KItOYa MO X3HA/IaM Heo6X0AMMO MMETb B BUY,
YTO 3arycK HECKONbKWX KOMMUI OfIHOrO MPUIOXEHNUS! HA OAHOM KOMMbIOTEPE MOXET MpH-
BECTW K HeorpaBAaHHOMY pacxofoBaHUIO CETEBbIX PECYPCOB.

BouicBo60o)XaEeHME 3UBUCLUMX IMLEH3UN

3aBucaHue JULEH3UI Ha cepBepe KIItoua — 3TO paclpoCTpaHeHHas CU-
Tyalusi, IPU KOTOPOW €IMHMIIA CETEBOTO pecypca Ha BpeMsl OCTaeTcsl
3aKpeTUIeHHON 3a paboueil CTaHLIMel WU Komvel MpUIOXKEeHUs rocye
WX 3aBUCAHMS UM HEKOPPEKTHOTO 3aBepIlieHNs paboThl. B aTOM citydae
B pe3yibTare c0os1 He BhimoHseTcs onepauus GrdLogout, u ceaHc cBs-
3M C CEpBEPOM He MpeKpalaercs rocje (hpaKTUIeCKOro 3aBepICHMS
padoThI MPUIIOKEHUSI.

B cereBom 1O Guardant peann3oBaH MeXaHU3M BBICBOOOXKICHUS 3a-
BUCIIMX JMLEeH3U. KiMeHTCKoe MpuioXeHue MpOM3BOIUT Peryssip-
HbI, KaK MUHMMYM, OJIMH pa3 B 5 MUHYT, orpoc cepBepa Guardant Net.
CeaHc CBSI3Y C TIPWIOKEHNEM, He OTIIPABUBIIIM JaHHBIE B TeUeHUE 3-X
MHTEPBAJIOB MEXIy OIPOCaMU, TIpeKpalaeTcsl, a JaHHbIA KIUEHT TT0-
MeUaeTcsi B KOHCOJIM CepBepa KaK «HEAKTHUBHBIN» (BBIIEISIETCS CEPBIM
1BeToM). T. 0. JIMIIEH3USI CTAHOBUTCSI CBOOOMHOI yXe uepe3 15 MUHYT
TTOCJIe 3aBUCAHMsI, HO TIPY 3TOM MHMOpPMAIMS O HEaKTUBHOM ITOIKITIO-
YEHHMH OCTAeTCsI B CIIMCKE KITMEHTOB.

JIvtieH3us1, CMOb30BABILASICS HEAKTUBHBIM KJIMEHTOM, JIMOO BO3Bpa-
1aeTcst MpeskKHeMY KIIMEHTY MPHY TTOBTOPHOM perrcTpaliiy Ha cepBepe,
100 TepeaaéTcsi HOBOMY KIIMEHTY, €CJIM TOMY He XBaTaeT CBOOOTHOM
JIUTICH3UN.

Baxnas nndopmauus

1. Heo6xoaMMO yuUTbIBaTb, YTO B OKHE CEpBEpa MOMMMO TEKYLLMX aKTUBHbBIX MOAKIHOYE-

HUI Taloke 0TOBPAXAIOTCS BCE HEAKTVBHBIE KNTMEHTbLI C MOMEHTA 3arycka cepBepa. 3To He

03HaYaeT, YTO KaXAbl HEAKTUBHBIA KIMEHT 3aHUMaeT B [aHHbI MOMEHT eauHULY ceTe-
BOro pecypca. B faHHOM cryyae, 3T0 BCero nub cBoeobpasHas UCTOpUst MOAKIIOUEHUI K
cepsepy.

2. MiHdopMaLms 0 3aBUCLUIMX COEANHEHUSX YAANSETCS aBTOMaTUYECKM Yepe3 1 cyTku um
6orbLue (cM. napameTp BadClientKillTimeout B caiine GrdSrv.ini).
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Tabnuua nuueHsum

[t TUiIeH3MPOBaHKSI MHOTOMOTYJTBHBIX TIPYIIOKEHMIA TTpeTHa3HauYeHa
cnieumaibHast TexHonorust Guardant — cucmema ynpaenenust AUYEH3UAMU
(LMS — License Management System).

B a1OM citydae, moMumMo o6111ero (peaJbHOrO) CETEBOTO pecypca Kiroya
OTIEJIBHBIN CETEBOM pecypc HA3HAYAETCS KaXIOMY MOIYJIIO ITPOrpaMM-
HOTro KOMIUIeKca. B maMsTu Kitoya J0JDKHO ObITh CO3aHO CIeLMaIbHOE
TroJie Trtia « TabJuIa TUIeH3Mil», KOTOPOE CONEPXKUT 3HAYECHUE CETEBO-
TO pecypca Mo KaXaoMy MOIYIIIO.

Baxunas undopmanuus

Ans kniouei
T. K. B HeM X|

Guardant Net 111 HanMuMe TabnuLbl IMLEH3MI 06s3aTENBHO B NIOGOM Crydae,

PaHUTCS 3HauYeHVe peasibHOro CETEBOMO pecypca Kitova.

ITpu ucnosb30BaHUM TAOJIULIBI JTULIEH3UIA TIPOUCXOAUT ABYXYPOBHEBbIN

KOHTPOJIb JIMLIEH3U:

1.  OOGuiee KOJaM4ecTBO padoUYMX CTAHLUWM MU YUCIIO OIHOBPEMEHHO
3aMyIIEHHBIX KOMWN TIPWIOXeHUs1 (B 3aBUCMMOCTH OT CIocoba
pacnpenesieHysI), OrpaHUYMBACTCA pealbHBIM CETEBBIM PECypCcoM
KJTIoua

2.  KommuecTBo pabounx CTaHIMI, HA KOTOPBIX OMHOBPEMEHHO MC-
TTOJIB3YETCST OMPENEICHHBI MOMYIbh TTPOrpaMMbl, WM OTHOBpE-
MEHHO 3aMyIleHHbIE KOTTMU OMpPENEJICHHOTO MOYJIS (B 3aBUCHMO-
CTH OT criocoba pacrpeae/ieHUsI CETeBOIO pecypca), OrpaHMYMBa-
€TCSl PeCypCcOM 3TOr0 MOAYJIsl (3HAYEHUE COOTBETCTBYIOLLETO Oaii-
Ta TabIULIbI JIULICH3UIA)

[Ipu 5TOM 3HaYeHME PeaTbHOIO CETEBOIO pecypca MOXET He COBMaaaTh

C CYMMOI1 pecypcoB JIMLIEH3WIA BCeX MOAYJICHA.

3alyileHHOe TIPUWIOXKEHUE COCTOUT U3 4-x MomyJeit: bByxranrepus,
[Mepconan, Mapketunr, baza npomax.

PeanbHblIii ceTeBOit pecypc KiTova paBeH 15.
Pecypc kaxmoro MomyJisi ykazaH B TaOJIUIIe:

Mopaynb Pecypc moayns
Byxrantepus 5

MepcoHan 6

MapkeTuHr 3

ba3a npoaax 10
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Mo pa6oumnm craHuuam

Monynu npuaoXeHUs MOTYT paboTaTh Ha 15 pabounx CTaHLIMSIX OIHO-
BPEMEHHO B JIIOOOM COYETaHUU, HO KOJTMYECTBO KOMITBIOTEPOB, Ha KO-
TOPBIX PaboTaeT KaKoN-11M00 OOUH MOMY/b, HE MOXET MPEBBILIATh pe-
Cypc 3TOro Moy (T. €. He 0oJiee 5 KoMIbIoTepoB Wit byxranrepuu, He
oonee 10 — w1 bas mponax u T. 1.)

Ecnu Ha omHOM KOMIIBIOTEPE 3alyLIEHO HECKOJIbKO MOAYNIEH, Halpu-
Mep, byxranrepusi, MapketuHr u ba3za nponax, To peajbHbII CETeBOM
pecypc Kirova yMeHbIIaeTcst Ha 1, Takke Ha | yMeHBIIIaeTcst pecype Ka-
KJIOTO M3 TUX MOZYJIEH.

Mo xonuam NPUIICKeHnA

OnHOBpeMEHHO MOTYT paboTath 15 KOt MOIyJIeil IPUIIOXKEHMS B JTHO-
0GOM cOoYeTaHUM, HO YMCJIO 3aITyIIeHHBIX KOITHii OMPEIeICHHOTO MOYJIst
He MOXeET MpEeBbIIATh ero pecypc (T. e. He 6onee 5 konuii Byxrantepuu,
He 6ojiee 3 — MapkertuHra, He 6osnee 10 — ba3 mpomax u T. 11.).

Ecnu Ha KoMITbloTepe (MM HECKOJIbKMX KOMITbIOTEpaX) OyIeT 3aImylie-
HO, Harpumep, 4 Kormuu byxranrepuu, 3 — Mapketunra u 2 — basbl
TPOIaX, TO peabHbII CeTeBOI pecypc Kioya yMEHbLIUTCS Ha 9, a pe-
CypC KaXI0ro MofayJsi OyIeT YMEHBILEH MO YKMCTy 3aIyLIEHHbIX KOMUii
IUTST TAHHOTO MOITYJTSI.

CozpanMe M NCNONB3OBAHME TAGAMLbLI NMLEH3UN
I[J'IH MCITOJIb30BaHUA CUCTEMBI YIIPAaBJICHUA JIMIICH3UAMUA HCO6XOI[I/IMOZ

1) Coznarh B maMsITd Kiwoua mnoje «Tabauua JuiieH3uil», B KOTOPOM
OTIPEIEeTUTH KOJTMIECTBO MOMYJICi, X pecypChl JIMIIEH3UIA, a TakkKe J10-
TTOJTHUTEITEHBIC ITapaMeTPhI

2) DKcnopTrpoBaTh MapaMeTpbl TabIMIIbI TULIEH3UI B (haill HacTpoek
GrdSrv.ini

3) I1pu ucnons3oBanuu Guardant API:

e YKazaTb HOMepP MOMIYJISI TAOJUITHI JIMIIEH3UI B ITapaMeTpe
dwModuleLMS dynkimu GrdLogin

e Vkasarb cienymoiee 3HadeHus ¢uara dwlLoginFlags pyakimm

GrdLogin:
e  GrdLM_PerStation — mpu pacrpeneieHHd CETEBBIX PECYPCOB
o paboYMM CTAaHLIUSIMU

e  GrdLM_PerHandle — npu pacnpenesieHnM CETEBBbIX PECYPCOB
TT0 KOIUSIM TIPYITOXCHMST

202



maBa 7. Guardant Net. 3alumTa CeTEBbIX MPUIOXKEHNI

4) ITpu aBTOMATUYECKOM 3allINTE:

e 3aneiicTBoBaTh OMUMIO /MN=XX, T1I¢ XX — HOMEDP MOJYJIsI TAOJULIbI
JuueHsuit (um napametp Mactepa aprozaiuuTsl «Mcnonb3oBath
CUCTEMY YTIPABJIEHUST JTULIEH3USIMU» )

e 3azeiicTBoBaTh onuuio LOGIN_MODE=[H, S], rne H — pacnpene-
JIEHUE CETEBBIX PECYPCOB MO X3HUIaM (KOTHUSM MPUIOXKEHUS), S —
pacnpeneieHUe CeTEBbIX PECYpCOB MO pabOUYUM CTAaHLIUSM

Dopmar TabnuLbI AMLLEH3NIH

Jlns cozmanus TabauLbl IuLeH3ui ¢ momoibio Guardant API Heo6xo-
MO 3HaHMe ee hopMara.

Anpec TaOIULIBI JIMLIEH3WI B MaMATU KJIOYa OMpe/esisieTcs Mo 3Have-
HUIO, yKa3aHHOMY B I1oJie kmTableLMS (29 SAM).

3arosi0BOK TabJIMIIbI UMEET pa3Mep 2 Gaiita.

®Dopmar rabnuus! nuuensui (LMS) Guardant Net 111

Jnsa Guardant Net 111 Hamuyue TaGauLbl IULIEH3UI HEOOXOAUMO B JTIO-
OOM ciTydae, T. K. B Heli XpaHUTCSI peaJIbHBIN CETEBOI pecypc Kimoyva. Pe-
aTbHBIN pecypc KIIoua JIEXXUT B IMepBoOM 1o cueTy 3anmucu LMS. 3a Hum
CJIeMYIOT 3aMKCH C PecypcaMu MOIYJIEH.

Tab6mmma muensuit B Guardant Net 111 ripencrasnser co6oii YacTHBIN
Cydail 3alllMIIeHHOM s4eiiku (cM. omucaHue dopMaTa JeCKpPUITOpa
3alIUIIEHHOM SIYeKU B yacT 2 PyKOBOJCTBA MOJIb30BATEIs).

®opmar Tadmuupl tunensuit’ Guardant Net 111

Appec | Pasmep 3HaueHue KomMeHTapum
0000h 2 bGaiiTa LT CurHaTtypa Tabnuupl
0002h 2 6anta 0x0510 Bepcwsi Tabnuubl
0004h 4 Gaitta CRC KoHTponbHas cymma Tabnuupl, noacyMTaHHas npu
nomotm GrdCRC ot -1
0008h 2 baiita LMS_FLAG_LICENCE_ | ®naru Tabnuubil.
SIZE_2BYTES LMS_FLAG_LICENCE_SIZE_2BYTES ycTaHOB/€H,
€cnv pasMep 3anucy — 2 6aiiTa, Hade -1 6anT
0010h 1 GaiiT KonuuecTBo 3anvceit OrpaHnM4eHo MakcuMMasbHbIM pa3MepoM AaHHbIX B
Tabnuubl 3alUMLLEHHON A4elike, obLmin pasMep LMS He
MOXET MpEBbIWATL 254 6anTa.
0011h 5 6aiiToB | 3ape3epBMpOBaHO He ncnonb3yetcs
0016h 1vm 2 0-255 nnmn 0-65535 PeanbHbIl ceTeBoW pecypc Kntova
6avita
0017h 1vm 2 0-255 nnn 0-65535 0-1 Mogynb LMS
mnm 6avita
0018h

" Conepxumoe nosist 1s_K|[] 3aruuiieHHoit sueitku (cM. PyKoBoIcTBO nosib3oBaTess,
yacThb 2, miasa 10, «/IeCKpUIITop 3alMILIEHHOM SYEKI»).
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[Ipu porpamMMupoBaHny Kioda B mojie «Cuetynk No2» HeoOXomMMo
MPOMNKUCATh 3HAYEHUE, PABHOE 3HAYEHUIO OCHOBHOTO pecypca B TabJIuie
JULEH3MI, T. K. «Cuyetynk No2» HyKeH YTWJIMTaM JUAarHOCTUKUW JIJIsT
oTobpakeHus1 THGOPMaIK O KITIoYe.

Dopmar rabnuus nuuensuii Guardant Net 11/ Net

g xmoueit Guardant Net 11/ Net Hammave TaGIUITB! TMLIEH3UI 005s13a-
TEJIbHO TOJIBKO B TOM CJTy4ae, €CJIv MPUIOKEHUE UCTIOb3yeT MHOTOMO-
IYJIbHOE JINLIEH3UPOBAHUE.

3nech TabMIIA JIMIIEH3WIA OTBEYAeT TOJIBKO 3a Pecypchl MOMYJICid, Oc-
HOBHOM PeCypC CETEBOTO KITIOYA JIEXUT B cueTurike GP2.

®opwmar Tabmuirer Guardant Net 11/ Net:

Anpec

Pasmep | 3HaueHune KommeHTapum

0000h

1 6ant Pazmep mMoayns Ecnm cTapwuin 6uT 6aiiTa ycTaHoBneH B 1, To

+ KonnuecTso 3anuceil | Pecypcobl Mogynei umetoT pasmep — 2 GaliTa,
B Tabnuue MHaue — 1 6aiT. OcTanbHble 7 6UT copepxaTt
KOIMYECTBO 3anucen oT 1 Ao 127 unu Ha-
CKOMbKO XBaTUT NamMsATV Ktoya. [ns cTapbix
K/IMEHTOB B HOBOM CepBepe MOXHO MCMOsb30-
BaTb SIMLIEH31POBaHUS MO KOMUSIM MpUIoXe-
HUSI, eC/n B CTapLiem 6ute Moayns ykasaTb 1.
Tak 128 — NMUEH3MpoBaHMsi N0 OCHOBHOMY
pecypcy B peXxuMe SIMLEH3MPOBaHWsS MO KOnu-
aM. 129 — moaynb N0 no konusMm u T.4.

0001h

1 6aint

3ape3epBupoBaHO

He ncnonb3yetcs

0002h

1wvm2
6alita

Pecypc 0-ro moayns

Pasmep MoXeT 6biTb 1 unum 2 6aiTa (Makcu-
MasnibHOe 3HauveHue 255 1 63355 cooTB.), Cre-

AyoLLAs 3anncb NEXMUT NPAMO 33 AaHHOM 3a-
nucblo. ECnn ykasaH MakCMManbHblii pecypc,
TO PECYPC MOAY/NS CYUTAETCS HEOrPaHUYEH-

HbIM.

0003h
nnn
0004h

1vm 2 Pecypc 1-ro moayns AZpec 3aBMCUT OT pa3Mepa 3anucu
6aiita

"OAAep)K"BﬂeMble CeTU M NPOTOKO bl

Certesble kimtoun Guardant MOTYT paGoTath B JIOOBIX JIOKATBHBIX CETSIX C
uHtepdeiicamu NetBIOS u TCP/IP. OnHako cienyeT yduThIBaTh, YToO
cepBep Guardant Net gasiercs Win32-npuioxXeHUeM, MO3TOMY OH
JOJKEH ObITh 3arpykeH Ha cepBepe Wi paboueil craHLuu, paboTato-
weit mon ynpaeneHuem OC cemerictBa Windows.

Baxxnas nndopmauus

B 60MbLUMHCTBE CTy4aeB MOXHO peKOMeHAO0BaTb OTK/IoUeHMe NpoTokona NetBIOS B KOH-
urypaumoHHbIx dhaiinax KmMeHTa u cepeepa M paboTy TosbKo Mo NpoTokosty TCP/IP.
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CereBoe nporpammHoe obecrieueHre Guardant Net moanepkuBaeT ce-
TeBbie MpoTokoJibl TCP/IP u NetBIOS (vu 11060i1 ero amysiTop):

Twvn MoppepxMBaeMblii ceTeBoW NPOTOKON
NpWIOKeHNs | tcp/|p NetBI1OS

Win32 + +

Winl6 + +

DOS - +

B j10KaJIbHOI CETU HOJDKEH OBITh HACTPOEH XOTsI ObI OMUH 13 YKA3aHHBIX
MPOTOKOJIOB, B IIPOTHBHOM CJIydae cepBep KJIoua BhIIACT OLIMOKY THIIA
«[TpoTokon He HaliIeH».

st padoter ¢ TCP/IP u co3manus obiero nHTepdeiica 1t 000UX TH-
OB MPOTOKOJIOB UCITONIb3yeTCs amMyssiiust komaHa NetBIOS mocpenct-
BoM WinSock. Ha 6oniee BbicokoM ypoBHe TCP/IP npeacrasinsieTcst Kak
otaenbHblii NetBIOS LANA (1. H. TCP-LANA), KOTOpBIif MOXKHO HC-
OJIb30BaTh JUIs1 BbI30Ba KOMaH]I ¢ ceMaHTukoii NetBIOS.

Pa6ora no nporokony TCP/IP

CereBoe nporpammHoe obecriedeHrie Guardant He HajlaraeT orpaHuye-
HMii Ha paboty 1o npotokony TCP/IP. JlocTylmHOCTH KJTMEHTa TI0 CeTH
MOTYT MPENSATCTBOBATD TOJIBKO HACTPOMKHU CETEBBIX 9KPAHOB, MapILIPy-
THU3aTOPOB U T. T. 000PYIOBaHUS, a TAKXKE HACTPONKHU CETEBBIX IMOJIUTUK
0€e30MacHOCTH.

Takum o6Gpa3oM, momyckaercsl padora ¢ Guardant Net mo MHTepHeT
(ymaneHHble (uuanbl, KoprnopatuBHas VPN), oqHako 3Ta BO3MOX-
HOCTbD SIBJISIETCS TOOOYHOI, OHA HE TECTUPOBAIACh TOCKOHAIBLHO.

Pa6ora no nporoxony NetBIOS

B Tex curyauusix, xoraa ucrnosib3oBaHue NetBIOS sBnsercs eauHcT-
BEHHOI BO3MOXHOCTBIO (Hampumep, Npu padoTe ¢ ceTeBbiM DOS-
TIPWJIOXKEHUEM), CIIeMyeT YIUTHIBaTh OCOOCHHOCTH 3TOTO CETEBOTO MH-
Tepdeiica.
ITo ymomuaHuio, KIMeHT, padoTaroluii o rporokonay NetBIOS, «Bu-
nut» cepBep Guardant Net ToJIBKO B TIpeiesiax OJHOTO CETMEHTa CeTH,
ITOCKOJIBKY 3TOT IIPOTOKOJ SIBJISIETCSI HeMapIIpyTU3upyeMbiM. Korma
BO3HMKAET HEOOXOIMMOCTh OPraHM30BaTh paboTy 3aIMIIEHHOTO TIPHU-
JIOXEHUS B CJIIOXKHOW CETH, COCTOSILUEN K3 HECKOJbKMX CETMEHTOB,
MOXHO BOCIIOJIb30BaThCST OMHOM M3 CJCIYIONINX PEKOMEHIAITVIA:
1. YcraHoButh Kmo4 u cepBep Guardant Net Ha KOMIIbIOTED
(Hanpumep, Windows-cepBep), JOCTYITHBII Cpa3y U3 HECKOJIbKUX
CErMEHTOB CeTH.

2. Paspemmrtb MexXcerMeHTHbIM 00MeH naketaMu. [I1st 3Toro Hy>kKHO
YCTAaHOBUTh WM TIePeKOHGUTYPUPOBATh MapIIPyTU3aTop M/WIn
KOMMYTATop.
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3. YCTaHOBUTD B KaXIOM CETMEHTE CETeBOM KITIOY U CEpBEp
Guardant Net.

4. Hcnonb3oBaTh HAa KOMIIBIOTEPAX, BXOASIIUX B IPYTHE CETMEHTHI,
JIOKAJTbHBIE KITIOUH.

NMoapepxKka HECKONbLKMX AAANTEPOB U CcEeTEBbIX MHTEepPdelicos

Bce cereBoe 1O Guardant Net MoxeT paboTaTh OMHOBPEMEHHO C He-
CKOJIbKMMU CETeBbIMU MHTepdeiicaMu 1 ceTeBbIMU anantepamu. Kax-
Jiast TaKast rmapa «ceTeBoil nHTepdeiic — agantep» OMTHO3ZHAYHO HyMepy-
etcst 1 Ha3biBaeTcst LANA (LAN Adapter).

Cepeep Guardant Net

Cepsep Guardant Net (daiin GrdSrv.exe) obecriednBaeT CBSI3b MEXILY
3alIUILIEHHBIM CETEBBIM MPUIIOKEHNEM U KJTI0YoM ceTeBbiM Guardant B
JIBC. Onun cepBep GrdSrv.exe MOXeT OOCIy:KMBaTh 3alpoOChl K He-
CKOJIbKMM CETEBBIM 3JIEKTPOHHBIM KiTtoyam Guardant.

3arpyska cepeepa

Cepsep Guardant Net gokeH ObITh 3arpy>kKeH Ha TOM K& KOMITbIOTepe,
K KOTOPOMY TTOJICOSIMHEH CETEBOM IEKTPOHHBIN KITIOU.

B mpenenax nokaabHON CETM MOXHO 3aIycKaTb HECKOJBKO CEPBEPOB
Guardant Net. OHM JOJKHBI HAXOMUTBHCS HA Pa3HbIX KOMIIbIOTEPAX U
o6nanars yHukaibHbIMU NetBIOS-umenamu (NetBIOS-ums u npyrue
rmapaMeTphl cepBepa 3amatorcss B GrdSrv.ini). 3amyck IByX cepBepoB
(cepBepa u cepBuca, IBYX CEPBUCOB) HA OJTHOM KOMITBIOTEPE HEBO3MO-
JKeH.

Yto6s! 3arpy3uts cepBep Guardant Net BHITOIHUTE OTHO U3 CIIEAYIO-

LIUX JeVCTBUIA:

e Ortkpoiite ¢aiin GrdSrv.exe, HAXOIALINICS B KaTaiore “%6Pro-
gram Files%\Guardant\Guardant 5\%Public Code%6\Bin”

o Bribepure anemeHT CepBep Guardant Net Ha BKIagke CeTeBas
3awmTa yrwinTel Guardant UHTerpatop

o Bribepure anemeHT CepBep Guardant Net 13 ITpOrpaMMHOI TPyTI-

bl KomnnekT pa3pabotumka Guardant 5 — Public Code B MeHIO
Myck
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IMocne 3arpy3ku cepBepa Ha 9KpaHe MOSIBUTCS €10 TIIABHOE OKHO:

FnaBHoe oKHO cepBepa

Cepsep Guardant Net couetaeT (PyHKIIMU COOCTBEHHO cepBepa U MOHU-
Topa. T. 0. HEMOCPEICTBEHHO B OKHE CepBepa MOXHO HaOIOMATh TEKY-
11ee COCTOSTHIE TIONKITIOUeHUIA.

B raBHOM OKHe CEpBEpa Kimroya 0T06pa)Ka}0TCﬂ CJICAYIOIIUNE BJIEMEHTDBI

YIpaBJIEHUS:
e MeHio
o Kmoun
e  KimmeHTBI
e Crpoka craTyca
Menio
Memto cepBepa kimoda GrdSrv.exe UMeeT CIIeyIOLILYIO CTPYKTYpY:
Pazpen KomaHpa MeH0 OnucaHue KOMaHAbl
MEHI0
Cucrema Hactpoviku BblBECTM Ha 3KpaH OKHO HACTPOeK cepsepa
MepeunTatb OB6HOBUTL MH(OPMALMIO O KNHoUaX, NMOACOEANHEHHbIX
MHGOPMaLMIO O KNtoYax K KoMnbtoTepy. CepBep Ktoua aBTOMaTUYECKH Bbl-

MOJHSET 3Ty onepaumio (CryyaiiHbiM 06pa3om
B Avana3oHe oT 10-Tn Ao 15 MuHyT)

OcTtaHoBUTb 3aBepwuTb paboTy cepBepa Kio4a
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Pazpen KomaHnpa meHi0 OnucaHne KoMaHAbI
MEeHI0
Bup Kntoun MokazaTb/CKpbITb OKHO C UHOpMaLmeli 06 3NeKTPOoH-
HBIX Ktovax
KnueHTbl MokazaTb/CKpbITb OKHO C MH(OPMaLMeli O 3almLLEeH-
HbIX KITIMEHTCKUX NMPUIOXKEHUSX
MaHenb UHCTPYMeHTOB MokasaTb/CKpbITb NaHeNb UHCTPYMEHTOB
Crpoka craTtyca Moka3aTb/CKpbITb CTPOKY CTaTyca
Switch to English/Russian | Bbl6paTb aHrMIACKWIA/PYCCKUI 513bIK
CnpaBka O nporpamme MonyunTtb MHbopMaumio o Bepcun GrdSrv.exe
Knioun
B okHe Knroum ¢ moMoIbi0 APeBOBUAHON CTPYKTYphI TpeAcTaBliecHa
MH(bOPMAIIUS 0 KOMITbIOTEPE, HA KOTOPOM YCTAHOBJIEH KITIOY (KJTIOYM) U
CEPBEP, a TAKXKE OCHOBHbIC TAHHBLIC O KJIMCHTAaX:
YpoBeHb Yro OnucaHue
BJIOXKEHHOCTH | oTO6pakaeTcs
OcHoBaHue WHdopmaums MMsi KoMnbloTepa
fpesa 0 KOMMbloTepe IP-anpec
NetBIOS-uma
1-1 O6Lwmit koa MpeHnTudukatop paspaboTumka
Koya
2-n WHdopmaums Mogenb Ko4a
0 Kioqe HasBaHue npunoxeHus
BbuToBas macka
ID kno4a
Homep nporpamMmbi
CepuitHbIN HoMep
Bepcus nporpammbl
3HaueHve cueTumnka GP
3-i WHdopmauums 3HayeHne peanbHOro CETEBOro pecypca Kioya:
0 peasnibHOM TEKYLLWIA / MaKCUManbHbIN
ceTeBOM pecypce -
1 MOAYNSX HassaHune mMoayns Tabnuubl IMLIEH3WI,
3alLMLIEHHOTO €ro Pecypc IMLEH3NIA: TEKYLMA/ MaKCMMaTbHBbIN
NpUIOXEHNs!
4-i UHdopmaums CeTeBOI NPOTOKOS, MO KOTOPOMY BbIMOSIHEHO COEAMHEHWE
0 KnmneHTe WMs 1 IP-agpec KOMMboTepa, Ha KOTOPOM 3anylueH KIIVEeHT
CxeMa pacnpefienieHns CeTeBbIX PecypcoB

3aperrcTpupoBaHHBIN Ha cepBepe ceTeBoit Kirou Guardant MoxeT ObITh
JOCTYITHBIM, 320JIOKUPOBAHHBIM WM HEJOCTYITHBIM.
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Craryc KJToya OTpaXxaroT ClelUaIbHbIe CUMBOJIBI PSIIOM C MMUKTOTPaM-

MOM KJTIoya:
Muktorpamma | CraTtyc Karouya
s m Kniou 3abnoknposaH onepaumeii GrdLock
‘& =L Kntoy HefocTyneH (oTcoeavHeH)
J = OTCyTCTBME NOMETOK O3HAYaAET, YTO K04 AOCTYMEH, T. €. NOACOeANHEH
! K MOPTY KOMMbloTepa U He 3ab/I0KMpOBaH.

Knuenrbi

Oxzo KIMeHTBI CITYXUT A1t TIOJTy4eHuUsT OTIEPaTUBHON MHGOPMALIUK O
3apervCTPUPOBAaHHBIX Ha cepBepe Kiouya KirneHtax. OKHO OpraHn30Ba-
HO B BUIE TaOJINIIbI, CTPOKM KOTOPOI 00pa3yIoT XapaKTePUCTUKMU KIIH-
€HTOB, a CTOJIOIBI — TIePEYESHb KIIMCHTOB:

Cronb6eu

XapaKTepucTukKa KJIMEHTCKOro NpuioXeHus

Bpems peructpauum

BpeMsi perncTpaumm KIMEHTCKOTO MPUIOXKEHUS HA CEPBEpE K/toya B
(opMaTe AeHb.MECAL.TOA YaChl:MUHYTbI:CEKYHAbI

MHTepsan Bpems, npoluealiee ¢ MOMeHTa nocneaHero 0bMeHa AaHHLIMU C KIIMEHTOM
B (hopmaTe Yachl:MUHYTbI:CEKYH/bI

Kopa kntova 06wwmin koa (Public Code) kntoya, UCMOb3YEMOrO KIMEHTOM

ID kntoya MpaeHTuduUKaTop Ktoya, MCNONb3yeMOro KIIMEHTOM

Pa3paboTumk HasBaHue hupMbl-pa3paboTumka (EC/IM UCNOMNb3YeTCs Tabnmua NMUEH3NIA)

MporpamMma HasBaHue KMEHTCKOro NpUIoXeHns
(ecnu ucnonb3yeTcs Tabnuua IULEeH3uit)

Ne MopsiAKOBbLIN HOMEP KIIMEHTCKOTO MPUMOXKEHUS
(ecnu ucnonb3yeTcs Tabnuua InLEeH3wit)

Moaynb HasBaHue Moaynsi u3 coctaBa MHOrOMOAY/IbHOrO KIIMEHTCKOro npuoxe-
HUs (ecnu ucnonb3yeTcs Tabnuua NUuUeH3mit)

Ne Homep mMoayns n3 coctaBa MHOrOMOAY/IbHOrO K/IMEHTCKOrO MPUNOXEHNS
(ecnu ucnonb3yeTcs Tabnuua NMUEH3MIN)

MpoTtokon MpOTOKON, UCMOMb3YeMbII KIMEHTOM A5 CBSI3W C CEpBEPOM

KomnbloTep hostname unu NetBIOS-uMs KOMMblOTEpa, Ha KOTOPOM 3anyLLEHO K-
EHTCKOe MPUIIoXKEHNE

IP-agpec IP-afpec KoMMbloTepa, Ha KOTOPOM 3anyLUeHO KIIMEHTCKOE MpUIoXKeHne

Bepcus Bepcusa knneHTa Guardant

Mnatdopma Mnatdopma, Ans KOTOPON HaNUCAHO KIIMEHTCKOE NpunoxeHue: Win32,

Win16, DOS

JlaHHBIE 0 KITMEHTaX MOXHO COPTUPOBATH MO BO3PACTAHUIO WJTH YObIBa-
HUIO TI0 JIToboMy 13 napameTpoB. HarpagieHue copTUpOBKU yKa3bIBa-
€TCs1 CTPESTKOI-MHINKATOPOM B 3aroJIOBKe BEIOPAHHOTO CTOIOMA

3aperncTpupoBaHHEIN Ha cepBepe KIIMEHT MOXET ObITh aKTUBHBIM, He-
AKTUBHBIM U 320JIOKUPOBAHHBIM.
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CTaTyC KIIMCHTA OTPpaXaroT CrICLIMAJIbHBIC CUMBOJIbI:

Mukrorpamma | CraTyc KnMeHTa
B, AKTVBHbI KJTMEHT
[~
i_’___ll- HeakTnBHbIN, 3aBUCLLINIA KIIMEHT
r"—‘-l?, rg? KnueHT 3abnokuposaH onepaumeii GrdLock

Crpoka craryca

B crpoke craTyca cepBepa 0TOOPaXKaloTCsl CIEMYIONIAsT CTATHCTIIECKAS
nHdOopMalus o ero padore:

Mapamertp OnucaHue

KnneHTbI: XX YnCNo KNMEHTOB, KOTOPbIX 06CNYXXMBAET cepBep B AaHHbIA MOMEHT
Ceccnm: xx KonnuecTBo ceccuin (CEaHCOB CBSA3M), OTKPbITLIX C K/IMEHTAaMU

Kaw: Bkn. /Bbikn. CocTosiHue K3Lwa cepeepa

Cepsuc Windows Vista/2003/XP/2000/NT

Cepsep Guardant Net MoxeT paboTaTh He TOJIbKO KaK OObIYHOE OKOH-
HOE MpUJIoXKeHKe, HO U Kak cepBuc (ciyx6a) Windows Vista/2003/XP/
2000/NT.

IpeunmyiirecTBa cepBUCa COCTOMT B TOM, YTO OH 3aIlyCKaeTCs CaMoi
OTIEPalIMOHHON CHCTEMOI BO BpeMsI ee 3arpy3Ku, IUIST €To 3arycka He
HY>KHO BBITIOJIHATH MPOLECAYPY PETUCTPALIMM Ha KOMIThIOTEPE, W TIOJTh-
30BaTe/II0 JOCTYIIHBI CIEeLMAIbHbIE cpencTBa Windows 110 YIIpaBICHUIO
CEPBUCOM.

Ycranosxa v 3anyck cepeuca Guardant Net
Jlnst ycraHOBKM cepBuca 3amyctute cepBep Guardant Net u3 komaH-
HOI1 CTpOKH ¢ omimeii /i: GrdSrv.exe /i.
JInist ycTaHOBKM U 3armycka cepBuca 3amyctute cepep Guardant Net u3
KOMaHIHOM CTpOKHM ¢ omiueii /s: GrdSrv.exe /s.

DTO JEHCTBUE HyXKHO IIPOM3BECTH TOJBKO OAMH pa3. Ilocie Toro Kak
cepBuc Guardant Net OyzneT yCIeniHo 3amnylileH, 3aluIeHHbIC TTPUIo-
JKEHHUsI TIolyyaT JOCTyN K ceTeBbIM KitouaM Guardant. CepBuc Oymet
3aITyCKaThCsT aBTOMATHUYeCKY Ipy KaxkioM cTapte OC.

Ocranoeka cepeepa Guardant Net

Pa6oty cepuca Guardant Net MOXXHO BpeMEHHO ITPUOCTAHOBUTS. J1jst
3TOr0 Hy:XXHO 3aiiTi B MaHenb ynpaBnenus | Cnymw6bl (111 Windows
NT) vnu MaHenb ynpaBneHus | ABRMUHUCTPUpOBaHue | Cnyx6bl (J11s
Windows Vista/2003/XP/2000) u 111eKHyTh IIPaBOil KHOITKOM MBI Ha
ctpoke «Guardant Net service». B mosiBuBIIIEéMcst MEHIO HY>KHO BBIOpaTh
«Crom». CepBUC OCTaHETCSI MHCTAUTUPOBAHHBIM B CHUCTEMY, OIHAKO
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repecTaHeT oOpabaThIBaTh 3aMpoChl K CETeBbIM KitoyaM. [ji1 B0o300-
HOBJIEHMSI €r0 PabOThl HYXXHO BBIIIOJHUTH CTapT cepBuca u3 «[laHenn
yrpaBjieHus» Wi komaHaon GrdSrv.exe /s.

Baxunas unpopmanuus
OcTaHOBKa CepBu1ca He NpearnosaraeT ero Bbirpy3ky U3 CriMcka CEpBUCOB, T. €. Npu nepe-
3arpy3ke KoMnbtoTepa cepeuc Guardant Net 6yaeT CHOBa 3arpyxeH.
Ypanenue cepeuca Guardant Net uzs cucremni
Jnst ynanenust ceppuca Guardant Net HyxHO 3aryctuth GrdSrv.exe ¢
ornuueit /r: GrdSrv.exe /r
Onuuu KOMaHAHOM CTPOKM
Cepuc Guardant Net momaepXXuBaeT CIeAyIOIIMe OMIUYA KOMaHIHOM

CTPOKMU:

GrdSrv.exe /i [q] YcraHoBuTb cepsuc (cnyxb6y) Guardant Net.
B3avmogeiicTBre ¢ pabounM CTONIOM OTKIHOYEHO

GrdSrv.exe /s [q] CrapTtoBathb cyx6y Guardant Net, npeasaputenbHo
YCTaHOBWB €e, eCin 0 3TOro OHa He 6blfia yCTaHoBIeHa

GrdSrv.exe /e [q] OcTtaHoBWTb cnyxby Guardant Net

GrdSrv.exe /r [q]

(Mnn GrdSrv.exe /u) OcTaHOBUTb U yaanuTb cnyxby Guardant Net

GrdSrv.exe /? KpaTkasi cnpaska

JlonoaHuTebHAs ONMLMS /¢ OTKJIIOYAeT BBIBOA TUArHOCTUMYECKUX CO-
obuenuit. Kox ommbku nomeinaercss B LASTERROR.

Hacrpoiika cepeepa knoua. @ann GrdSrv.ini
Mensars HacTpoliku cepBepa Guardant Net MOXHO HENOCPEACTBEHHO
13 TJIAaBHOTO OKHA CepBepa ¢ IMOMOIIIbIO KoMaH bl Cucrema | HacTpoiiku
WY TIyTeM pedaKTUpOoBaHus (paitsia HacTpoek GrdSrv.ini.

Ina BcTymn

cepaer
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Daiin GrdSrv.ini T0JDKEH HAXOAUTHCSI B TOM XK€ KaTajlore, 4To U CepBep
kmoyva. Eciu aTot ¢aitn He Oyaer HailneH, BceM IapamMeTpaM cepBepa
KJIt0Ya OyIyT IIPUCBOEHBI 3HAYEHHUS 110 YMOTYaHUIO.

Ha mMomeHT Hanucanus PykoBozicTBa cepBep MMEET ClIEmyIolIue KOH-
¢urypupyembie TapameTpbl, 3anucaHHble B cekuusx [NCBs],
[CACHE], [TIMEOUT], [SYSTEM], [PROTOCOLS] u [SERVER]:

= | Mapametp Bo3mo)kHble | OnucaHue
5 | v ero 3HaueHmne 3HauYeHuns
g Mo YMO/TYaHUIO napamerpa
Q
TotaINCB=50 1-256 MakcnmanbHoe KONMYECTBO CETEBbIX MaKeToB,
KOTOpPOEe MOXET MonyyaTb/ nepeaaBaTb CepBep.
NCBINLANA=3 1-9 YnCno HOBbLIX KIIMEHTOB, KOTOPOE MOXET 6bITb
3apermcTpypoBaHo cepBepoM Ha kaxaoMm LANA B
OAMH MOMEHT BpeMeHu. [Anst HopManbHoW paboThl
cepBepa A0HKHO BbINOSHATLCS YCIIOBUE:
—_ TotalNCB > NCBINLANA*LANASs + 2,
(%2} o )
3 rae LANAs — konmyectBo LANA Ha AaHHoW paboyeit
= CTaHumuu.
CacheMode=0n On/Off Kaw ymeHbluaeT BpeMsi otBeTa GrdSrv.exe npu Bbl-
NOMIHEHWUM YTEHMSI NaMSTU Ktoda. Hanbonee acd-
w eKkTUBHO BNUSIET Ha paboTy cepeepa ¢ 60/bLLINM
S KONIMYECTBOM K/IMEHTOB W MOBbILLAET YCTOWUMBOCTD
S, paboTbl cepBepa B MOMEHTbI MUKOBbLIX HAarpy3oK.
TO_SEND=30 1-120 TalMayT Ha NOCbIKY AaHHbIX KIIMEHTOM CepBepy
[cex] Ko4a.
TO_RECEIVE=30 1-120 TaliMayT Ha NpUeM AaHHbIX KIIMEHTa CEPBEPOM
[cek] KoYa.
. | TO_SEARCH=5 1-120 TaliMayT Ha LUMPOKOBELLATENbHBIN NOUCK
= [cek] cepBsepa Knoya.
> - p— Z
2 BadClientKillTimeout 0 - 365 TaiimayT, no KoTopoMy cepsep Guardant Net
s |=1 [cyTok] yAansieT MHOOPMaLIMIO O HEAKTUBHbIX KIIMEHTaX.
= 0 — He ouMaTL
%' | TCP_IP=1 0,1,2 Mcnonb3yeMble ceTeBble NPOTOKObI:
° 1, 2 — NPOTOKOA UCMOML3YETCS,
§ NETBIOS=2 0 — MPOTOKON He Mcnonb3yeTcs
o
o
=

" VBenudeHne TaiiMayToB HEOOXOMMMO TpM paGoTe TI0 MEIEHHON TMHUM LT
GOJIBILION 3arpy3Ke cepBepa KiIoua, YTo0bl KIMEHT, OKMIAIOIINI OTBET, HE OTKITIO-

yasicsl 10 UCTEYEHMH TaiimayTa.
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= | Mapamerp Bo3moxxHble | OnucaHue
5 | v ero 3HaueHne 3HauYeHus
& | no ymonuatuio napamerpa
(o)
TCP_PORT=3182 Nio6oii Homep TCP/IP-nopTa, No KOTOPOMY NMPOUCXOANUT
AOCTYMHbIV obMeH Mexay CepBepoM W KnveHToM Guardant
UDP_PORT_CLIENT= | MOPT Homep UDP-nopTa, Yepes KOTOPbIi KIMEeHT
3183 paccbinaeT agatarpamMMbl cepeepam
UDP_PORT_SERVER= Homep UDP-nopTa, Yepes KoTopbii
3184 cepBep OTBEYAET KIUEHTY
NB_NAME= Jio6oe NetBIOS-ums cepsepa Guardant Net.
NVSK_SRVR He momkHO coBnaaathb ¢ host name KoMnbloTepa
IGNORED_IP= Cnuncok urHo- | bnoknpoBaHue 3anpocoB HexenaTeNbHbIX CeTEBbIX
XXX XXX XXX XXX pupyembix IP- | uHTEpdercoB, NPy UCMONIb30BAHUN HECKOMbKUX Ce-
appecos TeBbIX KapT. IP-agpeca B CNUCKe pasaensoTcs 3a-
NATbIMU
T | UseLPTDongles=0ff On/Off Mcnonb3oBath / He ncnonb3osaTtb LPT-knoun
w
E Dongles=x Mo uncny Y1cno onucaHmii Knoyel (ToNbKO ecniv UCMoNb3y-
@, onuncaHun €TCs cucTeMa ynpaBieHns IMLEH3USAMM)
HttpService=0n On/Off MOHUTOPUHI cocTosiHUS Cry6bl Guardant Net
yepes web-6pay3ep
HttpRefresh Tio6oe MHTepBan 06HOBNEHMs CTpaHuLbl web-6pay3epa
E‘ Timeout=30 AonycTumoe
E HttpPort=3185 Tioboi Homep nopta ans npuema http-3anpocos

Cexuusa [KEY_xx]
[lpu wcmonb3oBaHUM CUCTeMbI ymnpasieHus juieHsusiMu (LMS) B
GrdSrv.ini ¢ momomibio yruntel GrdUtil.exe (M1 BpydHyIO B JIIOOOM
TEKCTOBOM PEIaKTOpe) HOOABISIOTCS CeKLUMU BUaa [KEY_Xxx], rae Xx —
HOMep CEeKITU. B 3THX ceKIIMSIX HaXOMSITCS OTMCAHMST KITIOUeH IS pas3-
JIMIHBIX MHOTOMO/TYJTBHBIX TIPWJTOKEHUI — MTAHHBIEC TaOJIUTIBI JTUTICH3UIA
Y TTapaMeTphl MOKMCKa KITI0Ya.

Bo3MoxxHbIe TTapaMeTphl MOMCKa KJII0Ya PACTONOXEHbI B CEKIIMU IO
yObIBaHUIO MpUopuUTeTa, T. €. ID Kioya nmeeT abCOMOTHBIN TTPUOPU-
TeT, a OUTOBAsT MacKa — caMblii HU3KWIA. YPOBEHB OoJiee TTPUOPUTETHO-
r0 NapameTpa BbIIIe CyMMBI BCEX MEHEe MPUOPUTETHBIX.

[pu 3amycke cepBep Guardant Net cuuTeiBacT MHOOPMALIMIO U3 TIOA-
COeIMHEHHBIX KIIouell M IMoadupaeT Il KaXIoro Kioya Haubojiee
MOAXoAsIIee U3 ONMCAaHMI, coaepKaluxcs B ini-gaiine. [Togxonsimmum
OINMCAaHUEM CUMUTAETCS TAKOE, B KOTOPOM CyMMAapHbIii MPUOPUTET Mapa-
METPOB IOMCKA, YIOBJIETBOPSIOIIMX JaHHOMY KJIIOUY, OOJIbIlIe CyMMap-
HOTO NMpUopuUTeTa Apyrux onucaHuii. Eciu B ini-(aiine ecTb HECKOIbKO
CEKIIWiT ONMCAaHUH ¢ OMMHAKOBBIM CYMMAapHBIM TTPHOPUTETOM, TO OyaeT
HCITIOJIb30BaThCS TepBast U3 HUX.
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[Tapametpbl ceximm [KEY_xx]:

Mapamertp

OnucaHue

PublicCode=xx

06Wwwin Koa Koya

ID=xx

MNaeHTUhVKALMOHHBIA HOMEp Kitoua.
MapameTp UMeeT abCoNOTHbINA NpuopuTeT. ECnn ykasaH 1D knoya, To onu-
caHue byaeT NpUCBOEHO TOMLKO AAHHOMY K/lody

VendorName=xx

HasBaHue KoMnaHuu-paspaboTumka. [JaHHble Tabnuubl MMUEH3N

ProgramName=xx

Ha3BaHKe 3aLLMLLIEHHOrO NPOrPaMMHOro KOMMIEKCa.
[JaHHble Tabnuubl MMUEH3NI

ProgramNumber=xx

Homep nporpaMMmbi.
[ononHWUTENbHBIN NapaMeTp Noucka onucaHus Ans Koua

Version=xx

Bepcus. ﬂ,OﬂOﬂHMTeﬂbelﬁ napaMeTp NouUCKa onnucaHua Ansa Kida

Mask=xx

BbuTtoBas macka. ﬂOI‘IOJ’IHVITEI'Ibelﬁ napamMeTp Noucka onucaHua Ang Kntda

SerialNumber=xx

CepuitHbIiN HoMep. [1oMOIHUTENbHBLIN NapaMeTp noucka onucaHus
NS Koya

Module0=xx MMsa 1-ro Moayns NnporpaMMHOro KoMmmnnekca. JJaHHble Tabnuubl NMueH3uni
ModuleN=xx MMsi N-ro Moaynsi nporpamMMHOro KoMmnsekca. [laHHble Tabnuupl MLEH3uI
Knuenr Guardant Net

YtoObl HayaTh paboTy, KIMEHTCKOE MPUIOXKEHHUE JOJIKHO 3aperucTpu-
poBaThCs Ha cepBepe Kimtoua. [1pu ctapTe ceTeBOil KIIMEHT 3apaliiiBaeT
cepBep Guardant Net 1 npooKaeT paboTaTh TOJBKO MOCIE YCIEITHOM
pervcTpalyy Ha CEPBEpE.

KnueHt uiner cepBep, KaKk C TMOMOUIbIO BCTPOEHHBIX MEXaHU3MOB
Guardant API, Tak u ucnojb3ysl HacTpoiKM (haitia KOHMUTyparuu
GnClient.ini: 1LIMpoOKOBelIATEbHbIN MMOMCK U yKa3zaHue mpsimoro IP-

afpeca.

[IIupokoBemaTeIbHBIA TTOUCK BKIIIOUEH B KOH(MUTYpALIMOHHOM (haiine
GnClient.ini mo ymonuaHuio. B aToM citydae mipu 3amycke KJIMEHT pac-
CBUIAET TO CETH MEPUOIUUYECKUE ITMPOKOBEIATe IbHbIE 3aIPOChI (aTa-
rpaMMbl). Ha 3ampochl otkimkaercst cepBep Guardant Net, yaoBieTBo-
PSIIOLLIMIA 33laHHBIM TapameTpaM Toucka kmova. [upokoselarenb-
HBII TTOMCK MOKET 3HAYUTEIbHO COKPATUTh BPEMsI PETUCTPAIINN KITH-
eHta Ha cepBepe Guardant Net, ocobeHHO B Win32-TIpriokKeHUSIX.

OnHako B HEKOTOPBIX ClTydasix TpeOyeTcs ykasbiBaTh [P-anpec komrblio-
Tepa, Ha KOTOPOM YCTAaHOBJIEH KJTIOY 1 3aITyILEH CepBep.

B npouecce npuxona oTBETOB OT cepBepa Killouei, KJIMeHT (opMupyeT
crucok ¢ ero koopnuHatamu (umst u IP-anpec xocra, NetBIOS-ums
cepBepa).
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IMouck cepBepa y Win32-kimeHTta mporcxoauT obicTpee, yeM y DOS- u
Win16-ki1veHToB:

e [lo mMcreyeHuIo BpeMEHM PacChUIKU 3arpoca KieHTsl DOS u
Winl16 neITaloTcst MOOYepeTHO YCTAHOBUTD CBSI3b € KaXKIbIM Haii-
JICHHBIM CepBEPOM, TTOKA OIWH U3 HUX He TIPUMET KieHTa. Ecim
3apernuCTPUPOBATHCS Ha CepBepax, HAMIEHHBIX YePe3 IMPOKOBE-
LIaHKE, HE YIAIOCh, WIN TAKUE HE HAWIEHBI, KIIMEHT YCTAHABIMNBAET
CBSI3b C CEPBEPOM, ITApaMETPhl KOTOPOTO YKa3aHbI B (haiiie
GNCLENT.ini IP_ NAME, NB_NAME).

o YV Win32-npunoxeHuit npouecc aodasneHusi NetBIOS-nmenu no
LANA, mmpokoBelaTe/IbHbIi IMTOMCK I10 AaTarpaMMaM U MpsIMOM
MoucK 1o HacTporikam ¢aiiaa GnClient.ini mporcxoasT mapai-
JienbHO. Kak TobKo HaiineH nepBblii cepBep Guardant Net, KiieHT
TBITAETCSl YCTAHOBUTD C HUM CBSI3b, U, B CJIydae ycriexa, mpephiBacT
padoTy Beex Mapasie/IbHBIX ITPOLIECCOB, 3a UCKJIIOYEHUEM Tpoliecca
nobapneHuss NetBIOS-umMeHn, KoTopoe HeJib3sl OCTAHOBUTD. 3aTeM
KJIMEHT ITOJTyJaeT JIMLIEH3KIO Y 3aBepPILIacT perucTpaliio Ha cepBe-
pe.

ITpu GoTBIIIOM KOJMYECTBE KJIMEHTOB CHMJIBHO BO3pacTaeT Harpyska Ha

ceTh M cepBep Kimoda. B aToM cityyae, peKOMeHIyeTCsl YCTaHaBIMBaTh

HeCcKoJIbKO Kimroueli u cepBepoB Guardant Net. Bpemst oTkiiika cepsepa

3aBHCHUT OT €O 3arpy3KW: paHbIlle OTBEUaeT MEHee 3arpyKeHHBIM Ha

JTAaHHBI MOMEHT cepBep. TakuMm o0pa3oM, aBTOMaTHYECKU TIPOUCXOIUT

OaJlaHCUPOBKa 3arpy3Ku cepBepa KiioJa.

Hacrpoiika knuenra Guardant Net

Kondurypupyembie mapamerpnsl kiveHTa Guardant Net cobpaHbl B
cekiusix [PROTOCOLS], [TIMEOUT] u [SERVER] ¢aiina GnCli-
ent.ini. DTOT haiia JoKeH HAXOAUTHCS B OMHOM AUPEKTOPUHU ¢ KOTTMEH
3alIUIIeHHOro mpuioxeHus. st cereBoro kimeHta JAVA KoHpury-
PpaIMOHHBIN (haii;T MOXKET TaksKe PacIoiaraTbCsl B CHCTEMHOM Karajiore.
ITpu otcyrerBun GnClient.ini BceM napamerpam cepBepa Guardant Net
MPUCBAUBAIOTCS 3HAUYEHUS IO yMOIYaHUuto. B aToM ciyuae KiueHT Oy-
JIeT uckathb cepiep co ctaHnapTtHbiM MeHeM (NVSK_SRVR) u tonbko
1o rpotokoiy NetBIOS.

g | napamerp Bo3MokHble | OnucaHme

g | n ero snauenue 3HayeHus

3 | no ymonuanuio napaMerpa

o | TCP_IP=1 0,1,2 Mcnonb3yemble ceTeBble MPOTOKONbI:
é 1, 2 — NPOTOKOJT UCMOMbL3YETCS,

O 0 — NPOTOKON HE UCMONb3yeTcs

'6 NETBIOS=2

o

e,
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g Mapametp Bo3Mo)xHble | OnucaHue
g | n ero sHaueHune 3HaueHus
J | no ymonuanuio napamerpa
TO_SEND=30 1-120 TaliMayT Ha NOCbINKY aHHbIX KIIMEHTOM CepBepy
N [cex] Koya.
*:' TO_RECEIVE=30 1-120 TaliMayT Ha NpUeM AaHHbIX KNMEHTa cepBepoM
3 [cex] Koua.
'§ TO_SEARCH=5 1-120 TaliMayT Ha LWMpOKOBeLLaTeNbHbIA MOUCK cepBepa
E, [cex] KtoYa.
TCP_PORT=3182 Tio6oi Homep TCP/IP-nopTa, No KOTOPOMY MPOUCXOANT
[OCTYMHbIA obmeH Mexay cepeepoM U knneHToM Guardant Net
UDP_PORT_CLIENT | MOPT Homep UDP-nopTa, Yepes KOTOpbIi KINEeHT
=3183 paccbinaeT AgatarpaMmmbl cepsepam
UDP_PORT_SERVER Homep UDP-nopTa, Yepes KOTopbii cepeep
=3184 OTBEYAET KINEHTY
BC_ADDR - AZApec LUMPOKOBELLAHUS.
=255.255.255.255 KoHCTaHTy 255.255.255.255 pekomMeHayeTcs uc-
nosib30BaTh MPU Pacchbiike LMPOKOBELLATENbHbIX
nakeToB. PakTUYECKW 3TO O3HAYaeT, YTo Npw fio-
60l Macke NoACeT BCe CTaHLUMM NonyYaT naker.
IP_NAME=127.0.0.1 | PeanbHbilit IP-agpec KOMMNbloTEPa, Ha KOTOPOM YCTaHOBJ/IEHbI
IP-agpec ceTeBoit Kntoy u cepeep Guardant Net.
unu host name | Ecnu B ceTM MCNONb3YIOTCA AMHAMUYeckue
IP-appeca (DHCP-cepBep), To BMecTO IP-agpeca
cneayeT ykasbiBaTb host name KoMmbloTepa.
NB_NAME Joboe NetBIOS-ums cepsepa Guardant Net.
o | =NVSK_SRVR He nomxHo coBnapaTh ¢ host name KOMMbIOTEPA.
% SEARCH=0n On/Off BktoyeHne/BbIkI0YEHNE
@, LUIMPOKOBELLATENIbHOIO NOUCKa

Monuropunr cocroaHuns cnyx6n1 Guardant Net

JInst MOHUTOPUHTA COCTOSTHMSI cepBepa (Min cinyxk0bl) Guardant Net
MOXHO MCITOJIb30BaTh, KaK CHEHUAIbHYIO YTHIMTY GrdMon.exe, Tak 1
0OBIUHEI Web-6pay3ep.

W cereBoii MmonuTOp M Web-Opaysep MpenocTaBIsSOT OAVMHAKOBYIO MH-
dopmarmio o cepsepy Kimoda. ETMHCTBEHHBIM OTJIMYMEM MEXIY HUMU
SIBJISIETCS TO, YTO CETEBOII MOHUTOP BBIIAET JaHHBIC TTO BCEM CepBEpaM
Guardant Net, 3amyllieHHBIM B JIOKaJbHOM ceTh. Torma Kak web-
Opay3ep oToOpaxkaeT OKHO TOJIbKO onHoro cepepa Guardant Net, IP-
ajipec KOTOpOro ObUT yKa3aH B CTPOKE MOMCKa.

" VBenmmueHue TaiiMayToOB HEOOXOIMMO TpPU paGoTe MO MeMTEHHOM JIMHUM WA
GOJIBILION 3arpy3Ke cepBepa KiIoya, YToObl KIMEHT, 0>KMAAIOLIMIA OTBET, HE OTKITIO-
yasicsl 10 UCTEYEHMH TaiimayTa.
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CeteBoit mouurop GrdMon.exe

CerteBoit Monutop GrdMon.exe npeHa3HaYeH ISl [TOJTydYeHMsI TI0 CETH
orepaTuBHON MHGbOPMAIMKA 000 BCeX TOCTYITHBIX CepBepax U CETeBBIX
3JIEKTpOHHBIX Kitoyax Guardant B mipeenax JiokaabHol cetr. CeTeBoit
MOHUTOP MOXHO 3aITyCKaTb C JII000ii paboyeii CTaHIIUH.

[lpu 3amycke MOHUTOP HAaXOOWUT IO CETU BCE MOCTYIHBIE CEpBEpPHI

Guardant Net, ycTaHaBIMBaeT ¢ HUMU CBSI3b U BbIIAET HA 9KPaH MOJIy-
YeHHYI0 MH(OpMaLIIO:

== Mowsmtop Guardan! Mot

Sepieps Bun (View)  Copanka
8@ 7

peemme viL: [hipi/ise 18001220005

HefineHHRE CRpEapE! | MH@®DpHMBLME 0 CEpEEpE \

Vsa wocta | IP aapsc opT -

techwrite-. 182.160.0. 3105 ]

. Cepsep Guardant Net (version 5, 1,0, 0
Guurduni © 1997-2007 Komnanuwa “AKTHo"

Knuwentos: 3, Ceccnii: 0, Kew: Bin

%% Wma xocta: TECHWRITE-PC; IP agpec: 127.0.0.1, 192.168.0.122:3182
“ DEMONVK
# Guardant Met IIl, ID 213B500C: MNa Mporpammes: 0, CepuitHel
Macka: 0, Cuetunk Ne1 (GP): 0 _
02 06w pecype knova (14 1 15)

T Moayne Tabnuus niuersii Ne 0 ( 4/ 5)
£ NMpotoron: TCP/IP, komneoTep: techwrite-pe.aktiv
192.168.0.122, PeddmM NUUEHINPOBAHNA: No padounn

T Moayne Tabnuus nuyeHzn Me 1 ( 5/ 6)

LT

. o .. e

OkHo moHutopa GrdMon.exe pa3neneHo Ha 2 CeKLIMU.

B neBoit B Buze andasutHoro crimcka ykasbiatorcsi URL u IP-ampeca
Bcex KoMrbioTepoB JIBC, Ha KoTophbIx 3amyiieHbl cepBepbl Guardant
Net. TlepekimoyeHrue MexXIy CTpokaMu criicka (cepBepamu Guardant
Net) IPOMCXOOUT IO JBOMHOMY LIEIUKY MBI Ha HY>KHOM 3aITUCH.

B mipaBoii cekimm MOHUTOpPA BBITAeTCsT MHMOPMALIMS O MapameTpax v
COCTOSTHUM TEKYILMX cepBepa 1 ceteBoro kioda Guardant. Dta uadop-
Malys WIEHTHYHA TOi, KOTOPYIO BBIIAaeT B CBOEM OKHE caM cepsep (CM.
OIMCaHue cepBepa).

Monuropunr uepes web-6paysep
J1s1 osTydeHus1 O CepBEpe MOXKHO TAKXKE BOCITO/Ib30BAThCSI CTaHAAPT-
HBIM Web-uHTepdeiicoMm, HabpaB B CTPOKE IMOMCKa Opay3epe peabHbIi
IP-anpec (mu host hame) KoMIbloTepa, Ha KOTOPOM YCTaHOBJIEH Cep-
Bep M ceTeBoii kimou Guardant, 1 yKazaB TIOpT, ITO KOTOPOMY CepBep
KJIt04Ya IpUHUMaeT http-3anpocsl:

Hanpumep, http://192.168.0.x:3185/
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Heobxonmumo Takxke yI0CTOBEepUThCS, UTO B (haiisie HaCTpoeK cepBepa
GrdSrv.ini BKIIOUeHa rmoanep:kka http-3ampocos (rapameTp
HttpService=0n).

MosbilueHVEe HaOAEIXKHOCTHU CETEeBOro obmena

3awura or nepesarpysku cepeepa Guardant Net

KoHeuHbIe I0J1630BaTe I MOTYT IIOIBITATHCS 3AIyCTUTh B CETU OOJIb-
1ee, YeM IO0JI0XEHO, YUCIO KOMMIA 3allMIIEHHOTrO MprioxeHus. Jist
3TOro IOCJe 3alycKa MaKCHMMAJIbHO JOMYCTMMOIO YMC/IA €r0 KOIMii
MOXKHO IIPUHYIUTEIBHO TIepe3arpy3uTh cepBep KiIo4a U MOIyInuTh BO3-
MOXXHOCTB 3aITyCTUTB €I1Ie TAKOE XK€ YKCIIO KOIMIA IIPUIOXEHMSL.

3alMTUTBCS OT 3TOTO AOCTATOYHO IMPOCTO. 3AlMIIEHHOMY CETEBOMY
MIPUWJIOKEHUIO ClieyeT NePUOIMYECKU MPOBEPSITh HATUUME JIEKTPOH-
Horo Kiova. Mcnoneayiite onimio npoBepKky Kiioya Mo TaiiMepy Mpu
ABTOMATMYECKOW 3allUTe TPWIOXKEHWsS] W/WIN TPOU3BOIMUTE OMPOC
KJTI04a 1pu oMot dhyHkimii API mepruoanvecku u3 pa3iMyHbIX MECT
MIPUJIOKEHUSI.

IMocne nepesarpy3ku cepBep Guardant Net yxke He OymeT 06padaThiBaTh
3anpOoChl MPUJIOKEHUI, 3aMyIIEHHBIX 0 ero repe3arpy3ku. [1epBbiii xke
OIPOC KJI0Ya, MPOM3BEICHHBIN «CTapOi» KOMUEH MPUIOXKEHUS TTOCTIe
rnepe3arpy3ku cepBepa, NMpuBeIeT K BO3HUKHOBEHMIO omuoku. T. o.,
yepe3 HeOOJIbIION WHTEPBAJI BPEMEHU BCE KOIMWU MPUJIOXKEHUS, 3aITy-
LIEHHbIE IO Mepe3arpy3ku cepBepa, CTaHyT HEPaOOTOCIIOCOOHBIMU.

OnTumusauus pa6orsi cepeepa Guardant Net

1. He pekoMeHayeTcst oOpalaThesl K K04y CAMIITKOM 4acTo. MUHU-
MaJylbHOe BpeMsl OTKJIMKa ceteBoro Kimoda Guardant cocraBmsier
nopsinka 150-200 Mc, T. 0. cepBep MOXET MPOBECTH pealbHbIN 00-
MEH C KJIIOYOM He Gosiee 5-6 pa3 B CeKyHIy. A IpU BBIIOJIHEHUU
orepaluii ¢ anmapaTHbIMU aITOPUTMaMU BpeMsi OOMEHA MOXET
BO3DPACTH €llle B HECKOJIBKO pa3. [1oaToMy, ckaxeM, MsTh NpUIo-
JKeHWIA, OTIpaIIBaIOIINX KITIOU pa3 B CEKYHIY KaXIIoe, MOTYT JIeT-
Ko Tieperpy3uTh cepBep Guardant Net, Tak KaK OT CKOPOCTH €TO
paboTHI 371eCh YK€ TPAKTUIECKA HUYETO He 3aBUCUT. ONTHMAaTb-
HBIIl MHTEPBAT OIPOca KITI04Ya TOJDKEH OBITh CITyJailHBIM U Haxo-
JIATLCS B auaria3oHe ot 5 1o 30 munyt. [1pu 3TOM HexXenaTeIbHO
BBITOJIHSATD MHOTO TECTOB TMOAPSIT — MPU 3TOM PE3KO BO3PACTAET
BEPOSITHOCTh NMMKOBOI Neperpy3Ku cepsepa. Eciu cienoBath 3TUM
PEKOMEHIAINSIM, TO 3TO JIOJDKHO TTO3BOJIUTH CEPBEPY OOCITYKUBAThH
B npenenax nopsiaxka 100 3ammileHHbIX TPUIOXKEeHWH, 3amyIieH-
HBIX OJHOBPEMEHHO. TakXe CJIeIyeT YJWTHIBAaTh, YTO HA OJHOM
cepBeEPe MOXET ObITh 3apErMCTPUPOBAHO HECKOJILKO KiTHouei (Kaxk-
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JIBIiA CO CBOUM CETEBBIM PECYPCOM), M O BO3MOXHOCTH TMTHKOBBIX
TIeperpy3oK.

He pexkomeHmyeTcst BKIIOYATh 3aIIUIIEHHOE CETEBOE MPUIOKEHNE
Ha aBTO3AITyCK IIPH 3arpy3Ke KOMITBIOTEpA — IIPY 3TOM PE3KO BO3-
pacTaeT BepOSITHOCTb IMMKOBOM Teperpy3ku cepBepa. TUIMMIHBIA
TpUMep — KOTJa ¢ Ha4aJoM pabodero JHS OMHOBPEMEHHO BKITIO-
YaeTcsl COTHS TEPMUHAJIOB, M ¢ HUX TPAKTUUCCKUA OJHOBPEMEHHO
MOCTYIIAIOT 3AIIPOCHI K KITIOYY.

He pekomMeHayeTcsl, BO M30eXXaHNe IMUKOBBIX MEPETPY30K, TTPOU3-
BOIUTDH CJIOXHBIX IIPOBEPOK KJIIOYa IIPY 3arpy3Ke 3allUIIEHHOTO
npuioxeHwst. JIydiie orpaHuYnUThCS IIPOCTOM MPOBEPKOI HATNYKST
KJTI04a, a 0oJiee CIIOXKHbIE TECThI OCTABUTD «HA TTIOTOM», CIeJIaB MO-
MEHTBI MX IIPOBEACHUS CyYaitHbIMM, IPUBSI3aHHBIMU K KAKIM-TO
ONpeneIeHHBIM COOBITUSIM.

He ycraHapnuBaiiTe OOJIBIIMX 3HAYEHUI KOH(UIYPUPYEMbIX Ma-
pamMeTpoB B ini-(aitie cepepa Guardant Net. DTto He npuHeceT
OXU/IaeMOoro ajiekBaTHOro 3ddekra (yBeandeHus: ObICTpOIEencT-
BUSI, CTAOMJIBHOCTH pabOTHI TIPY ITMKOBBIX HATPy3Kax Ha cepBep U
T. I..). BMecTo 3TOrO cepBep CraHeT MOTPEOSATh HEOMpPABIAHHO
MHOIO CHCTEMHBIX PECYPCOB. 3HAYEHHS IIAPAMETPOB IO YMOJIYa-
HMIO SIBIISTIOTCSI ONTHMAJIbHBIMU TSI CETel ¢ MaJIbIM U CPEIHUM
KOJIMYECTBOM Pa0OYMX CTAHIMH, YBEMYMBATHL X MMEET CMBICIT
JIVIITb B KAKMX-TO CEPhE3HBIX CITYJastx (HarpuMep, Ipy paboTe cep-
Bepa ¢ OOJIBIINM YKCIOM KITIOUel B KPYITHBIX ceTsiX). Ecim pecyp-
COB, 3aJaBacMbIX KOH(PUTYPUPYEMBIMU TIapaMeTpaMM, CTaHET He
XBaTaTh, CEPBEP CaM COOOIIMT 00 3TOM, BbIIaB HA SKPaH COOTBET-
CTBYIOILIEE COOOLLIEHME.

CoBMmecTHOE MCNIONb3OBAHME ACGHHBbIX B CETH

1.

TTpu orpoce KiTtoua HeJib3st OTPAHUYNBATHCS «IIPUBSI3KOI» TOJIBKO
K KOJIaM JIOCTyTIa, HEOOXOIMMO TIPOU3BOIUTH OoJiee yrTyOIeHHYIO
TPOBEPKY C HKCITIOJNB30BAHMEM TOJIel OOIIEro Ha3HaueHUs. DTo
JACT TAPaHTUIO TOTO, YTO 3AILUILEHHOE TPUIOXEHUE OyreT uc-
TI0JIb30BaTh CETEBOI pecypc MMEHHO TOTO KJIIoua, K KOTOPOMY OHO
«TPUBSI3aHO», B CITyyae, €CJIM Ha OJIHOM CepBepe 3aperrcTpupoBa-
HO HECKOJIbKO KJTIOUEH OTHOTO pa3paboTumKa.

He pexomeHmyeTcst NCITONB30BaTh IS 3AIUTHI CETEBBIX TTPUIIOXKE-
HUI amnmapaTHbIC aITOPUTMBI, 3aBUCSIINE OT YMEHBIIAIOIIETOCS
CUeTYMKa 3amyckoB. ECTh BEpOSATHOCTh TOTO, YTO JAHHAs KOIUSI
3alIMIIEHHOTO TIPUIOXKEHMsI TIOMYYUT HEBEPHBIE OTBETHI OT TAKOTO
ITOpUTMAa: Bellb B HEM MCIOIB3YeTCsl OMUH CYETYMK JUIST pabOTHI
€O BCEMU KOTUSIMU 3aIIMIICHHOTO MPYITOKECHHSI.
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Fnasa 8

Komnnekr nocraBxkm
3ALULMLLEHHOrO NPUJIOIKEHUSN

KoHeyHbIM Moib30BaTesIsiM TOJIKHBI ObITh MepeiaHbl YTUIUTHI U (haii-
JIbI, KOTOPBIE 00ECIIeYBaIOT PabOTOCTIOCOOHOCTD 3aIMIIEHHOTO TIPH-
JIOXKEHUS ¥ 3JIEKTPOHHOTO KITIOYA.
ITosTOMy B KOMIUIEKT ITOCTABKM 3allMIIEHHOIO IIPOrPaMMHOIO IIPO-
ITyKTa, HEOOXOIMMO BKITIOUYUTh CJICAYIOIIME (Daiiibl:

Bupa 3awuTobl

Tvn 31eKTPOHHOro K/o4a

Guardant Stealth xx, Fidus |Guardant Net xx

ApanBepbl Guardant

Mo6oit

YcTaHoBKa apaiiBepos npu nomolum Microsoft Installer.
dainbl 3 ampekTopum Guardant\Guardant 5\Drivers\x86\Windows:
GrdDriversRU.msi, Setup.Exe, Setup.Ini

YcTaHoBKa ApaiiBEPOB M3 MHCTANNSTOPA NPUIOXKEHMS
Npu UCnonb30BaHuM ApaliBepHoro Guardant API:

GrdDriversRU.msi u grddrv.dll

O6wwue daitnbl 3aWMUTbI

Iiobon

1) [paiiBepbl Guardant,
2) GrdDiag.exe

1) ApaiiBepbl Guardant,
2) GrdSrv.exe, GrdSrv.ini,
GnClient.ini, GrdDiag.exe

®daiinbl ang 3awmTbl Win32-npunoxxeHnin

JABTO3aLWLMTa

1) O6wme daiinbl 3aWwmThl
2) Grdvkc32.dll

1) O6Lwme dainbl 3aLmThl
2) GrdVkc32.dll
3) GrdNetAgent.exe

BawwuTa Guardant API,

nporpamMMmMpoBaHme Kioya

3) GrdVke32.dll

Mcronb3ytowas CooTBETCTBYIOWMIA haiin AMHaMUYeckoln 6UbnnoTeku
JIMHaMu4yeckme bubnuoteku
YaaneHHoe 1) O6wwme daitnbl;

2) GsRemote.exe (GrdTRU.exe ang Stealth 111/Net 111)

Baxunas undopmanuus

®aiin BakumMHbI GrdVke32.dll HeO6X0AMM MY UCMONL30BaHUM YTUIMT GsRemote.exe
1 GrdTRU.exe, NMOCKO/bKY OHU «HaKPbITbl» aBTO3aLLUTON.

221







Mpunoxerve A. MOBbILIEHWE CTOWKOCTYU 3alMTbl. PeKoMeHaLmMW NporpaMMUCTy

Mpunoxenune A
MoBbilLeHMEe CTOMKOCTH
3awmrtbl. Pexomenpgauum
NPOorpammmcry

DnekTpoHHble Kimoun Guardant — BbICOKO3(h(EeKTUBHOE CPEeICTBO MPO-
rpaMMHO-armmapaTHo# 3aimThl [10, KOTopoe ITO3BoJIsIeT CO3aTh 3alTi-
Ty TIPAaKTUUECKU JTIIOOOTO YPOBHST CIIOKHOCTH M CTOMKOCTU K B3JIOMY.
J11s1 3TOro HEOOXOMMMO IIPUAEPKUBATHCS CIIEAYIOIINX PEKOMEHIALINIA:

ABTOMOaTHUECKOS 3ALMTA

JI71s1 3a1UThl TOTOBBIX MPUIOXKEHUI OT M3y4eHUs JIOTUKM UX paboThI
MOJIb3YUTECHh YTUIIMTAMM aBTOMATHMUeCKOM 3aluThl. [1pu aTOM 11eeco-
00pa3HO UCTIONIL30BATh CIICMYIOIINE OTTIINN:

3ammra ot oTiiamunka. OHa Bcerna BKIIIOYeHa M0 YMOJYaHMIO U MpeHa-
3Ha4YeHa JUIST 3alIATHl OT U3YyYEeHUST JIOTUKM pabOThI TIPUIIOKEHUS TIPU
TTOMOIIIN OTJTATIMKOB.

3ammTa oT BUPYCOB. DTa OMILIMS MO3BOJISIET 3AIMTUTh MTPUIIOKEHUE HE
TOJIBKO OT (haiiTOBBIX BUPYCOB, HO M OT HeJIETATbHOM MOTUGbUKAIIIN
(aitna mpuIoXKeHNs (TOMMCHIBAHMS KAKUX-TO TIPOTPAMMHBIX MOIYJIEHA,
M3MEHEHUS KOTMPANTOB U T. 11.).

KomipoBanue 3arpyxaemoii YacTi W BHYTPEHHUX OBepJIeeB MPUIOKEHHS.
DTO MPETOXPAHNUT IIPMIOKEHKME OT IIOIBITOK HMCITOIb30BAHUS IPYrOro
MeToIa U3y4eHMsI — AU3aCCeMOIMPOBAHUSI.

Eciu nmpuiioxeHre MCITOIb3yeT XPaHsIIKeCs: BO BHELIHUX (aiiiax JaH-
HbIE — 11e71eCO00pa3HO KoaMpoBaTh (haiibl qaHHBIX. B 5TOM ciyyae, naxe
€CJIM XaKepy YAACTCsI OTAEINTD 3allMIIEHHOE MPUIOXKEHNE OT BAKLIMHbI
aBTOMAaTMUYECKOI 3allMThI, OHO He OyleT paboTaTh ¢ KOTUPOBAHHBIMU
JAHHBIMU, TaK KaK MMEHHO BaKLIMHA 3aHUMAETCST MX JeIM(PPOBKONA.
Hcronb3yiiTe ONMIIMY MPOBEPKH 3JIEKTPOHHBIX KiIOYeil Mo BpeMeHu. B
3TOM CJlyvae JaXke CHSTUE IOJTHOTO JaMIla TaMsITU MPUIIOKEHUsT OKa-
JKETCS TSI XaKepa IyCThIM pa3BICYeHUEM.
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3awura npu nomowu API

O6wue pexomeHgaUUMN

Ion

HAICXKHBIM TTPUKPBITUEM ABTOMATUYECKOW 3allUThl Bbl MOXETE

CTPOUTH CBOIO BHYTPEHHIOIO 3amuTty Ha ocHoBe Guardant API. Ilpu
3TOM IIeJiecoo0pasHee CIe0BaTh CIAYIOIIM COBETaM:

1.

224

He xpanure B siBHOM BHI€e KOIbI I0CTYNAa K Kmody. He criemyer xpa-
HUTb B «4MCTOM» BuUJie JIMUHBIE KOMIBI, IO KOTOPBIM MPOU3BOIUTCS
JOCTYTI K 3JIEKTPOHHOMY KJTtouy. [T TOTO YTOOBI OCTIOXKHUTH Xa-
KepaM X TTOUCK B TeJie TIPYIIOKeHMsI, JIMIHBIe KOIBI MOXHO 3aKO0-
IpoBaTh (Harpumep, Tipu oMolu orepauu XOR). Hemmocpen-
CTBEHHO Tepe Bbi3oBoM ¢yHKIuU API packonupyiite ux, a mocnie
TOTO Kak (yHKIusT oTpaboTaja — cpasy Xe yoalsiite U3 mamsiTu
pacKonMpoBaHHBIM BapuaHT JInyHoro kKoma. Takke MOXHO Xpa-
HUTb JINUHBIE KOZIBI YaCTSIMU B Pa3HbIX IEPEMEHHBIX.

ITpu xaxnom Bbi3oBe ¢yHKLMsT GetPrivateReadCode() Oyner ne-
KOAMPOBATh JEMOHCTPALIMOHHBIN JIMUHBIA KO IUIsT YTeHUsI, Xpa-
HSIIIUICS B 3aKOAMPOBAHHOM BUJIE.

Pacnonaraiire Bbi30BbI (hynkimii API mo BceMy Tesy mpuiioKeHusl.
DTO pe3Ko yBeJIMUMBaeT 00beM Koja, KOTOPbI HAI0 M3Y4UThb Xa-
Kepy VTS IOKATM3AIUY KOJIa TIPOBEPOK U €T0 MOIM(UKAITUN.

Eciu mpwioxxeHWe CONepXUT OBepJieH, TO MOMECTHTE BbI30OBbI
(bynkumii API u B oBepiieiiHyto yacTb. B 3TOM ciyyae Ha rmyTH xakepa
BCTAHET el1le U CUCTEMHBII OBepIieii-MeHeKeP.

OueHb XOpOUM TIPUEMOM SIBJISTIOTCSI «BEPOSITHOCTHBIE» BBI30BBI,
xorna dyHkumst API BeI3bIBaeTcst He Beerna, a ¢ KaKoW-TO BEpOsIT-
HOCTBIO — Hampumep 1/7. B pa3HbIX MecTax TMpUIOKEHUST MOXHO
UCTIOJIb30BaTh PA3IMYHbIE BEPOSITHOCTU BbI30BOB (IIPUYEM B XKH3-
HEHHO BaXXHBIX MECTaX MPWJIOXKEHUSI BEPOSITHOCTb MOXET ObITh
OoJTbIIle, B MEHee BaXKHBIX MeCTaX — MeHbIIe). B pesysbrate Xakep
MOXXET TTOTIPOCTY He HalTH Te BBI30BBI, KOTOPHIE TIPOUCXOJIAT C Ma-
JIOI BEPOSITHOCTBIO — U TOTIIA SIKOOBI «B3JIOMAHHOE» TIPUJIOKECHIE
paHO WJIM MO3THO TMPETIOHECET CIOPIPU3 HEJIETATbHBIM MTOJIb30Ba-
TeJsIM.

‘Ycinoxnnre JIOruKy 00padoTku Komos Bo3spara ¢ynkimii API. Eciu
BbI Oy/ieTe poBepATh Koi Bo3Bparta (pyHkinu API mpocTbiM cpas-
HEHMeM, XaKepy He COCTABUT TPylda YHUUTOXWUTb 3TO CPaBHEHUE
MpsSIMO B TeJie MPUWJIOKEHUSI — U TaKUM 00pa3oM CHSITh 3allUTy.
Pazpaboraiite Gojiee ClIoXHYIO JOruky. Hanpumep, ucnosbayiite
KOJIbI BO3BpaTa B KAYeCTBE MHIEKCOB KAKUX-TO MACCUBOB JaHHbIX,
CTapTOBBIX 3HAYEHUI! JIIsi TCHEPATOPOB TCEBIOCTYYaliHbIX YHCE],
WCTIONIB3YITE MX B &ITOPUTMAX MATEeMATUYECKMX BBIUMCIICHUM,
peaM30BaHHBIX B MPWIOXKEHUU U T. 1. TakuM oOpa3om, Touka, B
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KOTOPOW 3aIUILEHHOE MPWIOXEHUE PUHUMAET PELLIEHUE O CBOEH
JabHElIIel paboTe, B YMCTOM BUIE OyIET OTCYTCTBOBATh. XaKepy
MpUAETCS pa3dUpaThCsl He TOMBbKO B JIOTUKE pabOThI 3aIMThI, HO U
B XUTPOCIIETCHUSIX TIPOIIECCOB, TTPOUCXOIAIIMX B CAMOM TIPUJIO-
keHnd. W 3ammra cTaHeT TOJHOMPABHOW YacThIO TTPUIIOXKEHUS,
6e3 KOTOpOIi CTaHyT HEBEPHBIMU €TO BBIUMCIICHUSI, OYIyT UCTIONb-
30BaThCsl HE T TAHHBIC U T.11.

6. OTkiaapiBaiiTe MOMEHT PeaKIMM TPUIOKEHHs HA KOIbI BO3BpaTa
¢ynxmmiit API. Xopoliio 3apeKoMeHIoBa ceOsT IprueM, KOrma IpH-
JIOKEHME MPUHUMAET pellieHHe O CBOel JajbHeileir paboTe He
cpasy 1o NoJTy4eHUH KofoB Bo3BpaTa ¢hyHKumu API, a 3HaunTens-
Ho no3xe. Hanpumep, ¢yHkuuss API BbI3bIBaeTcsl Tpu 3aImycke
TIPWIOKEHNSI, a aHaJIM3 BO3BpAIllEHHBIX €10 3HAYCHUI TIPOU3BO-
JUTCST TIPY BBITIOJIHEHUU TIOJIh30BaTe/IeM KaKWX-JIMOO MeicTBUIA
(OTKpBITHE WM COXpaHeHUe (paiiia, BHI30B MEHIO HACTPOMKM TTPH-
JIOXEHUS U T. M.). B Takom cityyae xakepy OyaeT CJIOXHO ITpociie-
JINTh TTPUYMHHO-CJICACTBEHHYIO CBS3b TMOBEICHMS MPUIOXKEHUS.
Kpowme Toro, aToT npreM 3acTaBUT XaKepa MCCIIeNoBaTh B OTJIaTIM-
K€ CJIMIIIKOM OOoJTbIive (parMeHThI Kola MPYIOXKSHMSI.

7. OrpanuumBaiiTe BO3MOXHOCTH TNPWIOKEHHUS, €CJAU 3JIEKTPOHHbIH
KJTI0Y He HaiiieH. DTOT IIpreM MOKHO HCITOIhb30BaTh B MOITOJTHEHME
K onricaHHOMY Bbiie. Eciu ynkums API BosBpainaer ommoky,
MOXHO He TIPUHMMATh KapaWHATBHBIX PEIIeHU OTHOCUTETLHO
JAJTbHEMIIIe paboThl TIPUIOKEHUS, a JIWIIb OTPAHUYUTD €r0 BO3-
MOXHocTH. Hampumep, nepecrath AaBaThb BO3MOXHOCTb 3KCIIOP-
TUpOBaTh (haiijibl B Apyrue hopMarhl, COXpaHITh HACTPOIKU, pac-
TeYaThIBaTh OTYETHI U T. 1. [IpryeM B OTBET Ha Heynady Ipy BbI30-
Be API 13 pa3HbIX MECT MPUIOXKEHUS MOXHO «JIMIIaTb» €ro Bce
HOBBIX Y HOBBIX BO3MOXHOCTEM, BCe OoJIee MpeBpaliiast B IEMOHCT-
parmmoHHoe. [ToMruMo BaXXHBIX, MOXKHO OJIOKMPOBATh M HECKOJIBKO
BTOPOCTETICHHBIX BO3MOXHOCTEM — 3TO YBEJIMIUT BEPOSITHOCTh TO-
TO, YTO XaKep MOIMPOCTY HE 3aMETUT UX OTCYTCTBUSI, U MPUJIOXKEHHE
B TAKOM BUJE TMOMAJCT Ha «UePHBI pbIHOK». [Tonb3oBarteneii ke
TaKOM «IeMO-BEPCUN» OTCYTCTBUE YacTH €€ BO3MOXHOCTE ITOMI-
TOJIKHET Ha MPUOOPETeHHE JIETAIbHOI KOITUY TPUJIOKECHMS.

8. TloacunThiBaiiTe KOHTPOJIbHBIE CYMMBI BAXKHBIX YYACTKOB KOJIA MpPH-
JIOXKEHHSA. DTO MOIITHOE CPENCTBO 3aIMTHI OT MOIUMUKAIINN XaKe-
poM Koma TpwioxXeHus. [IpemBapuTeNbHO BBI TTOICYUTHIBACTE
KOHTPOJIbHYIO CYMMY Y4aCTKOB KOIa, B KOTOPBIX ITPOM3BOISATCS
BbI3OBbI (yHKLMI API, aHamu3upyloTcsli BBIXOAHBIE HaHHBIE
(YHKLMI ¥ IPUHUMAIOTCST pellieHUs O JaJIbHeiIei padboTe mpu-
JoxkeHus1. B miporiecce paboThl IPMITOKEHMSI BHI e11le pa3 TIPON3BO-
JTUTE TTOACYET 3TUX YIaCTKOB — M TIOJTyJaeTe JOCTOBEpHYIO MHMOP-
MAalLIMIO O TOM, OBUIM JIM 3TH YYaCTKU HeJIeTaIbHO MOIU(PUIINPOBa-
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Hbl. [Ipon3BOANTE OACUYET KOHTPOJIBHBIX CYMM JIydllie B (hOHOBOM
pexume (B 32-6uTHBIX Windows-NpUIIOXKEHUSIX 3TO MOXKHO JIe/IaTh
B OTIEJILHOM TpOLECCe), IPUYEM JIENIaTh 3TO CIIEAYEeT 3HAUYMTETbHO
paHBbIIIe WY 3HAYUTEITLHO ITO3XKe TOT0, KaK YIpaBJieHHe ITOoTaieT B
KOHTPOJIMPYEMBIi y9acTOK Koma. OMUH U TOT e YJacTOK IIeNieco-
00pa3HO KOHTPOJIMPOBATh M3 HECKOJBKUX MECT TIPUIOKEHUS. A
peakiusi Ha (akT MOAM(MUKALIMM MPOrpaMMHOIO Koja JOJDKHA
OBITH TIPUMEPHO TAKOM e, KaK U Ha OIIMOKY IpU BbI30BE (PYHK-
mun API. B pesyabrate xakep OyaeT BbIHYXXACH JOIOJIHUTEILHO
HCKAaTh 10 BCEMY TelTy MPUJIOXKEHHUsST MeCcTa, B KOTOPBIX BbI MPOBE-
psieTe KOHTPOJIbHBIE CYMMBI. J171s1 TToJTy4eHsT KOHTPOJIBHOI CyMMBI
MOXHO BOCHOJB30BaThcst (yHKImMeir Guardant API, momcumthi-
Batoieit CRC mHTepecyroiero Bac 6;70ka. A 1Sl TOBBIIIEHMS Ha-
JIEXKHOCTA METOJa MOXHO, Hapsiay C 9TOi (PyHKIIMEH, UCIOb30-
BaTb U aJITOPUTMBI TOJICYETA KOHTPOIBHON CyMMBI, HalMCAaHHBIE
BaMu. VX mporpammHasi peaiuzalivsi BOBCE He CJIOKHa — KavyecT-
BeHHbIIl anroput noacyera CRC MOXHO BCTpeTUTh B JIIOOOM
Y4eOHVKE IO IPUKIIATHOMY ITPOTPaMMHUPOBAHUIO.

MensiiTe JIOTUKY Pa0OThI NPUIOKEHHsT ¢ MOXYJISIMH 3a1MThl. OYeHb
TIOJIE3HO OBIBAaeT BpeMsi OT BpeMeHM (ONTMMAIBHBIN BAPUAHT — B
KaXIoU HOBOM BEPCUM 3ALIUIIEHHOTO MPOMYKTa) MEHSTh JIOTUKY
€ro paboThl ¢ MOMYJISIMU 3aIUTHI. MCronb3yiiTe HOBBIE TTPUEMBI,
TOJOOHBIE OMMCAHHBIM 3[€Ch, TO-MHOMY KOMOMHUPYITE UX U T. II.
— ¥ TOrza MpU BbIXOJE HOBOI BEPCUU IMPOLYKTA Xakep OyneT Bbl-
HyXXIeH Ha9YMHAaTh paboTy 10 ee MCCIIeNOBaHMUIO, YTO Ha3bIBAaeTCs,
«c HyJs1». Bee ero mpexHue HapaGOTKM MTHOBEHHO TEPSIIOT aKTy-
TBHOCTh — Bellb TeTiepb NPWJIOXKEHNE B3aNMOJECTBYET ¢ MOy~
JISIMU 3aIIUThI COBEPIIEHHO MTO-MHOMY.

MUcnonb3oBaHMe aNNAPATHLIX AIFTOPUTMOR Kmouei Guardant
Eciiu BBl OCTAHOBUIIM CBO#A BBIOOP Ha 3JIEKTPOHHBIX Kitouax Guardant,
B BallleM PACMOPSDKEHUU eCTh LEbli psiil 9 heKTUBHBIX TPUEMOB TT0-
BBILIIEHUS] CTOWKOCTH 3aLLMThI K B3JIOMY.

1.
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3aneiicTByiiTe anmapaTHbie ATOPUTMBL. DTO 00513aTeTHHOE YCIIOBUE,
€CJTU Bbl XOTUTE CKOHCTPYUPOBATh MO-HACTOSIILIEMY CTOMKYIO 3a-
muty! TlpaBUIbHOE WCIMOMB30BAHUE OTBETOB ammapaTHBIX aJlro-
PUTMOB HE TOJIbKO J€aeT MPaKTUYECKM HEBO3MOXHBIM Hamuca-
HME YHUBEPCATbHBIX IMYJIAITOPOB Kiltodeit Guardant. YnaneHue u3
3alULIEHHOTO MPUIOXKEeHUS BbI30BOB (PyHKIMi1 API Takke Tepsiet
CMBICIT — BeIlb €CJIH allllapaTHBIN aJITOPUTM He ObLT 3aIlyIleH, TO 1
BaXKHBIE JUTS TIPWJIOXKEHUST JaHHbIEe He ObUTH TeKOMPOBAHEI.
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2. 3anasaiite Kiody 06oJibire BonpocoB. Ecu 11 3aIMThl MCTIOB3Y-
eTcst MpeodpazoBaHKe TOJIBKO OJHOTO MaccHBa NaHHBIX (T. €. eclu
TPUJIOKEHWE 3a[aeT KoYy BCeraa OOVH U TOT Xe BOIPOC), €CTh
BEPOSITHOCTD, UTO XaKep BCe JXe IMOJCMOTPUT BEPHBI OTBET KITIoUa
M CO3IACT IOIIIPOTrpaMMYy-«3aliIyIIKy», KOTOpas BMECTO (hyHKIIAN
API «m1omcoBbIBaeT» MPMIIOKEHNIO 3TOT OTBeT. [10CKOMbKy B HaH-
HOM cJly4ae K04 BO3BpalllaeT BCeraa OIUH U TOT ke OTBET, TaKast
TOJIIPOTPaMMa-«3aryIliKa» MOXKET CBECTU POJIb almapaTHOro aj-
TOpYTMa B 3allMTe JAHHOTO MPUJIOKEHUS Ha HeT. YTOObI n30eXaTh
3TOr0, HYXKHO 3a/1aBaTh anrnapaTHOMy aJITOPUTMY OOJIbIIOE KOTU-
YeCTBO pa3HbIX BOrpocoB. Co3naiite MaccuB pa3iMYHbIX BOIIPOCOB
(T. e. GJIOKOB KOJMPOBAHHBIX TAHHBIX), U B PA3HBIX MECTAX TPUJIO-
KeHUSI IEKOJUMPYITE armmapaTHBIM aJITOPUTMOM Pa3HbIe KOIMPO-
BaHHbIe Onoku. Kcrtatu, Hapsiay ¢ JeiCTBUTEIbHO BaXKHBIMU LTSI
MPUJIOXKEHUST JTAHHBIMU B COCTaB TAKOT'O MacCHMBa MOTYT BXOIWUTh U
«IMLIHWE» JaHHbIE, HA CAMOM JieJie HE HYXXHBIE TTPUIOKEHUIO —
3TO TOJIBKO J1€30pUEHTUPYeT Xakepa. OueHb XOpoLIo ObLIo Obl Op-
raHU30BaTh MPOLECC CAyYyaliHO BBIOOPKU BOMpOca — TOT/A B Of1-
HOM U TOM XK€ MecTe TIPUIOXKEHMsI, HO B pa3Hble MOMEHTHI BpeMe-
HU OyIyT 00pabaThIBaThCST pa3HbIE BOMPOCKHL. DTO CHeaeT MPaKTH-
YecKM HEBO3MOXHBIM TS Xakepa Co3JaHKe KakK MOANpPOrpaMMbl-
«3amIyIIKW», TAK ¥ SMYJISTOPa KITI0Ya.

3. Hcnomab3yiiTe pa3Hblie BONPOCHI B PA3HBIX BePCUsIX MpHIoKenus. Eciu
B Pa3HBIX IPOrpaMMHBIX TPOLYKTAX WX Pa3HbIX BEPCUSIX OHOTO U
TOTO e MPOAYKTa OYIyT UCIOIB30BAThCSl pPa3HbIe BOMPOCHI (T. €.
pa3Hble GJIOKM KOAMPOBAaHHBIX TaHHBIX), 3TO JACT BaM TapaHTUIO
TOTO, YTO XaKep He CMOXKET CO3/IaTh YHUBEPCATTbHBIN WHCTPYMEHT
IUTST B3JIOMa BCEX BalIMX MPOIAYKTOB (WM Bcex WX Bepcuit). daxke
€CJIU XaKep UCXUTPUTCSI-TAKY CO3/IATh SMYJISITOP IJIST IPUIIOXKEHUST,
BBIXOJl €0 HOBOI BEPCUU 3aCTaBUT €r0 MPOU3BOIUTH CBOIO PabOTy
3aHOBO — Be/Ib HOBasl BEPCHUS IPUJIOXKEHUST paboTaeT yxke ¢ Ipyru-
MU KOIMPOBAHHBIMU TAHHBIMH.

4. 3aneiicTByiiTe pa3Hble annapaTHble AJTOPUTMbI B PA3HBIX BEPCHSAX
npuioxenns. B 3eKTpOHHOM KJTIOYE CO3/1aiiTe cpa3y HECKOJIbKO
pa3MYHBIX aJITOPUTMOB (Hampumep, 4). 3ateM, B TiepBOl BepcUn
TPOrPaMMHOTO TIPOAYKTa KOOUPYITE MaHHBIE, CKaxkeM, 1-M 1 3-M
aJITOPUTMOM, BO BTOPOI — 2-M M 4-M, B TpeTbeil — 1-M 11 2-M, U T.
1. D dekT OyneT aHaJIOTMYeH pacCMOTPEHHOMY BBIIIE, 1a U B ca-
MOM 3JIEKTPOHHOM KIJTIOYE HUYEro MepernporpaMMupoBaTh OyneT
He HYXXHO — BCe HEOOXOMMMBIE aIlliapaTHbIe aJlTOPUTMBI OyIyT B
HEM TPUCYTCTBOBATh C CAMOTO Hayaa.
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5. BHocute M3MeHeHHs B onpeaeuTean ajaroputMoB. [1o cBoeii cytn
OMpPEIESTUTETM AITOPUTMOB aHAJIOTUYHBI MAPOJISIM WK LIM(PPOBBIM
cepruduKaram, TOTOMY UX TOXE TIOJIE3HO BPeMsi OT BpeMEHU Me-
HSITb. DTO OYEHb XOpoIlas W pacIpoCTpaHeHHas: BO BCEM MUpeE
TPAaKTHKA, TIOBBIIAOIIAS 3aIIUIIIEHHOCTb CUCTEMEI.

6. He xpaHuTe OTBETHI ANMAPATHBIX AJTOPUTMOB B 3AIIMIIEHHOM NpPH-
Jiozkennu. CaM IIPUHITUTT UCTIONTE30BAHUS allliapaTHBIX aJITOPUTMOB
OCHOBaH Ha TMpENIOChUIKE, YTO XaKep He 3HAeT 3apaHee OTBETOB
ajroput™a. B MPOTMBHOM CJly4yae aJirOpUTMbI HE UMEIOT 0COOOTO
CMBICTIa: XaKep, 3Hasl BCEe €ro OTBEThI, MOXET CO3IaTh U 3MYJISITOD
KJTI0Ya, U MOANPOrpaMMY-<«3arIyllKy». [I03ToMy HM B KOeM cliydae
HE CJIeAyeT XpaHWUTb OTBEThI KJItoua Ijie Obl TO HU ObLIO B CaMOM
TIpUIoXKeHY WK B paiimax naHHbIx! [1poCcTo UCTIONB3YiiTe OTBETHI
KJIIoYa o0 Ha3HayeHWIo, 6e3 TpenBapUTEIbHONM TPOBEPKM TIpa-
BWJIBHOCTH MX JIEKOJAMPOBAHUS AJITOPUTMOM, a Cpasy Iocie MC-
MOJIb30BaHUSI — 1O BO3MOXHOCTH ynasiiite U3 nmamsiti. JlaHHbie
MOTYT ObITb IEKOAMPOBAHBI HEBEPHO JIMIIIb B OJIHOM CJIyyae — eClii
JIM0O ¢ 3aIIUIIEHHBIM TTPUIOXKEHUEM, JIMOO C JIEKTPOHHBIM KITIO-
YOM TTPOM3BOAMIIMCH KaKMe-TO COMHUTENIbHBIE MaHuTTy sy, Ho
B TAaKOM CJTy4ae HeBepHas paboTa (M Aaxe «[TOJBUCAHUE») MPUIIO-
>KeHUsT — COOBITHE BeChMa ecTecTBeHHOe. B camoM zerne, vero elie
MOXHO OXMIaTh OT IPIJIOXEHMSI, </ IOMAEMOTO» XaKepOM, OCOOEH-
HO €CJIM 3allliTa «HaleTa» Ha MpWIoXeHue KayecTBeHHo? Ho ecu
TPOBEpKa MPAaBUIILHOCTH OTBETOB BCE XK€ HEOOXOMUMA, MCHOJb-
3yiite it atoro yHkuuio noacuera CRC. Ha atane ycraHoBKuU
3aIUTHI, TIepell TeM KaK 3aKOMMpPOBaTh TaHHBIE, BHIMHCINUTE WX
CRC, a B miporiecce paboThI riprsioxeHust opcuntaiite CRC atmx
K€ MAHHBIX TIOCJIe UX IEKOAMPOBaHUs aITOPUTMOM Kiltoda. Ecin
9TU [IBa 3HAYCHUSI COBIAJIM, TO JaHHbIE AEKOIMPOBAHBI BEPHO.

7. He xpanute «IMIIHAE» KOIbI AOCTYNA B 3aLIMIIEHHOM NMPUIOXKEHUH.

Hampumep, ecnmu mpuioxeHUe WCIIONb3YeT TOJBKO YTEHUE W3
KJIIOYa U 3aMycK ero anmapaTHbIX alTOPUTMOB, HY>KHO XPaHUTh B
MPWIOXEHUU TOJAbKO JIMuHbIi Kom mnst uyreHust (Private Read
Code). OctanbHble JIMUHbIE KOABI HE OYIYT HYXXHbI, a UX MIPUCYT-
CTBUE B TeJle TIPYJIOKEHUST MOXET CHJIbHO O0JIETYUTD XaKepy 3a/ia-
4y TIOJTy9eHUsT JOCTYTIA K KITIOUY.

Baxnas undopmauus

B CBSI3Y1 C NMOCTOSIHHO PacTyLUMMU BbIYUCTUTESNBHBIMU BO3MOXHOCTSIMU COBPEMEHHbBIX KOM-

MbIOTEPOB HACTOATENLHO PEKOMEHAYETCS 3aaBaTb pa3Mep BOMpoca/oTBeTa v onpeaenm-

Tens annapaTHbIX anropuTMOB Ktoyel Guardant He MeHee, YeM 8 6alT. 3TO MO3BONMT

MWHUMM3MPOBATH LLUAHCHI aTaky MeTofoM brute force (MonHbI nepebop).
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